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_| encrypted.message 2017/6/7 12:48 MESSAGET 3244 1 KB
_| encrypted.message2 2017/6/7 12:48 MESSAGE2 3244 1 KB
_| encrypted.message3 2017/6/7 12:48 MESSAGE3 3244 1 KB
_| public.key 2017/6/7 11:08 KEY 3745 1KB
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:~# cd Desktop

:~/Desktop# openssl rsa -pubin -text -modulus -in warmup -in public.key]

Public-Key: (256 bit)
Modulus:

00:d9:9e:95:22:96:a6:d9:60:df:c2:50:4a:ba:54:

5b:94: d6:0a:7b:9e:93:0a:ff:45:1c:78:ec:55:

d5:55:eb
Exponent: 65537 (0x10001)
Modulus=D99E952296A6D0960DFC2504ABAS45B9442D60A7BIE930AFF451C78ECS5D555EB
writing RSA key

BEGIN PUBLIC KEY
MDwwDQYJKoZIhvcNAQEEBQADKWAWKATIhANme LSKWpt1lg3810SrpUWSRC1gp7npMK
JOUce0xV1VXrAgMBAAE=

END PUBLIC KEY

~/Desktop#
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98432079271513130981267919056149161631892822707167177858831841699521774310891 Factorize! ()
Result:
status (70 digits number
FF 77 (show) 523420207927, .. 9loqqy = 302825536744096741518546212?611943114??}"39) - | 3260455041264363462098773013201312F 7982 34,
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#coding:utf-8

import gmpy

import rsa

p = 302825536744096741518546212761194311477
325045504186436346209877301320131277983

n = 98432079271513130981267919056149161631892822707167177858831841699521774310891
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e = 65537

d = int(gmpy.invert(e , (p-1) * (gq-1)))

privatekey = rsa.Privatekey(n , e, d, p, q) #RES S, HEAH
10 with open("encrypted.messagel"” , "rb") as f:
11 print(rsa.decrypt(f.read(), privatekey).decode()) #A5 AL B ST AR, FRITER
12 with open("encrypted.message2" , "rb") as f:
13 print(rsa.decrypt(f.read(), privatekey).decode()) #4528 ST RS, FRITER
14 with open("encrypted.message3" , "rb") as f:
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print(rsa.decrypt(f.read(), privatekey).decode()) A5 FHFA AN B SCHEAT %, FRATER
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:~/Desktop/fujian# python 2.py
flag{3b6d3806-4b2b

=11ef-05A8=
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