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<?php
/**

* Created by PhpStorm.

* Date: 2015/11/16

* Time: 1:31

*/
header('content-type:text/html;charset=utf-8"');
if(! isset($_GET['jpg']))

header('Refresh:0;url=./index.php?jpg=hei.jpg');

$file = $_GET['jpg'];
echo '<title>file:'.$file.'</title>";
$file = preg_replace("/[*a-zA-Z0-9.]+/","", $file);
$file = str_replace("config"," ", $file);
$txt = base64_encode(file_get contents($file));

echo "</img>";
/*

* Can you find the flag file?

*

*/

?>
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<?php
/**
* Created by PhpStorm.
* Date: 2015/11/16

* Time: 1:31

*/

error_reporting(E_ALL || ~E_NOTICE);
include('config.php');

function random($length, $chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopgrstuvwxyz') { //ra
ndom( ) =4 Length K /Z HIBEHL F1F

$hash = '';

$max = strlen($chars) - 1;

for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];

¥

return $hash;
¥
//E

function encrypt($txt,$key){ //txtHHX, key Ky#td

for($i=0;%i<strlen($txt);$i++){
$tmp .= chr(ord($txt[$i])+10); //txt#jasciifE+10

HIASCIIfE.

}

¥
$txt = $tmp;
$rnd=random(4); [/ FEEA N BEPLF 7 Ernd

$key=md5($rnd.$key); //Rey=FEFLF1FHE+Rey HIMD5 J1E

$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;

$ttmp .= $txt[$i] ~ $key[++$s];  //txtSkey# (/75

}

return base64_encode($rnd.$ttmp); // LR LEEYIEbase64 HE

function decrypt($txt,$key){

}

$txt=base64_decode($txt); //#Ftxt base64fEE
$rnd = substr($txt,0,4); //HExtHIBEHIH
$txt = substr($txt,4);

$key=md5($rnd.$key); // Rey WIBEHL 574 4EMD5 J1 2

$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$tmp .= $txt[$i] skey[++$s]; //txt Skey BB INE
¥
for($i=0;%i<strlen($tmp);$i++){
$tmpl .= chr(ord($tmp[$i])-10); //txtHjasciifE-10
¥
return $tmpl; //iE[E4E

$username = decrypt($_COOKIE[ 'user'],$key);
if ($username == 'system'){

echo $flag;

telseq{

setcookie('user',encrypt('guest’,$key));
echo "\ (7 V%)

//ord() REE B F1H 1 B 1
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2, PR KkeylnZsystem, S5 EH L% cookies['user].
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# _* coding: utf-8 _*
import base64

import requests

import string

#Rkey B84
url="http://c3c6a0b38c6e4c6ab89695779203418d8225fc36c51749b0.changame.ichunqiu.com/f13g_ichuqiu.php"
cookie=requests.get(url).cookies[ 'user"']

#print cookie

a=base64.b64decode(cookie)
rnd=al :4]

ttmp=a[4:]

#print txt

#print rnd

#print ttmp
txt=1list('guest")

for i in range(5):
txt[i]=chr(ord(txt[i])+10)
key=list('123456")

for i in range(5):
key[i]=chr(ord(ttmp[i])”ord(txt[i]))

print key //XBkeyNFHEMDSHRE T, FEININE KN B2 H HIMD5 2 5 i key

#IEsystemsist, key NE517, systemZENLr, Rig— {7
system=1ist('system")
baopo="'1234567890abcdefghijklmn’

for i in range(6):
system[i]=chr(ord(system[i])+10)

payload=[]

str=""

for d in baopo:
key[5]=d

for i in range(6):

str+=chr(ord(key[i]) ~ ord(system[i]))
str=rnd+str
payload.append(base64.b6dencode(str))
str=""

print payload
for i in payload:
cookies={"user':i}
a=requests.get(url, cookies=cookies)
if ‘flag' in a.text:
print a.text
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