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Burp Intruder Repeater Window Help

[Target ]' Prozy T Spider I Scanner I Intruder TRepeater T Sequencer I Decoder T Cornparer T Extender ]' Project options ]' User options IAIeﬂs ]

Go Cancel < |v > | Target: http://f327e005a792453 da83a335a469353a973d0d42844 hcd5a2. changame.ichungiu.com EJ ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /Challengesftest.php HTTP/1.1 o HTTP/1.1 200 Gk o
Host: 1327e005a732453daB3a335a469353a973d0d42844bcd5a2 changame.ichungiu.com 1 Date: Sun, 16 Jun 2019 04:31:43 GMT 1
User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; n65.0) Gecko/20100101 Content-Type: text/html
Firefox/85.0 Content-Length: 16
Accept: text/html applicationfxhtmi+xmlapplication/xml;q=0.9 image/webp *f*q=0.8 Connection: close
Accept-Language: zh-CHM,zh;q=0.8,zh-TW;q=0.7 .zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 hint: ip,Large internal network
Accept-Encoding: gzip, deflate KMia-JsSL decOfi -
Connection: close ¥-Cache: bypass
Cookie: ci_session=4699f78b7 4dcdE13a7 a9h304a172cea267 ehaaly,
Un_distinctid=16h5e76bf3e8hE-022d8358:9 aB51dS-143b7 440-11ad00-16hEe7BLBHE d4; there is nothing
pov_pvi=97 19063552, pgv_si=s8228025344;
Hm_Ivt_2d0601 bed28de7 d49818249:f35d35943=1560657963;
Hm_Ipvt_2d0601hd28de7 d49818249cf35d95943=1560658667;
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__jsluid=B9944ffh9791779b0368ae7 c1fe122ec
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Burp Intruder Repeater VWindow Help

[Target I Frozxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Froject options I Lser options IAIens ]

Go Cancel < |r >|v Follow redirection Target: http://f327e005a792453da83a335a469353a973d0d42844 bed5a2. changame.ichungiu.com .ef ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
pET fChallenges/test.php HTTP/1.1 : HTTP/1.1 302 Found :
Host: f327e005a792453da83a335a465353397 3d0d42844bed5a2. changame.ichungiu. caom Date: Sun, 16 Jun 2019 04:39:07 GMT
User-Agent: Mozilla/5.0 (Windows NT B.1; Wing4; x64; n:65.0) Gecko/20100101 Content-Type: text/htrml

Firefox/85.0 Content-Length
Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/webp */*q=0.5 ose
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: ci_session=4629f78b7 4dcdE13a7 a9b304a172cea267 ehaaly,
Un_distinctid=16b5e76bf3e8L6-022d838=9 a657d8-14307 440-11a400-16h5 e7 6L BG4,
pov_pvi=3719063552; pgv_si=sB228025344;

Hm_Ivt_2d0601 bd28de? d49618249cf35d95943=1560657963;
Hm_lpvt_2d0601hd28de7 d49818249cf35d95943=1560656667;
chkphone=acWxhNpxhQpDiAchhNuSnEqyiQuDIC0000;
__isluid=E9944ff9791779b0368 a7 c1fe122ec

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

X-Forwarded-For: 10.0.0.0

¥-Cache: bypass
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[Target I Froxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Froject options I Lser options IAIens ]

Go Cancel < |r >|v Target: http://f327e005a792453 dal3a335a469353a973d0d42844 hcd5a2. changame.ichungiu.com m ?
Request Respense
Raw | Params | Headers | Hex Raw | Headers | Hex

GET I’Cha\lengesfmfinage.phpl HTTR/1.1 : HTTR/1.1 200 Ok :

Host: f327e005a792453da83a335a465353397 3d0d42844bed5a2. changame.ichungiu. caom Date: Sun, 16 Jun 2019 04:40:07 GMT

User-Agent: Mozilla/5.0 (Windows NT B.1; Wing4; x64; n:65.0) Gecko/20100101 Content-Type: text/htrml

Firefox/85.0 Content-Length: 16

Accept: text/html application/xhtml+xml application/xml; q=0.9 imagefwebp **q=0.8 Connection: close

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0.2 ¥-Via-JSL 7479442 -

Accept-Encoding: gzip, deflate ¥-Cache: bypass

Connection: close

Cookie: ci_session=4699f78L7 4dcdB13a7 a9b304a172ceaZ6r ehaasy, show me your key

UM _distinctid=16b5e7EbfBeB8h6-022d838:9 aB5TdE- 14307 440-11a400-16h5 7B b BB d4;

pgv_pvi=37 19063552; pgv_si-sB228025344;

Hm_Ivt_2d0601 bd28dey d49818249cf35d95943=1560657963;

Hm_lpvt_2d0601bd28de7 d49818249:f35d95943=1560658667;

chkphone=acWxNpxhQpDiAchhMuSnEqyiQuDIC0000;

__isluid=69944fh9791779h0368ae7 c1fe122ec

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

¥-Forwarded-For: 10.0.0.0
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[Target I Froxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Froject options I Lser options IAIens ]

Go Cancel < |r >|v Target: http://f327e005a792453da83a335a469353a973d0d42844 bed5a2. changame.ichungiu.com .ef ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FPOST /Challenges/mdnage. php HTTPM.1 : HTTP/1.1 200 OK :

Host: 327e005a792453daB3a335a469353a973d0d42844bcd5a2 changame.ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; Wing4; x64; nv:65.0) Gecko/20100101
Firefox/65.0

Accept: text/html application/xhtml+xml application/xml; q=0.9 imagefwebp **q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: ci_session=4699f78L7 4dcdB13a7 a9b304a172ceaZ6r ehaasy,

UM _distinctid=16b5e7EbfBeB8h6-022d838:9 aB5TdE- 14307 440-11a400-16h5 7B b BB d4;
pgv_pvi=37 19063552; pgv_si-sB228025344;

Hm_Ivt_2d0601 bd28dey d49818249cf35d95943=1560657963;
Hm_lpvt_2d0601bd28de7 d49818249:f35d95943=1560658667;
chkphone=acWxNpxhQpDiAchhMuSnEqyiQuDIC0000;
__isluid=69944fh9791779h0368ae7 c1fe122ec

Upgrade-Insecure-Requests: 1

Aol P .

—

Date: Sun, 16 Jun 2019 04:41:22 GMT
Content-Type: text/html
Content-Length: 110

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

¥-Via-JSL 7479442 -

¥-Cache: bypass

key is not right,md5 (key)J==="1h4167610ba3f2ac426a68488dhdBIbe",and the key is ichunqiu==,the * is in
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X¥-Forwarded-For: 10.0.0.0

Content-Type: application/x-www-form-urlencoded
Content-Length: 5
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import hashlib

md5 = "1b4167610ba3f2ac426a68488dbd89be"
s = "abcdefghijklmnopgrstuvwxyz1234567890"

for i in s:
for j in s:
for k in s:
key = "ichungiu"+i+j+k
if(hashlib.md5(key.encode("utf8")).hexdigest() == md5):
print(key)

SRR

T =M : Anaconda Prompt

Chaze? C:sxlzerz Administrator>cd desktop

Chaze? C:slzersz AdministratorsDeszsktop>python 1.py
ichungiulBs

Chaze? C:slszerz AdministratorDesktop?
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Go Cancel < (v > | Target: http://f327e005a792453da83a335a469353a973d0d42844 bed5a2. changame.ichungiu.com _# ?
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /Challenges/mdnage. php HTTR/M 1 .A HTTR/1.1 200 Ok .A
Host: f327e005a792453da83a335a465353397 3d0d42844bed5a2. changame.ichungiu. caom Date: Sun, 16 Jun 2019 04:48:08 GMT
User-Agent: Mozilla/5.0 (Windows NT B.1; Wing4; x64; n:65.0) Gecko/20100101 Content-Type: text/htrml
Firefox/85.0 Content-Length: 27
Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/webp */*q=0.5 Connection: close
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 ¥Mia-JSL 7479442 -
Accept-Encoding: gzip, deflate ¥-Cache: bypass
Connection: close
Cookie: ci_session=4629f78b7 4dcdE13a7 a9b304a172cea267 ehaaly, the next step: xx00xxo0.php
Un_distinctid=16b5e76bf3e8L6-022d838=9 a657d8-14307 440-11a400-16h5 e7 6L BG4,
pov_pvi=3719063552; pgv_si=sB228025344;
Hm_Ivt_2d0601 bd28de? d49618249cf35d95943=1560657963;
Hm_lpvt_2d0601hd28de7 d49818249cf35d95943=1560656667;
chkphone=acWxhNpxhQpDiAchhNuSnEqyiQuDIC0000;
__isluid=E9944ff9791779b0368 a7 c1fe122ec
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
X-Forwarded-For: 10.0.0.0
Content-Type: application/s-www-form-urlencoded
Content-Length: 15
key=ichungiu105
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[Target I Fraxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Froject options I User options IAIens ]
1 x| ..
Go Cancel < |v > | Target: http://f327e005a792453da83a335a469353a973d0d42844 bed5a2. changame.ichungiu.com _& ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /Challenges/xx00xx00.php HTTR/ 1 .A HTTR/1.1 200 Ok .A
Host: f327e005a792453da83a335a465353397 3d0d42844bed5a2. changame.ichungiu. caom Date: Sun, 16 Jun 2019 04:49:37 GMT
User-Agent: Mozilla/5.0 (Windows NT B.1; Wing4; x64; n:65.0) Gecko/20100101 Content-Type: text/htrml
Firefox/85.0 Content-Length: 168
Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/webp */*q=0.5 Connection: close
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Connection: close KVia-JSL 7479442 -
Cookie: ci_session=4629f78b7 4dcdE13a7 a9b304a172cea267 ehaaly, ¥-Cache: bypass
Un_distinctid=16b5e76bf3e8L6-022d838=9 a657d8-14307 440-11a400-16h5 e7 6L BG4,
pov_pvi=3719063552; pgv_si=sB228025344; source code is in the x0.txt.Can you guess the key
Hm_Ivt_2d0601 bd28de? d49618249cf35d95943=1560657963; the authcode(flag) is
Hm_lpvt_2d0601hd28de7 d49818249cf35d95943=1560656667; d116+IpzwYGeuQpI7fQEDhwl o gjZvXwK dAMW1skwP Q6 mUZkjOK C3b4bhsN7N9hq03 gAfaAXEavD q5YxLilc
chkphone=acWxhNpxhQpDiAchhNuSnEqyiQuDIC0000; pnCnuM5CIG8g

__isluid=E9944ff9791779b0368 a7 c1fe122ec
Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

¥-Forwarded-For: 10.0.0.0

Content-Type: application/sx-www-form-urlencoded
Content-Length: 15

key=\chunqiu1[]5|
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Dane 374 bytes | 125 millis
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function authcode($string, $operation = 'DECODE', $key = '', $expiry = 0) {
$ckey length = 4;

$key = md5($key ? $key : UC KEY);

$keya = md5(substr($key, 0, 16));

$keyb = md5(substr($key, 16, 16));

$keyc = $ckey length ? ($operation == 'DECODE' ? substr($string, @, $ckey length) : substr(md5(microtime()), -9
ckey length)) : '';

$cryptkey = $keya . md5($keya . $keyc);
$key length = strlen($cryptkey);

$string = $operation == 'DECODE' ? base64_decode(substr($string, $ckey length)) : sprintf('%010d', $expiry ? $e
xpiry + time() : @) . substr(md5($string . $keyb), 0, 16) . $string;
$string_length = strlen($string);

$result = '';
$box = range(@, 255);

$rndkey = array();

for ($i = @; $i <= 255; $i++) {

$rndkey[$i] = ord($cryptkey[$i % $key_length]);
}

for ($j = $1i = 0; $i < 256; $i++) {

$j = ($j + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];

$box[$i] $box[$71;

$box[$j] = $tmp;

)i

for ($a = $j = $1i = 0; $i < $string_length; $i++) {

$a ($a + 1) % 256;

$j ($j + $box[$a]) % 256;

$tmp = $box[$a];

$box[$a] $box[$71];

$box[$]j] = $tmp;

$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]));

if ($operation == 'DECODE') {
if ((substr($result, @, 10) == @ || substr($result, @, 10) - time() > @) && substr($result, 10, 16) == substr(
md5(substr($result, 26) . $keyb), 0, 16)) {
return substr($result, 26);
} else {
return '';
}
} else {
return $keyc . str_replace('="', '', base64_encode($result));

}

XAMFERHRA AR, HR—MEF RS, DECODEW
AVE B XA R BOR R
H#echo

echo authcode("d116+1pzwYGeuOp97fQ8DbwUogjZvXwKdAMW1skwPQ6mU2kjOKC3b4bhsN7N9hgqe3gAfaAXEavDg5YxLilcpnCnuM5C1G8g",
$operation = 'DECODE', $key = 'ichunqiul®5', $expiry = 0);




getflag:

& C Y | & %2 | htips://phpedia. net/Gsinzado

{#>PHedia php 7.1.28 M BT

& PKeyb = mas (SUBSTrI3Key, 10, 16))13

a $keyc = $ckey_length ? ($operation == 'DECODE' ? substr($string, 8, $ckey_length) : substr(mds(microtime)),
1@

11 $cryptkey = $keya . mds($keya . $keyc):

12 $key_length = strlen($cryptkey);

13

e $string - $operation == 'DECODE' ? basedd decode(substr(fstring, $ckey_length)) : sprintf('%818d", $expiry 2
15 $string_length = strlen($string);

16

17 $result = '';

18 $box = range(s, 255);

19

20 $rndkey = zrrav();

21~ for ($i = 83 $i <= 2555 $ir+) {

22 $rndkey[$i] = ord{$cryptkey[$i % $key_lengthl);

23 3

24

25~ for (§3 = $1 = 8; $1 < 2567 i) {

26 $3 = (53 + $box[$1] + $rndkey[$i]) % 2565

27 Stmp - $box[$i];

28 $box[$1] = $box[$3]s

29 $box[$3] = $tmp;

3@ ¥

31

EPS for ($a = §J = $1 - 8; $1 ¢ $string_length; $its) {

33 $a = ($a + 1) % 2563

34 $3 = (33 + $box[$al) % 256;

35 $tmp = $box[$al;

36 $box[$a] = $box[$3]:

37 $box[$]] = #tmp;

EES $result .= chriord(fstring[$1]) ~ ($box[($box[$a] + Bbox[$]) % 256]));
30 1

40

41~ if ($operation == "DECODE') {

4z~ if ((substr{$result, 8, 18) == & || substr($result, 8, 18) - time() > 8) & substr($result, 18, 16) == su
43 return substr($result, 26);

a4~ }oelse {

45 return *7;

46 }

47~ }oelse {

48 return $keyc . str_replace('=', '', base64_encode($result));
49 3

s5a

51}

52 echo authcode(”d116+1p2u¥Geu0po7 fQ8Dbuliog JZVXwk dAN1skwPQEMUZk JOKCIbabhs NTNOh qB3 gAf aAXE avDGE VXLl pncnunsClasg™ ,$
»

SEPEEL-ES Y2

flag: flag{e5dcal6l-7ed2-4f55-9154-092de4bid4bd}

flag{e5dcal6l-7ed 2-4f55-9154-092dedbad4bd}
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