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订阅专栏

About
This level requires you to read the token file, but the code restricts the files that can be read. Find a way to bypass it :)

Source

https://blog.csdn.net/SCNU_Jiechao
https://blog.csdn.net/scnu_jiechao/category_6037179.html
https://so.csdn.net/so/search/s.do?q=exploit&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/SCNU_Jiechao/article/details/57131427
https://blog.csdn.net/scnu_jiechao/category_6037179.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=SCNU_Jiechao&utm_content=57131427


Nebula官网

程序逻辑

读取指定文件，但是过滤token关键字，然后输出

思路

i春秋没改这题的源码与程序，也就是说不会过滤flag关键字，所以直接运行即得flag

#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <sys/types.h>
#include <stdio.h>
#include <fcntl.h>

int main(int argc, char **argv, char **envp)
{
  char buf[1024];
  int fd, rc;

  if(argc == 1) {
      printf("%s [file to read]\n", argv[0]);
      exit(EXIT_FAILURE);
  }

  if(strstr(argv[1], "token") != NULL) {
      printf("You may not access '%s'\n", argv[1]);
      exit(EXIT_FAILURE);
  }

  fd = open(argv[1], O_RDONLY);
  if(fd == -1) {
      err(EXIT_FAILURE, "Unable to open %s", argv[1]);
  }

  rc = read(fd, buf, sizeof(buf));

  if(rc == -1) {
      err(EXIT_FAILURE, "Unable to read fd %d", fd);
  }

  write(1, buf, rc);
}

cd /home/flag04/
./flag04 flag

https://exploit-exercises.com/nebula/level04/
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