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# -*- coding:utf8 -*-

import pyminizip
from hashlib import md5
import os

def create(files, Zfile):

password = os.urandom(15)#EE L= A4 — M5 F T I F 477 &

password = md5(password).hexdigest(}##k BUiX 4~ 44 8 FImd51E

pyminizip.compress_multiple(files, Zfile, password, 0)#iX f& —/™ s 45 SC i 77 124 files  Hi  SCAH i 46 Fifile
EMISOME, B350 R password, 07 LAB AR N E 42 B N1~9, BRiIAEO

pass

if _name_ =='_ main__"
files = [fjiami.py','gogogo.zip']
Zile = 'crypto.Zip##i &2 #tjiami.pyFlgogogo.zip B 4~ L4 48 Bicrypto.zip 25 5 & b T B /L 745 5 FImd 518
create(files, Zfile)
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-*- coding: cp936 -*-
import pyminizip
pyminizip.compress(rjiami.py","™ r'jiami.zip","",0)#% A %5
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-*- coding:utf8 -*-
from Crypto.Cipher import AES

s=open('next.zip','rb").read()

BS=16

pad_len=BS-len(s)%BS

padding=chr(pad_len)*pad_len

s+=padding#t & J5 ANl 164~ 1 F B k-7 5 AN BUEASCIRS X B ZRF 4 R 164 F 15, ERSAF iAo
asCiiiG A5H R/, B AAESHH SR 128bitf) £ 51
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il
e=0x10001#RSAA%H65537
m=long(key.encode('hex),16 )ikt key# 163k Hl 5 A, V5 IRSAK B 3L
c=pow(m,e,n)#c &RSAINZ J& % 3T
c="0{:x}".format(c).decode('hex)
with open('RSA.encrypt','wb') as f:
f.write(c)



#RSA.encrypt 341653 Hil gl £ RSAR % 3C, Bl kR AESH SHkey % f5 % 3L, ©50
obj=AES.new(key,AES.MODE_ECB)
with open('AES.encryt','wb') as f:

f.write(obj.encrypt(s)#5F next.zip#t TAES N %, %A key, AES.encryt ST H I P 25 B N AES N & 1 2 3C
EYSIP
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-*- coding: cp936 -*-
from Crypto.PublicKey import RSA
from Crypto.Cipher import AES
def egcd(a,b):
if a==0:
return (b,0,1)
else:
g,y,x=egcd(b%a,a)
return (g,x-(b//a)*y,y)
def modinv(a,m):
g,x,y=egcd(a,m)
if g!'=1:
raise Exception('modular inverse does not exist')
else:
return x%m
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p=177334994338425644535647498913444186659
q=185783328357334813222812664416930395483
n=32945885482421841602167475970472000545315534895409154025267147105384142461297
e=65537#A %

d=modinv(e,(p-1)*(q-1))#RSATLH
c=open("RSA.encrypt","rb").read();
c=long(c.encode('hex’),16)
m=pow(c,d,n)#my& B 32, 5% 7 145 5 Bt R key="copy__white__key"
key="copy__white __key"
obj=AES.new(key,AES.MODE_ECB)
s=open("AES.encryt","rb").read()
str=obj.decrypt(s)
with open(r'next.zip','wb') as f:

f.write(str)#f# % J5 15 2lnext.zip3C 4
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# -*- coding:utf8 -*-
from base64 import *

s=open('flag.jpg’,'rb").read()
s="-'join(map(b16encode,list(s)))
#Hist(s) BN F (—ANFR AR —TH
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s=map(".join,zip(*(s.split(*-'))))
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with open(‘first','wb') as f:

f.write(b16decode(s[0]))#HE 2 — AN 51 32 70 2 7 B 7 745 5 5 A first>C
with open('second','wb'") as f:

f.write(b16decode(s[1])#HE 5 — /M FIl& o = 77 5 5 Asecond L
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# -*- coding: cp936 -*-
from base64 import *
s1=open(rfirst','rb").read()
s2=open(r'second','rb").read()
s1="_join(map(b16encode,list(s1))y#3k B 163 i £ ¥
s2=".join(map(b16encode,list(s2)))
for i in range(0,len(s1)):

str+=s1[i]+s2[i];#15 £lflag.jpg 162 | & &
str=str.decode('hex)
with open(r'flag.jpg','wb') as f:

f.write(str)
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