iFK “BEMCTFHL3E /LAY Code

CLE F 2018-09-06 22:38:57 KA\ 503 e )
FERERE. BK
KBE: https:/icuttly/7777aaaa
ACEERE: https://blog.csdn.netlinclude _hegile/article/details/82469452
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https://www.ichungiu.com/battalion?t=1

XIEGIT R —kE A, RERMNTLMES posT $i3E, ¥ jpg=hei.jpg BN jpg=index.php , BH T HEIERIL, BATEI
T base64 ZRASHIEYE, HEHMID, BIRI1S 3] index.php FIYEAAD:

* Created by PhpStorm.
* Date: 2015/11/16
* Time: 1:31
*/
header('content-type:text/html;charset=utf-8"');
if(! isset($_GET['jpg']))
header('Refresh:0;url=./index.php?jpg=hei.jpg');
$file = $_GET['jpg'];
"<title>file:'.$file. ' '</title>’;
= preg_replace("/[”a-zA-Z0-9.]+/","", $file);
= str_replace("config"," ", $file);
base64 _encode(file_get contents($file));

echo "</img>";
/*

* Can you find the flag file?
*

RIERE H W3R, FATEEZHE 2 H Phpstorm QIEH), X B —EZMIE PhpStorm B —AMRE R, B0 ATAI KT B i FTA X
HEREACRAE /. idea/workspace. xml XAFA, BV A%

f: http://e6f9929b0d5541c4b31901f7b402f6f97a5f82F88cbo4ccl.game.ichungiu.com/.idea/workspace.xml

FESE 208 TR BN T EA):

<entry file="file://$PROJECT_DIR$/f13g ichuqgiu.php">

SRIEBRATEIEIT index. php V5 1A £13g_ichuqiu.php XM

view-source:http://e6f9929b0d5541c4b31901f7b402f6f97a5f82f88cbB4ccl.game.ichungiu.com/index.php?jpg=f13g ichuqiu

-php
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TE RN, %S
BATH TKS —F index.php KIFRHG, 7EAMIEEFIET— T

'f13g_ichuqiu.php';
preg_replace("/["a-zA-Z0-9.]+/","", $file);

str_replace("config"," ", $file);
echo $file;

BB RN fl3gichuqiu.php

RIE EHAEN & #H: preg_replace, REARTFRHFM ., MSWBEH AT, HKt _#EHE " T, EHRERITE HERE
W, FH index.php W) substr BREBEIET, FATAT LUK F13g_ichuqiu.php M5 A fl3gconfigichuqiu.php , ik)5 & BIAHE BHERAT
B

http://e6f9929b0d5541c4b31901f7b402f6197a5Ff82f88cb@4ccl.game.ichungiu.com/index.php?jpg=fl3gconfigichuqiu.php

BEFRNRIY, base6s f#IG, 3K18 f13g_ichuqiu.php AR :



* Created by PhpStorm.
* Date: 2015/11/16
* Time: 1:31
*/
error_reporting(E_ALL || ~E_NOTICE);
include('config.php');
function random($length, $chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopgrstuvwxyz') {
$hash = '';
$max = strlen($chars) - 1;
for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];
¥

return $hash;

function encrypt($txt, $key){
for($i=0;%i<strlen($txt);$i++){
$tmp .= chr(ord($txt[$i])+10);
¥
$txt = $tmp;
$rnd=random(4);
$key=md5($rnd.s$key);
$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$ttmp .= $txt[$i] ~ $key[++$s];
¥
return base64_encode($rnd.$ttmp);
¥
function decrypt($txt,$key){
$txt=base64_decode($txt);
$rnd = substr($txt,0,4);
$txt = substr($txt,4);
$key=md5($rnd.s$key);

$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$tmp .= $txt[$i] $key[++$s];
¥
for($i=0;%i<strlen($tmp);$i++){
$tmpl .= chr(ord($tmp[$i])-10);
¥
return $tmpil;
¥
$username = decrypt($_COOKIE[ 'user'],$key);
if ($username == 'system'){
echo $flag;
}else{
setcookie('user',encrypt('guest’,$key));
echo "\ (7 V%) ";

BAER T R 05 BENRET, FEROMA CHBEIHRE -




<1 - - BRI — AN SRR pUBt R 28 — N key M 2R — N key K ER A —FEI
Wt R EATRABE T keyKIRIS AN F4F, EBA /BB E AN T4
i BATLAE K E N6 HIkey, FEABMTRKME L HKKIkeyR~md5 2 JEH],
F AERATI R & Z 8- 9a - FR Ik $key R R B HR— > 45 B

AN EEN R
key AR MOTT4E T, WEEIRAAD B HnE B £7T DA Hi R
BRI Skey [++$s], HELRUi$key[@]BH Lk, AR LUK HAIEMH A" "

"guest";
for($i=0;%i<strlen($guest);pi++){
$tmp .= chr(ord($guest[$i])+10);
¥
$guestAfterFor = $tmp;

//$tmpHIETAGL R $rnd, BRI AR, KERE EAL
= base64_decode($firstUserCookie);
= substr($tmp, 0, 4);
/ /AL $ttmpiR R B F13g_ichugiu.phpsencrypt i HIsttmpE &
$ttmp = substr($tmp, 4);
/ /[ F$ttmpF$guestAfterForfERBUZHE, BRI HAEInd52 5 $key
for($i=0;%$i<strlen($guestAfterFor);$i++){
$key .= $ttmp[$i] ~ $guestAfterFor[$i];
¥

/| MERERE, FTUAEHR, BN HRSkey (md52 )5 ) Al _ETHHATTHE H R $key & —HEH

for($i=0;%$i<strlen($system);$i++){
$tmp .= chr(ord($system[$i])+10);
)i

/| XFEBATREH T decrypt HEFKE —ANforfG3HF i $tmpZE &
//EH$tmpTES FEBAITE B RASkey B EENEH, BRI REldecrypt HiEFHHI$txt L&
$test = "0123456789abcdef";
$keyTemp="";
for($i=0;%i<strlen($test);$i++){

$txt = "";

$rndTemp = $rnd;

$keyTemp = $key.$test[$i];

$s = 0;

for($j=0;%j<strlen($tmp);$j++){

$txt .= $tmp[$j] ~ $keyTemp[++$s];

}

[/ BEAStxt 5$rndBrEE R — 3, 7EITbase64_encode ik, HhiEETEZI

//" system" Z5F 5 5t LK AT e f¥Ibas e 644w L E

$rndTemp .= $txt;

echo base64_encode($rndTemp);

echo "<br />";

A% H burpsuit JNEL—A response , B %] response HH] $ COOKIE[ 'user'] 1H:

E” Burp Suite Professional v1.7.26 - Temporary Proiect - licensed to Larry Lau - Unlimited by mxcx@fosec.vn




- " " - - - —_ - -

Burp Intruder Repeater Window Help

[Target [ Proxy I Spider I Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer [ Extender I Project options [ User options TA'E”.S 1

[2-]3Ja-Ts<]6[7[8]au].]

Go Cancel < | > | Target: http://207024e542554ea19b3d57f76690cd852047ce9efed9417d.game.ichungiu.com M ?
Request Response
_[ Raw I Params T Headers T Hex 1 _[ Raw I Headers I Hex ]
GET /£13g_ichugiu.php HTTP/L.1 A HTTE/L.l 200 OK i
Host: - Server: nginx/Ll.10.2 P
20702425425542al9bh3d57E766500d85204 7 celSeted489417d. games . i Date: Thu, 0& Sep Z0L1E 13:34:24 GMT
hundgiu. com Content-Type: text/html;charsec=utf-8
Cache-Control: max-age=0 Content-Length: 17
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4L) ¥-Powered-EBy: PHF/5.5.%9-lubuntu4
AppleWebEit/537.36 (KHTHL, like Gecko) Set-Cookie: user=MIFaMEZIJVh1G
Chrome/£3.0.3239.132 Safari/537.3€
Aocept: o{ooayo
text/html, application/xhtml4xml, application/ = ml; q=0.9, im
age/webp, image/apng, */ *:q=0.8
Aocept-Language: zh-CH, zh;qg=0.9
Cookie: chkphone=acW=NpxhOpDiAchhluSnEgqyiQul 100000,
UM distinctid=1£65a83e383£178-0fbbes£84704bE-3cE04504-11F
a400-1£5a83=38402d2; pgv_pvi=79825158256;
Pov_sS1i=3357413104;
Hw_ 1wt Zd0E01bdZ8de7d45818245cL35d955943=1536125577, 1536
143704, 153£198947;
Hw_ 1lpwt_ Z2d0E0lbdZ8de7d458818249cE35095943=1536198547;
_ guid=I0771E43.3109671389472257000. L536227063718.2378;
ci_session=467b89404d105bea3e02ed34470b06982f841a62;
user=Cml4REVHWELI; monitor_count=44
Connection: close
e =
k| ¥
? < + > ‘ ‘ 0 matches ? < + = Type a search term 0 matches
Done 238 bytes'[ 83 millis

RIERZERE WA $firstUserCookie , TEARMIFTEAHIZIT, HEEREH B —AXMHFIHRE, REMHE
F burpsuit W intruder B, INERIZCH

E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn - O X

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner Ilnt.mde.' T Repeater T Sequencer T Decoder T Comparer T Extender I Project options T User options TA|EI’1.S }

24 | 25 = |

Target | Positions TPaonads I Options 1

m Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: lSniper ,vJ

GET /£l3g_ichugiu.php HTTR/L.1

Host: ZO0702425425542al0b3ds7E£TEE900dB5204 78922494 17d. game . ichungiu. com
Cache-Control: max-age=0

Upgrade—-Insecurse-ERecquests: 1

User-Agent: Mozilla/5.0 (Windeows NT 10.0; WOWE4) AppleWebhKit/537.3€ (EHTML, like Gecko)
Chrome/£3.0.3239.132 Safari/537.3€

LAocept: text/html,application/xhtml4xml, application/xml;q=0.9, image/ webp, image/ apn
Locept-Language: zh-CH, zh;qg=0.%9

Cookie: chkphone=acWxzlpxhOpDilchhluSnEqyiQub IO0O00;

UM distinctid=165a83e383L178-0fhhes£84704bE-3cE04504-1£ad00-165a83238402d2;
pov_pvi=TO98I5191596; pgv_S1i=s35T74I13104;

Hm lvt 2d0e01bdigde7d45818249c£35d95543=1536125977, 1536143704, L536158
Hm lpwvt Zd0E01bdZ8de7d45818249cf35d95543=15361598547;

_ guid=20771£43.3109671389472257000. 1536227063 718.2378;
ci_session=4E?bBSQD%dLDSbeaSeDZed344?cbDESBEf841aEZ; user=5Cml4REVMWELhJS ; monitor_count=44
Connection: close
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:
@ B EJ EJ Type a search term 0 matches T

1 payload position Length: 877

HIRE RN ERAE, K user EENBRANKNZE, AR REFKOXAHREEERE, BEER:

E Intruder attack 4 — O x
Attack Sawve Columns
j Results TTarget T Positions I Payloads T Options }
Filter: Showing all items )
Request 4 | Payload |Status | Emor | Timeout | Length | Comment
0 200 O ] 238 [—{
1 ZINYNO+yGBtRw== 200 O O 238
2 ZINYMNO+yGBtiRg== 200 O O 238
3 ZINYNO+yGBtRQ== 200 O O 238
4 ZINYNO+yGBtRA== 200 [] ]
5 ZINYNO+yGBtfQw== 200 O C 238
B ZINYMNO+yGBtiQg== 200 O 238
T ZINYNO+yGBtfQQ== 200 O O 238
8 ZINYMNO+yGBtQA== O O 238
9 ZINYNO+yGBtfTw== 200 O O 238 v
j Request I Response \
jRaw I Params I Headers T Hex } \
GET ffng_ichuqiu.php HTTF/1.1 &
Host: c0l598e0£3e3747a8b894a4803£8fbbalf7asetfielifd04ded . game . ichungiy. com P
Cache-Control: max-age=0
Upgrade-Insecure-FRequests: 1
Uzer-Agent: Mozilla/5.0 (Windows MNT 10.0; WOWE4) AppleWebKit/537.36 HTHL, like Gecko)
Chrome/£3.0.3239.132 Safari/537.3¢ '
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9, imags/webp, image/apng, */ *;cq=0.8
Aocept-Language: zh-CHN, zh:qg=0.9
Cookie: chkphone=acWxNpxhQOpDilchhiTuSnEgqyiouD I0000O0;
UM distinctid=1£5a83e383€L178-0fbbec£94704bE-3cE04504-1La400-1£5a83238402d2; pgv_pvi=T798251582096;
pogv_=i=s4265375488;
Hm lvt_Z2d0E01bdAZ8de7d49818249cf35dA955943=1536125977, 1536143704, 1536198947, L536278387;
ci session=f8d77d06eesdbdbSdEtbd23adled40fe23atdedes;
Hm lpwvt_Zd0e01bkdZ8de7d49818249cf35d955943=1536278743;
_ guid=198F£51580. 3295627629168 109600, L53E280076057.8682; user=ZjNTNO%ZbyGECfRAS3A%3d;
monitor count=3
Connection: close
b
b
s < + = Type a search term 0 matches
Finished | |

R ERFEANN 232, 7E response PRATHAEEE flag T, HRBYNER LEREN, RAERXEZEFET —
T writeup , BHIANK flag 2L B, EREHK, FTEER iFK KRS E
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