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1. TRZEME, Hwiresharkil JF:

AR EFREICE, #E.CC 4.0 BY-SA MY, FHHIFMH EFECH SR A .
https://blog.csdn.net/qq_43622442/article/details/105454269

Seq=0 Win=65535 Len=8 MSS=146@ WS=32 TSval-=780004401 TSecr=8 SACK_PERM=1
ACK] Seq=0@ Ack=1 Win=5792 Len=@ MSS=1460 SACK_PERM=1 TSval=1440879 TSecr=780004401 WS=64
Seq=1 Ack=1 Win=131744 Len=@ TSval=780004401 TSecr=1440879

Seq=1 Ack=403 Win=6912 Len=@ TSval=1440880 TSecr=780004401
Seq=1 Ack=403 Win=6912 Len=1448 TSval=1440880 TSecr=780004401 [TCP segment of a reassembled

10.211.55.2 10.211.55.15 TCP 78 55535 + 80 [SYN]
10.211.55.15 10.211.55.2 TCP 74 80 > 55535 [SYN,
10.211.55.2 10.211.55.15 TCP 66 55535 » 80 [ACK]
10.211.55.2 10.211.55.15 HTTP 468 GET / HTTP/1.1

10.211.55.15 10.211.55.2 TCP 66 8@ + 55535 [ACK]
10.211.55.15 10.211.55.2 TCP 1514 89 - 55535 [ACK]
10.211.55.15 10.211.55.2 HTTP 479 HTTP/1.1 20@ OK
R aa Aaa Froar Ten FroFrrar an Face

(text/html)

Fam AR Acle AAFA 1w AAAAAA | an A Troanl TAAARAAAT Trace A AAAAAA

2REMMEY, REENXFLN=ZKEBF P —FPETEH, ZA4ZREFIRH=-=HIABHRTENEE, NEXFH
EM. BEF. Ligshell—#4E, RiTE —TA: http.request.method=="“POST" (it & % it

[Whttp. request. nethod=="FOST’|

Ne. Tine Source Destination Protecel Length Info
123 7.651393 10.211.55.2 10.211.55.15 HTTP 674 POST [upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
129 7.666468 10.211.55.2 10.211.55.15 HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
134 9.690182 10.211.55.2 10.211.55.15 HTTP 442 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
162 52.468546 10.211.55.2 10.211.55.15 HTTP 506 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
168 52.471408 10.211.55.2 10.211.55.15 HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
173 59.273415 10.211.55.2 10.211.55.15 HTTP 442 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
185 89.581049 10.211.55.2 10.211.55.15 HTTP 486 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
191 89.583972 10.211.55.2 10.211.55.15 HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
196 91.816924 10.211.55.2 10.211.55.15 HTTP 442 POST Jupload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
208 134.513234 10.211.55.2 10.211.55.15 HTTP 490 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
214 134.516734 10.211.55.2 10.211.55.15 HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
219 137.115374 10.211.55.2 10.211.55.15 HTTP 442 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)

Erama ARA*

717 hutee an wire (1R0A hite)

3FE—BK1.php==kRENTBAM:

717 hutee ranturad (1A0A hitce) an intarfara o

344 384.84500/ 19, £11.20.4 1Y.£11.255.10 HIIF 44/ FUS1 JUpLOduy LMdEeES/s L.prp HIIF/ 1.1 (dPPLLLALLON/ X-WWW-TOrm-urrencoueu )
456 440.456592 10.211.55.2 10.211.55.15 HTTP 212 POST /upload/examplel.php HTTP/1.1 (text/plain)
HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)

480 473.149445

1@,211.55.2

468 — Thttpli E T 7 &4 4

10.211.55.15

M Wireshark - i85 HTTP i (tcp.stream eq 16) - AIFEHIEE . pcapng

GET / HTTP/1.1

Host: 10.211.55.15
Connection: keep-alive

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=6.9,%*/%;9=0.8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@ 12 5) AppleWebKit/6@3.2.4 (KHTML, like Gecko) Version/10.1.1 Safari/

603.2.4



https://blog.csdn.net/qq_43622442
https://blog.csdn.net/qq_43622442/category_9912470.html
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43622442/article/details/105454269
https://blog.csdn.net/qq_43622442/category_9912470.html

Referer: http://10.211.55.15/xml/examplel.php?xml=%3Ctest¥%3Ehacker®3c/test%3Eflag. txt
Accept-Language: zh-cn
Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK

Date: wWed, @9 Aug 2017 ©2:48:00 GMT
server: Apache/2.2.16 (Debian)
X-Powered-By: PHP/5.3.3-7+squeezel5
X-XSS-Protection: @

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 1564

Keep-Alive: timeout=15, max=10@
Connection: Keep-Alive
Content-Type: text/html

<IDOCTYPE html>
<html lang="en">
<head>

<meta charset="utf-8">
<title»PentesterLab &raquo; Web for Pentester</title>
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta name="description™ content="Web For Pentester">
<meta name="author" content="Louis Nyffenegger (louis@pentesterlab.com)">

<l-- Le styles -->
<link href="/css/bootstrap.css" rel="stylesheet">

<style type="text/css">
body {
padding-top: 6@px;
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5Kt M. iR T —5kB R, RJ5E U5 R T luploadlexample1.php, 25 E4 T —/ 4 hnt.txt:

POST /upload/examplel.php HTTP/1.1

4 |Host: 10.211.55.15

Content-Type: multipart/form-data; boundary=----wWebKitFormBoundaryBMPTIeB4An19V1iou
| |origin: http://1@.211.55.15

| |Accept-Encoding: gzip, deflate

i |Connection: keep-alive

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;0=0.8
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@ 12 5) AppleWebkit/6e3.2.4 (KHTML, like Gecko) Version/10.1.1 Safari/
603.2.4

Referer: http://10.211.55.15/upload/examplel.php

Content-Length: 384

Accept-Language: zh-cn

—————— WebKitFormBoundaryBMPTIeB4An19V1ou
Content-Disposition: form-data; name="image"; filename="hnt.txt"
Content-Type: text/plain

&#102;&#49 ;R#97 ;#1103 ;&#123 ; &#115 ; &#105 ; &#49 ; 8#49 ; &#121 ; &#93 ; &#48; &#121 ; &#101 ; &#1609 ; &#109 ; &#109 ; &#125;
—————— WebKitFormBoundaryBMPTIeB4An19V1ou
Content-Disposition: form-data; name="send"

Send file

—————— WebKitFormBoundaryBMPTIeB4An19V1lou--
HTTP/1.1 20@ OK

Date: Wed, @9 Aug 2017 @2:48:09 GMT
server: Apache/2.2.16 (Debian)
X-Powered-By: PHP/5.3.3-7+squeezel5
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