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def find_partition(int_list,n,k):
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v, JLicli_D=
0; sum_A=
0; sum_B=

Aret
""; Bret

for i
in range(
0,len(int_list)):

int_list[i] +=
2%%n

int_list=int_list[::
-1]

for nb
in int_list:

if nb ==

if len_A < len_B:

len_A+=

Aret+=
-2%*n)+
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else:

len_B+=

Bret+= str(
-2%*n)+

else:

if sum_A < sum_B:

sum_A+=(nb**k)

len_A+=
1
Aret+=str(nb-(
2*¥¥n))+
else:
sum_B+=(nb**k)
len_B+=
1

Bret+=str(nb-(
2%*n) )+
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return (Aret)

def main():

begin = time.time()

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.connect((
'52.198.217.117",
6666))

while
True:

data = s.recv(
2048)

print
"Received:", data

if len(repr(data)) <=
2

break;

mgex = re.search(
"([0-9]+) ([©-9]+)', repr(data))



44 if mgex !=

None:
45
n = long(mgex.group(
1);
46
k = long(mgex.group(
2));
47
mySet = range(
_2**n)
48 2**n);
49 partition = find_partition(mySet,n,k)
50 s.send(partition+
‘\n");
51
print
"Connection closed."”
52
s.close()
53
print

"Process duration :", time.time() - begin

main()
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hackpad
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http://blog.zhaojie.me/2010/10/padding-oracle-attack-in-detail.html
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def xor_c(s, key):

for
in
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return r

def xor_ss(sl, s2):

for i
in range(len(sl)):

r += chr(ord(s1[i]) ”~ ord(s2[i]))

return r

def main():

bs = open(
"hackpad.pcap’,
'rb').read()

i=
0x2634
-1
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¢s = []

flag =

while i!=
-1:

i = bs.find(
"POST / HTTP/1.1', i+
1)

msg = bs.find(
‘msg=", 1)

res = bs.find(
"HTTP/1.1', msg)

if bs[res+
9] ==
5.

iv = bs[msg+
4:msg+
36]

Cc = bs[msg+
36:msg+
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68]

if iv|
0] I=
L} e L} :

#print iv,

iv = xor_c(iv.decode(
"hex'),
0x10)

cs.append(c.decode(
"hex'))

flag += xor_ss(cs[j
'1]) 1V)

j 4=

#print iv.encode('hex'), c

print flag
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