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./hide
sudo dd if=/proc/$(pidof hidebak)/mem of=hide dumpl skip=0x400000 bs=1c count=827392
sudo dd if=/proc/$(pidof hide)/mem of=hide dump2 skip=7110656 bs=1c count=20480
cat hide_dumpl hide dump2 > hide dump
it$ (pidof hidebak): #tfE's =
i if="0f4 MNACZI[%, BB AR . BIFE & IR, < if=input file >
H of =304 4, B wid . BNdE HIXH. < of=output file >
# ibs=bytes: —{kii/ N, B E—AHOR/ N by tes N E .
obs=bytes: —Xfiitibytes /N7, BIfEE—/HK/AN Nbytes 7.
bs=bytes: [FIf} 1% & ik f\/muHﬂHJlU\J /betes{ A
i cbs=bytes: —{k¥#bytes/~7 :
Ht skip=blocks: MHAATTS]
A Il RO S Ll
# count=blocks: {¥#%iblocks4>

syk@syk-virtual-machine:~/test/reverse$ sudo dd if=/proc/116081/mem of=hide dumpl skip=4194304 bs=1c count=827392
dd: /proc/116081/mem: cannot skip to specified offset

827392+0 records in

827392+0 records out

827392 bytes (827 kB, 808 KiB) copied, 1.78653 s, 463 kB/s

syk@syk-virtual-machine:~/test/reverse$ sudo dd if=/proc/116081/mem of=hide dump2 skip=7110656 bs=1c count=1277952
dd: /proc/116081/mem: cannot skip to specified offset

dd: error reading '/proc/116081/mem': Input/output error

20480+0 records in

20480+0 records out

20480 bytes (20 kB, 20 KiB) copied, 0.0713378 s, 287 kB/s

syk@syk-virtual-machine:~/test/reverse$ cat hide dumpl hide dump2 > hide dump
syk@syk-virtual-machine:-/test/reverse$ ls

core hide dump hide dump2 shm_re

3. shift+in+f12 HH FHFH 511E

Address Length Type String

LOAD : Q00 Q0000018
LOAD : Q00 00000011 Enter the flag:'n
LOAD: 000 0000000 Tou are right'n

C owb {this is wrong flag]

C

©
LOAD : Q00 Q000000 [ Tou are wrong'n

C

C

C

LOAD: Q00 Q0000014 Lfesuflibc—start. ¢
LOAD: 000 00000017 FaT4l: kernel too oldin
's'| LOAD: 000 00000030 __ehdr start.e phentsize == sizeof #CGL(dl phdr)

4. sEfi#|sub_4009EF

aEnterTheFlag db 'Enter the flag:',8Ah,8

aYouAreRight db *You are right®,8Ah,®

aYouArellrong db 'You are wrong',@8Ah,®



signed  int64 sub 4C8EF4()
{
_BYTE *ve@; // rdi
__int64 *v1; // rsi
unsigned _ int64 v2; // rdx
signed _ int64 result; // rax

if ( strlen(&unk _6CCDBO) == 21
&8& *(&unk _6CCDBO + 1) == 'w'
&8& *(&unk_6CCDBO + 2) == 'b'
&8& *(&unk_6CCDBO + 3) == '{'
&8& *(&unk_6CCDBO + 20) == '}' )

sub_4C8CCO(&unk_6CCDB4); LT =50
sub_4C8E50(&unk_6CCDB4) ;
sub_4C8CCO(&unk_6CCDB4) ;
sub_4C8E50(&unk_6CCDB4) ;
sub_4C8CCO(&unk_6CCDB4);
vl = &unk_6CCDB4;
sub_4C8E50(&unk_6CCDB4);
vl = gword_4C8CBO;
v2 = OLL;
while ( v2 < 0x10 && *vO == *vl1 )
{

++Vv2;

++Vv0;

vl = (vl + 1);

)i
__asm { syscall; LINUX - sys write }
result = 60LL;

__asm { syscall; LINUX - sys_exit }

return result;

6. sub_4C8CCOfilsub_4C8ES0 N —ENas ik, L, IhHE:fxteativs



inte4 _ fastcall sub 4C8CCO(__int64 al)

__int64 result; // rax

unsigned __int64 v2; // rtl

unsigned int v3; // [rsp+18h] [rbp-48h]
__int64 v4; // [rsp+1Ch] [rbp-44h]
signed int i; // [rsp+24h] [rbp-3Ch]
signed int j; // [rsp+28h] [rbp-38h]
int v7; // [rsp+40h] [rbp-206h]

int v8; // [rsp+44h] [rbp-1Ch]

int v9; // [rsp+48h] [rbp-18h]

int v10; // [rsp+4Ch] [rbp-14h]
unsigned __ int64 vi11; // [rsp+58h] [rbp-8h]

vll = _ readfsqword(0x28u);
v7 = 1883844979;
v8 1165112144,
V9 2035430262;
v10 = 861484132;
for (i =0; i<=1; ++i )
{
v3 ¥(8 * 1 + al);
v4d = *(al + 4 + 8 * 1i);
for ((j =0; j<=7; ++j )
{
v3 += (*(&v7 + (BYTE4(v4) & 3)) + HIDWORD(v4)) ~ (((v4 >> 5) ~ 16 * v4) + v4);
HIDWORD(v4) += 1735289196,
LODWORD(v4) = ((*(&7 + ((HIDWORD(v4) >> 11) & 3)) + HIDWORD(v4)) ~ (((v3 >> 5) ~ 16 * v3) + v3)) + v4;
)i
*(al + 8 * i) = v3;
*(al + 4 + 8 * i) = v4,

= _ readfsqword(©x28u);
result = v2 ~ v1l;
if (v2 1= v11)

result = (loc_4C8B9A)();

return result;

BYTE * fastcall sub_4C8E50(__int64 al)

_BYTE *result; // rax
signed int i; // [rsp+14h] [rbp-4h]

for (i =0; i <= 15; ++i )
{
result = (i + al);
*result "= i;
}

return result;

7. IR AR GRS

/*sunyukun 31/5/2019*/
f#include <stdio.h>
f#include <stdint.h>
/* take 64 bits of data in v[@] and v[1] and 128 bits of key[@] - key[3] */




unsigned int i;
uint32_t ve=v[@], vl=v[1], sum=0, delta=@X676E696C;
for (i=0; i < num_rounds; i++) {
vl += (((vl << 4) ~ (vl >> 5)) + v1) ~ (sum + key[sum & 3]);
sum += delta;
vl += (((v@ << 4) ~ (v@ >> 5)) + vO) ~ (sum + key[(sum>>11) & 3]);

}
v[@]=ve; v[1]=v1;

void decipher(unsigned int num_rounds, uint32_t v[2], uint32_t const key[4]) {
unsigned int i;
uint32_t ve=v[0], vl=v[1l], delta=0X676E696C, sum=delta*num_rounds;
for (i=0; i < num_rounds; i++) {
vl -= (((v@ << 4) ~ (v@ >> 5)) + v@) ~ (sum + key[(sum>>11) & 3]);
sum -= delta;
vl -= (((vl << 4) ~ (vl >> 5)) + v1l) ~ (sum + key[sum & 3]);
¥
v[@]=ve; v[1]=v1;
}
void xorl(uint32_t v[2]){
uint32_t t[2];
unsigned int i=0;
t[e]=e;
t[1]=0;
for(i=0;i<4;i++){
t[0]+=(((unsigned int)v[0]>>(8*i) & Oxff)"*i)<<(8*i);
}

for(i=4;i<8;i++){

t[1]+=(((unsigned int)v[1]>>(8*1i) & Oxff)"*i)<<(8*i);

¥
void xor2(uint32_t v[2]){

uint32_t t[2];
unsigned int i=8;
t[e]=e;
t[1]=6;
for(;i<12;i++){
t[0]+=(((unsigned int)v[0]>>(8*i) & Oxff)"*i)<<(8*i);
b
for(;i<16;i++){
t[1]+=(((unsigned int)v[1]>>(8*1i) & Oxff)"*i)<<(8*i);
b
v[e]=t[e];
v[1]=t[1];
b
void getflag(uint32_t v[2],uint32_t v2[2]){
unsigned int i=0;
printf("qwb{");
for(i=0;i<4;i++){
printf("%c", (v[0]>>(8*i)&Oxff));
b
for(i=0;i<4;i++){
printf("%c", (v[1]>>(8*i)&0Oxff));
b
for(i=0;i<4;i++){
printf("%c", (v2[0]>>(8*i)&0xff));




¥
for(i=0;i<4;i++){
printf("%c", (v2[1]>>(8*i)&0xff));
)i
printf("}");
printf("\n");
¥
//c=[0x52 ,0xB8,0x13 ,0x7F ,0x35 ,0x8C ,0xF2 ,0x1B ,0xF4 ,0x63 ,0x86 ,0xD2 ,0x73 ,0x4F ,0x1E ,0x31]
int main()
{
// uint32_t v[2]={0x7c11b952,0x1cf48931};
uint32_t const k[4]={0x70493173,0x45723350,0x79523376,0x33593464};
unsigned int r=8;//num_rounds i HE }32
uint32_t v[2]={0x7f13b852,0x1bf28c35};
uint32_t v2[2]={0xd28663f4,0x311e4f73};
//part one
xorl(v);
decipher(r, v, k);
xorl(v);
decipher(r, v, k);
xorl(v);
decipher(r, v, k);
printf("fif% )5 K64 s : 0x%.8x 0x%.8x\n",v[0],v[1]);
//part two
xor2(v2);
decipher(r, v2, k);
xor2(v2);
decipher(r, v2, k);
xor2(v2);
decipher(r, v2, k);
printf("fit% 5 64N EiE: 0x%.8x 0x%.8x\n",v2[0],v2[1]);
getflag(v,v2);
return 0;

cd "e:\vscode\candc++\" && g++ hide.cpp -o hide && "e:\vscode\candc++\"hide
%% 5 ke Bl : Ox644e3166 ©x3348545F
R o i 64 2E: ox65646c48 ©x45643043
qwb{f1Nd_TH3HldeCodE}

exited with in 1.77 seconds




	hide—writeup

