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Request Response

F'rettym \n Actions v Pretty Raw QRCLLEE 1 Actions w
1 BET /HitchhikerGuide. php HTTP/1. 1

2 Host: b&5f3254be. hitchhikerd2, 0727, site:42420

3 Upgrade-Insecure—-Requests: 1 405 NOt Allowed
4 DNT: 1

5 User—Agent: Mozilla/5 0 (¥11:; Linux xB6_64) Jllﬁmiz—%ﬁﬁﬁm

AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/B85. 0. 4183, 83
Safari/537. 36

& Accept: nginx/1.14.0 (Ubuntu)
text/html, application/xhtml+xml, application/xml;g=0.9, image/
avif, image/webp, image/apng, */#%;0=0. 8, application/signed-exch
ange;v=b3;g=0.9

7 Referer:

http://b65Ff3254be. hitchhikerd2, 0727, site:42420/ index. php

Accept—Encoding: gzip, deflate

Accept—-Language: zh-CN, zh:g=0. %

sec—gpc: 1

Connection: close
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Request Response m

Pretty m ‘n Actions v Pretty Raw QERELGEIM 1 Actions v

i POST| /HitchhikerGuide. php HTTP/1. 1 - ) T

7 Host: b65F3254bc. hitchhikerd2, 0727, site:42420 HEFER "FIRIEEES |22 (Infinite Improbability Drive) 788
3 Upgrade-Insecure—Reguests: 1 iﬁﬂ:ﬂizim

4 DNT: 1

5 User—Agent: Mozillas/5.0 (X11; Linux xB&_64)

AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/85.0.4183. B3
Safari/537. 36

6 Accept:
text/html, application/xhtml+xml, application/xml:q=0. 9, image/
avif, image/webp, image/apng, ¥/%:q=0. 8 application/signed-exch
ange:;v=b3;q=0.9

7 Referer:

http://b65Ff3254be. hitchhikerdZ 0727, site: 42420/ index. php

Accept—-Encoding: gzip, deflate

Accept-Language: zh—CN, zh:;:q=0.9

sec—gpc: 1

Connection: close
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BtUser-agentsk A:  Infinite Improbability Drive
FIRE, RREAESR. VRIEMMA <a href="https://cardinal.ink/">Cardinal</a> it 3k



Request Response

Fretty WREWE ‘\n Actions v Raw Render ‘n Actions w

1 POST /HitchhikerGuide. php HTTP/1.1 1 HTTR/1.1 200 OK
7 Host: b65T3254be. hitchhikerd2. 0727, site:42420 7 Date: Sun, 31 Jan 2021 21:00:51 GMT
I Upgrade-Insecure-Requests: 1 3 Server: Apache/2.4.29 (Ubuntu)
4 DNT: 1 4 Vary: Accept-Encoding
5 User—-Agent: Infinite Improbability Drive 5 Content-Length: 148
6 Accept: & Connection: close
text/html, application/xhtml+xml, application/xml;g=0.9, image/ 7 Content-Type: text/html: charset=UTF-8
avif, image/webp, image/apng, */%:q=0. 8, appl ication/signed-exch 8
ange;v=b3;:q=0.9 9 {RHEM? <a href="https://github. com/wuhan005">HF< a>
7 Referer: HRIER: RISMME<a href="https://cardinal. ink/">Cardinal</a
http://bb65f3254bc. hitchhikerd2. 0727, site: 42420/ index. php T3k
& Accept—-Encoding: gzip, deflate 10

5 Accept-Language: zh-CN, zh:g=0.%9
10 sec-gpe: 1

11 Connection: close

12

13

&4 Referery: https://cardinal.ink/
FIRE Y, $R flag W At il At Vs 17 3543
HriX-forwarded-for =B, 1i4127.0.0.1, %Flflag

Request Response

Fretty BREUM '\n Actions W Gl Raw Render \n Actions w

1 PO3T /HitchhikerGuide. php HTTP/1.1 1 HTTPS1.1 200 OK

7 Host: b65f3254bc. hitchhikerd2 0727. site:42420 7 Date: Sum, 31 Jan 2021 21:06:53 GMT

3 Upgrade-Insecure-Requests: 1 3 Server: Apache/2. 4. 29 (Ubuntu)

4 DNT: 1 4 Gontent—Length: 62

5 User—-Agent: Infinite Improbability Drive 5 Connection: close

6 Accept: 6 Gontent-Type: text/html: charset=UTF-8
text/html, application/xhtml+xml, application/xml;g=0. %, image/ 7
avif, image/webp, image/apng, */%:q=0. B, appl ication/signed-exch B hgame {s3Cret_Of_HitCHhiking_in_the_GAl&xy_i5 dOnT_p@nic!]
ange:v=b3;q=0 % g

7 Referer: https://cardinal. ink/
& X-forwarded—for:127.0.0.1

9 Accept-Encoding: gzip, deflate
10 Accept-Language: zh-CN, zh:q=0.9
11 sec-gpc: 1

17 Connection: close

hgame{s3Cret_0f HitCHhiking in_the GAl@xy_ i5 dOnT_p@nic!}
watermelon
FEAR IR, RBIK 1200000 4 = iR [Fiflag, fEprojectjst 21999, 17— MKW, Zalert N7 iFH:

gameOverShowText: function (e, t) {
if(e > 199d)q
alert(window.atob("aGdhblWV7ZGofeWa1X2tub3dfY29ib3NTZ2FLZTI2"))
¥

Hlbase64f#14:aGdhbWV7ZG9feW91X2tub3dfY29jb3NfZ2FtZT99
f3#lflag: hgame{do_you_know_cocos_game?}
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WARNING! YOU ARE VISITING A SECRET SERVERI
YOU CAN ONLY VISIT THE SECRET_DATAAS LOCALHOSTI

AR R /secret, I N AL RN TR B client-ip sk

Request

Prett ‘n Actions v

1 GEY, /secret)JHTTP/1.1

7 HosT L0727, site

I Pragma: no-cache

4 GCache-Control: no—cache

5 DNT: 1

& Upgrade-Insecure—Requests: 1

7 User—-Agent: Mozilla/5. 0 (X11; Linux xB6_64)

7
10

11

12

AppleWebKit/537. 36 (KHTML
Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/
avif, image/webp, image/apng, */%;90=0. 8, application/signed-exch
ange:v=b3;q=0.%
Accept—-Encoding:
Accept-Language:
sec—gpc: |1
Connection:

like Gecko) Chrome/B85.0. 4183 83

gzip, deflate
zh-CN, zh;q=0. 9

close

13
14 |

Fclient-iptficn127.0.0.1, KIEATTLL, FEIRE ARS8 B skipats

- .
Response Ll =
'l Raw Render 'n Actions w
2 arver: ATS/7.1.2 i
3 ate: Tue, 02 Feb 2021 06:08:24 GMT

4 antent-Type: text /html; charset=UTF-8&

5ze: 0

6 annection:

close

7 antent-Length: 939

8
% 'DOCTYPE html>
10 2tml >
11 <head>
12 <title>
SECRET-SERVER
<ltitler
13 <meta name="viewport" comtent="width=device-width, initia
14 <link href="https://maxcdn. bootstrapcdn. com/bootstrap/3. 3
15 <1-=[if It IE 9]>
16 <script src="https://oss. maxcdn. com/libs/html5shiv/3.7. 0/
17 <script src="https://oss. maxcdn. com/|ibs/respond. js/1.3.0
18 <1 endif]-——>
119 </head>
120 <body>
21 <script src="https://code. jguery. com/ jgquery. js">
</seript»
22 <script src="js/bootstrap.min. js">
</seript>
23
24 <br>
<div class="alert alert-danger” style="
25 width:B0%:
26 max—width: 800px;
27 min-width: 50px;
28 max—height: 1600px;
29 min—height: 50px;
30 margin: 100px auto auto;
3 display: block:
32 float: none:
33 text—align: center;
34 "
ONLY LOGALHOST(127.0.0.1) GAN ACCGESS THE SECRET_DATA!<h
YOUR Client—IP(Client—IP NOT FOUND IN HEADERS!} 1S NOT
<Adive 1
I_“"‘ e T Lo UL SV LIV SOUUUZ e

-

FJ5TH, RN AT VR B %2ATS/7.1.2, 7] DUBAE ) HTTPE

A
= = INSP
Request Response m -
Pretty \n Actions v 'l Raw Render ‘n Actions w Quer
1 GET /secret HTTP/1.1 1 HTTPA1 200 0K &
? Host: thief.0727. site 2 Bervers ATS/7.1.2 Body
3 Pragma: no-cache 3 Date: Tue, eb 2021 06:09:31 GMT
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DNT: 1

Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (X11: Linux xB6_64)

AppleWebKit/537. 36 (KHTML, |ike Gecko} Chrome/85.0.4183. 83

Safari/537. 36

& Accept:
text/html, application/xhtml+xml, application/xml:g=0.%, image/
avif, image/webp, image/apng, */*:0=0. 8 application/signed-exch
ange;v=b3;g=0.9

7 Accept—-Encoding: gzip, deflate

-CN, zh:q=0. 9

[= 0 .

Client—-1P:127.0.0.1
17 sec-gpc:

|3 Connection: close

RPN T @ http & AL AT DS 25 3

o N .

]

5

11

12

13
14
15
16
17

19

21

Age: 0
Connection:

ppe s e

close

Content-Length: 922

<!DOCTYPE html>

0 <html>

<head>
{title>

SECRET-SERVER

Stitler

<meta name="viewport” content="width=device-width

init

<link href="https://maxcdn. beotstrapcdn. com/bootstrap/3

<I=[if 1t
{script src=
{script src=
<l[endif]-->
</head>
<body>
{script src=
</script>
{script src=
{/script>

<br>

<div class="alert alert-danger”

width:B0%:

IE 91>

"https://oss. maxcdn. com/|ibs/html5Sshiv/3. 7.1
"https://oss. maxcdn. com/ | ibs/respond. js/1. 3

"https://code. jguery. com/ jguery. js"»

"js/bootstrap.min, js">

style="

max—width: B00px;

T e o
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Send Cancel <|v >|r
(sentm =i >y

Request

prety [ W Actions v

GET / HTTR/1.1
Host: thief.0727.site
Content-Length: 75
Transfer-Encoding: chunked

o

GET /secret HTTR/1.1
Host: thief. 0727 site
client-ip:127.0.0.1
foo:

T omuo s w

R

® N e

5

=

e L3t KR R R
RN

]

Target: hip:/ithief.0727.site ¢/ @ -0
=m
ceponze a INSPECTOR @ x| —
Raw Render \n  Actions v Query Parameters (0} v || =mw |
Server: ATS/7.1.2 . 3
& . . _
Date. Wed. 03 Feb 2021 04:23:43 GNT M Wireshark - 3555 TCP i (tcp.stream eq 4) - WLAN m] %
Content-Type: text/html: charset=UTF-8
~

Age: O
Gonnection: keep-alive
Content-Length: 904

<!DOGTYPE html>
<html>
<head>

<title> |

SECRET-SERVER
title>
<meta name="viewport" content="width=device-width, init
<link href="https://maxcdn. bootstrapcdn. com/bootstrap/3
<1—-[if 1t IE 91>
<soript sro="https://oss. maxcdn. com/ | ibs/html5shiv/3. 7.4
<seript sro="https://oss. maxcdn. con/ | ibs/respond. js/1.3
<! [endifl-->

</head>

<body>
<soript sro="https://code. jquery. com/ jauery. js">
<Useripty
<script sro="js/bootstrap. min. js*>
<Useript>

<br>
<div class="alert alert-success” style="
width:80%:

max-width: 800px

min-width: 50px:

max-height: 1600px

min-height: 50px:

margin: 100px auto aute:

display: block

float: none:

text-align: center

WELCOME LOCALHOST. HERE 18 THE SECRET:<br>

hgame [HtTp+sMUES | 1n€™i5 7 r 321 1y-d4nG3rOUs!]
</divy

GET / HTTP/1.1
Host: thief.B727.site
Content-Length: 75
Transfer-Encoding: chunked

]

GET /secret HTTP/1.1
Host: thief.@727.site
client-ip:127.0.0.1

foo:HTTP/1.1 208 0K

Server: ATS/7.1.2

Date: HWed, @3 Feb 2021 04:23:42 GMT
Content-Type: text/html; charset=UTF-8
Age: @

Transfer-Encoding: chunked

Connection: keep-alive

388
<!DOCTYPE html>
<html>
<head>
<title>SECRET-SERVER</title>
<meta name iewport” content="width=device-width, initial-scale=1.8">
<link href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css”
rel="stylesheet”>
<1--[if 1t IE 9]>
<script src="https://oss.maxcdn.com/libs/html5shiv/3.7.8/html5shiv.js"></script>
<script src="https://oss.maxcdn.con/1ibs/respond.js/1.3.8/respond.min. Js"></script> |,

1M HE, | BEF HE, 1 torals)
BAFHE (1254 bytes) -

T

ERREEES Sl

Sy —_— N — \ N g VA
JiiE— (ZAERRIX Y, ATBLEATZERD -
Send || Cancel | [ < [v | >|¥ Target: hitpuithief.0727 site 7 @ -H
==
Request Response u = INSEECIOR; @ XL =E
Pretty B0l 0 Actions W Wl Raw Render \n  Actions v B Query Parameters (0) v | =
1 GET / HTTP/1.1 2 Server: ATS/7.1.2 : .
- BRR 7% (tep. . -
7 Host: thief.0727. site 3 Date: Wed, 03 Feb 2021 04:23:43 GNT E M wireshark TCP I (icp.stream eq 4) - WLAN Boox
2 Content-Length: 75 4 Gontent-Type: text/html: charset=UTF-8
4 Transfer-Encoding: chunked 5 Age: 0 GET / HTTP/1.1 ~
5 6 Connection: keep-alive Host: thief.0727.site
60 7 Gontent-Length: 904 Content-Length: 75
’ 8 Transfer-Encoding: chunked
& GET /secret HTTP/1.1 9 <!DOGTYPE html>
% Host: thief.0727. site 10 <html>
10 client-ip:127.0.0.1 11 <head> g
11 foo: 12 <title>
SECRET-SERVER GET /secret HTTP/1.1
<titler Host: thief.8727.site
13 <meta name="viewport” content="width=device-width, init client-ip:127.8.0.1
14 <link href="https://maxcdn. bootstrapcdn. com/bootstrap/3 foo:HTTP/1.1 200 OK
i~ <I-Lif 1t 1E 91> Server: ATS/7.1.2
= S ibs/ /
16 seript sro="https://oss. maxcdn. com/ | ibs/htmlSshiv/3. 7. { Date: Wed, 03 Feb 2021 04:23:42 GMT
17 <script sro="https://oss. maxcdn. com/|ibs/respond. js/1.3
18 I Lendif]—> Content-Type: text/html; charset=UTF-8
119 <head> Age: @
20 <body> Transfer-Encoding: chunked
21 seript sro="https://code. jquery. com/ jquery. js"> Connection: keep-alive
</soripty
22 <seript sro="js/bootstrap. min. js"> 388
. soript> <IDOCTYPE html>
3
0s lbry <html>
<div class="alert alert-success” style=" <head> .
25 width:80%- <title>SECRET-SERVER</title>
26 max-width: 800px <meta name="viewport” content="width=device-width, initial-scale=1.8">
27 min-width: 50px; <link href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css™
28 max-height: 1600px; rel="stylesheet">
29 min-height: 50px 1[if 1t IE 91>
f? :”g:“' 13?”";“‘“ auto; <script src="https://oss.maxcdn.com/1libs/html5shiv/3.7.8/htmlSshiv.js"></script>
3 isplay: blocl . s . . . e .
o Float: none- -(sfr‘:lpT_: fr‘c https://oss.maxcdn.com/1ibs/respond.js/1.3.0/respond.min. js"></script>
33 text-align: center 1B AE, 1 BRE AL, T tumls)
34 ">
E -
WELCOME LOCALHOST. HERE IS THE SECRET:<br> BATHE (1254 bytes) > ETAMEERY o1 o
hgame {HtTp+sWUE? | 1nG " i57r 3al1y-d4nG3rOUs !} . |
</divy || T e
[—]
-
Request Response

Pretty m ‘\n  Actions W

1 GET / HTTP/1.1

? Host: thief. 0727 site

I Content-Length: &7

4 Transfer—-Encoding:chunked
]

7 PREF1Xx

g0

9

0 GET /secret HTTP/1.1

1 Host: thief. 0727. site

Sl

client-in-127.0.0.1

- Raw Render ‘n Actions wv

Mo~ O N Bk R

-

Server:
Date: Wed, 03 Feb 2021 07:50:23 GMT
Content-Type: text/html; charset=UTF-8
Age: 0

Connection: keep-alive

Content-Length: 904

ATS/7.1.2

<IDOCTYPE html
<html>
<head>

<titler
SFMRFT-SFRVFR



Request

G0 o= O N P oa R =

‘n  Actions

GET / HTTP/1.1

Host: thief. 0727 . site
Content-Length: 91
Transfer—-Encoding:chunked

7
PREFIXx
0

GET /secret HTTP/1.1
Host: thief. 0727. site
client—ip:127.0.0.1
foo:afdal

<Stitle>
13 <meta name="viewport” content="width=device-width, in
14 <link href="https://maxcdn. bootstrapcdn. com/bootstrap
15 <I--[if 1t IE 91>
16 <script src="https://oss. maxcdn. com/libs/html5shiv/3.
17 <script src="https://oss. maxcdn. com/libs/respond. js/1
18 <! endif]-——>

[19 </head>

20| <body>
21 <script src="https://code. jguery. com/ jquery. js">

</script>
22 <script src="js/bootstrap. min. js">

</script>
23
24 <br>

<div class="alert alert-success” style="
25 width:80%;
26 max—width: 800px;
27 min-width: 50px;
28 max—height: 1600px;
29 min—height: 50px;
30 margin: 100px aute auto;
3 display: block;
3z float: none;
33 text-align: center:
34 "

WELCOME LOCALHOST. HERE 15 THE SECRET:<br>
hgame [HtTp+sMUg?11nE " i5 r3al 1y—d4nG3rdUs !}
Sldive
-
Response m -

1
2
3
4
5
"]
7
B

=
[=T =]

11
12

13
14
15
16
17
|18
19
20
21

22

23
24

25
26
27
28
29
30
31
32
33
34

Raw Render ‘n Actions wv

HTTR/1.1 200 OK

Server: ATS/7.1.2

Date: Wed, 03 Feb 2021 O7:50:47 GMT
Content-Type: text/html: charset=UTF-8

Age

!

Connection: keep—alive
Content-Length: 904

<IDOGTYPE html
<html>
<head>

<title>

SECRET-SERVER
Stitler
<meta name="viewport” contemt="width=device-width
<link href="https://maxcdn. bootstrapcdn. com/bootsi
<I-=[if It IE 9]>
<script src="https://oss. maxcdn. com/|ibs/htmI5shi
<script src="https://oss. maxcdn. com/|ibs/respond.
< [endif]-—>

</head>
<body>

<script src="https://code. jguery. com/ jguery. js">»
</script»

<script src="js/bootstrap. min. js">

</script»

<br

<div class="alert alert-success” style="

width:80%;

max—width: 800px;

min-width: 50px;

max—height: 1600px;

min—height: 50px;

margin: 100px aute auto;

display: block;

float: none;

text—align: center;

"
WELCOME LOCALHOST. HERE 1S THE SECRET:<br>
hgame {(HtTp+sWlig? 1105”15 r3a 11 y~d4nG3rols i




Tk

Request

Pretty WeElM \n Actions v

GET / HTTP/1.1
Host:thief. 0727. site
Content-Length - &7

Host:thief. 0727. site
client—ip:127.0.0.1
a:

1
2
3
4
5 GET /secret HTTP/1.1
6
7
8

TiiE=

Request

Fretty WREIM ‘n  Actions v

0 =l O N B R =

=

GET / HTTP/1.1
Host:thief 0727. site
Cache—control: max—age=10
Content-Length : &7

GET /secret HTTP/1.1
Host: thief.0727. site
client—ip: 127.0.0.1

Response

Sz Raw Render \n Actions w

[+ =N = 4 I A

-
(=T <]

11
12

13
14
15
16
17
18
19
20
21

22

[ ]
W= O

=

HTTP/1.1 200 OK

Se

rver: ATS/7.1.2

Date: Wed, 03 Feb 2021 12:51:36 GMT

Content-Type: text/html: charset=UTF-8
Age: 0
Connection: keep—alive

Co

ntent-Length: 904

<!DOCTYPE html>
Chiml>

<head>
<titler
SECRET-SERVER
Stitler

<meta name="viewport"” content="width=device-width, init
<|ink href="https://maxcdn. bootstrapcdn. com/bootstrap/3

<I--[if It IE 9]

>

<script src="https:/ oss. maxcdn. com/|ibs/html5shiv/3 7.1
<script src="https://oss. maxcdn. com/|ibs/respond. js/1.3

<1 [endif]-—>
</head>
<body>

<script sre="https://code. jguery. com/ jguery. js">

</script>

¢script src=" s /bootstrap.min. js">

</script>

<br>

<div class="alert alert-success” style="

width:80%;

max-width: 800px;

min-width: S0px;

max—height: 1600px;
min—height: 50px:
margin: 100px auto auto:

display: block;
float: none;

text-align: center:

»

WELCOME LOCALHOST. HERE 15 THE SECRET:<br>

hgame [HtTp+sMUg?11nG" 15 r3al 1y—ddnG3r0Us!}

[«

S L

Response

Pretty

[+ =R = SRS R

= =
= & 0

12

HTTP/1.1 200 OK

Raw Render ‘n Actions »

Server: ATS/7.1.2
Date: Wed, 03 Feb 2021 13:20:53 GMT
Content-Type: text/html: charset=UTF-8&

Age: 0

Connection: keep-alive
Content-Length: 904

<IDOCTYPE html>»
<html>
Chead>
<titlex

13
14
15
16
17
18
19
20
ra

SECRET-SERVER

Ctitler
{meta name="viewport” content="width=device-width, init
<link href="https://maxcdn. bootstrapcdn. com/bootstrap/3
<I==[if 1t IE 9]>
<script src="https:/ oss. maxcdn. com/|ibs/htmlSshiv/3 7.1
<script src="https:/ oss. maxcdn. com/|ibs/respond. js/1. 3|
<! [endif]l-->

</head>

<body>
{script src="https://code. jguery. com/ jguery. js">



</script>

22 <script src="js/bootstrap.min. js">
</script>

23

24 <br>

<div class="alert alert-success” style="
25 width:80%;
26 max-width: 800px;

27 min-width: 50px;

28 max—height: 1600px;

29 min—height: 50px;

30 margin: 100px auto auto:
k1 display: block;

32 float: none;

33 text—align: center;

34 ">

WELCOME LOCALHOST. HERE 1S THE SECRET:<br>
hgame [HtTp+sMUg?11nG" i5 r3al1y-d4nG3rOUs !}
IT"\_ PITTE Ty i ;_C)EEE#'TWFT?T!"!'F-'-"I'J*}*TN;
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from 1xml import etree
from sympy import
import requests
import json
requests.session()
step: int
while true:
s.get("http://rd4u.top:5000/api/getQuestion’)
json.loads(q.text)[ 'question']
etree.HTML(q)
g.xpath("'//math/mrow/msubsup/mrow[1]/mo/text()"')[0]
.xpath('//math/mrow/msubsup/mrow[1]/mn/text()"')[0]
.xpath('//math/mrow/msubsup/mrow[2]/mn/text()")[0]
.xpath('//math/mrow/mn[1]/text()")[0]
.xpath('//math/mrow/mn[2]/text()")[0]
symbols('x")
integrate(int(d) X int(e), (x, int(a b), int(c)))

round(x, 2)

header {
"Content-Type": "application/json;charset=UTF-8"

res = s.post('http://rd4u.top:5000/api/verify', data='{"answer":' (daan := str(round(x, 2))) '}', headers|
header)

step

print(step, a, b, c, d, e, daan, json.loads(res.text)["result"])

if step 100:
flag = s.get('http://rd4u.top:5000/api/getFlag')
flag = json.loads(flag.text)
print("flag:", flag["flag"])
break




[FIFE B AEhttp A, 223 B DS — R, 1R IRA G400, AL MERFAFEST P> Host

Request Response

Pretty MREVTE ‘n Actions v 2N Faw Render \n Actions w

1 GET / HTTR/1.1 7 HTTP/1.1 400 Bad Request
Host: police. liki. link Server: ATS/7.1.2
3 Content-Length : 47 3 Date: Sat, 06 Feb 2021 16:57:09 GMT
4 4 Content-Type: text/html
5 GET /secret HTTP/1.1 5 Content-Length: 157
6 Host: pelice. liki. link 6 Age: 0
7 client—-ip:127.0.0.1 7 Connection: keep—alive
8 foo:| g
9 <html>
10 <head>
<title>
400 Bad Request
Stitle>
</head>
<body>
<center>
<h1>
400 Bad Request
</ h1>
{/center’
13 <hr»
<center>
ngink/1.19. 6
{/center’
</body>
CShtml >

[ Y

r

I H A2 A BRI Client-1IP , LB AR M — MG RSB H

GET /secret HTTP/1.1
Client-IP:127.0.0.1
foo:GET / HTTP/1.1

Host: police.liki.link
Content-Length : 47
Client-IP: fRIYELSLip




Je T I Client-IP 2B s BT K, w2 [BLR AR SKip, P LA EEXAERIE T R

Request

Pretty ‘n  Actions

1 GET / HTTPS1.1
Host: police. liki. link
Content-Length : ?ﬂ

GET /secret HTTP/1.1

& Host: police. liki. link
7elient—ip: 127.0.0.1

& Content—Length:Z200

@@ | & || =>| |Search... 0 matches

RIS AR AR PHE TR RN, a1 iR &

GET /secret HTTP/1.1
Host: police.liki.link
client-ip: 127.0.0.1
Content-Length:200

GET / HTTP/1.1
Host: police.liki.link
Content-Length : 90

GET /secret HTTP/1.1

Host: police.liki.link
client-ip: 127.0.0.1
Content-Length:200

% %lflag
hgame{Fe31"tHe~4N9eR+oF 5mu9gl3r!!}

Response

G Raw Render n Actions v

1 HTTRP/1.1 200 OK

Server: ATS/7.1.2

Date: Sat, 06 Feb 2021 17:22:53 GMT

4 Content-Type: text/html; charset=UTF-8
5 Age: 0

6 Connection: keep—alive

Content-Length: 897

7 <IDOCTYPE htmlZ>

10 <html>
<head>
12 <title>
SECRET-SERVER
Ctitler
3 <meta name="viewport” content="width=device-width, i
14 <link href="https://maxcdn. bootstrapcdn. com/bootstra
15 <I—T[if It IE 9]>
16 <script src="https:/ oss. maxcdn coms/|ibs/htmlSshiv/3
7 <script src="https://oss. maxcdn. coms/|ibs/respond. js/
18 <! endif]-——>
19 </head>
20 <body>

<{script src="https://code. jquery. com/ jguery. js">
<seript>

<script src="js/bootstrap min. js">

<seript>

24 <br>

<div class="alert alert-success” style="
25 width:80%;
26 max—width: 800px:
27 min—-width: 50px;
28 max-height: 1600px;

min-height: 50px:

margin: 100px auto auto:

display: block:

float: none;

text—-align: center;

34 "

WELCOME LOCALHOST. HERE 1S THE SECRET:<br>
hgame {Fe3 | "tHe 4NFeR+oF _Smufgl3r!!]
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baseb4:
R1kORE1OWIdHRTNFSU5SVkc1QkRLTIpXR1VaVENOUIRHTVIETVJCVOdVMIVNTIpVRO1ZREtSUIVIQTJETO1aVUdSQORHT
VpWSVIaVEVNWIFHTVpERO1KWEIRPTO9PTO9

base32:
GY4DMNZWGE3EINRVG5BDKNZWGUZTCNRTGMYDMRBWGU2UMNZUGMYDKRRUHA2D OMZUGRCD GMZVIYZTEMZQGM
ZDGMJIXIQ======

from hex:
6867616D657B57653163306D655F74305F4847344D335F323032317D

flag:
hgame{Welc@Ome_t0_HG4M3_ 2021}

binwalk -e 0x4qE_bba7407dbadcd35fd0915ffdacab74c5.jpg 4 B K J i ffizip

KIS0, 55 B N0, DL ] B ARCHPRIE R 817 3 2/ JF, #5169y 70415155

Range |ength Dictionary Plain-text Auto-save Options Advanced Advanced Archive Password Recovery statistics:
Brute-force range options Total passwords 51,528,261
All latin (A - Z - L
L Start fram: |0 | & Total time 3s 23ms
[] all small latin {z - ) —
[+] all digits (2 -5) End at: |gggggggg | L\_.f] Average speed (passwords per second) | 26,968,660
EA" spedial symbols (1@...) Mask: | 157722277277 Y Password for this file 70415155 a
Space
ag o i ¢
] All printable User-defined [] l::lE\ Password in HEX 3730343135313535 a
Status window i save. .. v ok
2021/1/31 9:34:31 - Starting from password '0' -~

2021/1/31 9:34:31 - Starting brute-force attack...
2021/1/31 9:34:34 - Password successfully recovered !

2021/1/31 9:34:34 - '70415155' is & valid password for this file v
Zurrent password: 70415155 Average speed: 26,995,450 pfs
Mime elapsed: 3s Time remaining: 1s
*assword length = &, total: 101,111,109, processed: 70,415,151
69%

RCHFR. version 4,54 () 1997-2012 ElcomSoft Co. Ltd.

RILETE & T — A plainzip K44, Jf HA W1 SCNO PASSWORD .U, £ /1% [fiplain.zip L £7 7 —/NO
PASSWORD .txt, HCRC324H[F, wLABARE] clansiscred , #W CNO PASSWORD..tet #1147 liNO PASSWORD. .Zip, 4
77N

il EHE R S TN 4 5

B =R Em s 8 HE R

[ESET i =(A) HilE3E)...
|NO PASSWORD. zip - |




BAEE
BE M HF)...

[EFEHER,
(Orar (ORAR4 @ ZIP

E4EFH©C)

ik >
FHAO

32KB ~

M AREW, Fob
| e

F FARCHPRIE 2 O AN W e By, 39505 .

£

File Recovery Help
O o | .|
e . EI'FB J fﬂ
Stop
Encrypted ZIP/RAR/ACE AR I-file

EEMETLL)

Fhm SR w5

eI

L E 4R RS R s )

L e BB EE RS 00
BRREE EHEHE)
Fhtir i E)

L it BRI ()
HEESR L)

EHEEBP)...

e EeT 2

C8uvP$DP

@ % @ o W

C:\Users\root\Desktop'plain. zip

Upgrade Help About
Type of attack
Flain-text

Range Length Dictionary Plain-text Autosave Options Advanced
Plain-text options
Plain-text file path:

C:\Users'root\Desktop WO PASSWORD. zip * - Start from: "-\T,J

*  Keyl: alaf4abc Keyl: 7f15843b Key2: d25c5166 | 45

Allow using binary file as a plain-text ZIP archive

Status window

2021/1/31 9:40:47 - Plain-text attack started ~
2021/1/31 9:41:03 - Encryption keys successfully recovered !

2021/1/31 9:41:03 - Password successfully recovered !

2021/1/31 9:41:03 - 'C8uvPSDP' iz & valid password for this file b4

Current password: nja Average speed:  nfa
Time elapsed: 165 Time remaining: 1h 5m 19s
Plain-text attack is in progress, trying to retrieve any password (up to 9 symbols long)

0%
ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

Password successfully recovered !

Advanced Archive Password Recovery statistics:

Total passwords

nfa

Total time

16s 93ms

Average speed (passwords per second)

nfa

Password for this file

CBuvPSDP

Password in HEX

4338 757650 2444 50

H Save...

Vv ok

fit i thiflag.zip, KILEDNINE, JH1010editorf] T, FEICAF3L50 4B 03 04w #% )61~ 71095500,
01 021 #% 784711 11015900, RITT T

FEAZ 0 H 31X 2k50 4B
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Wireshark 5 tihttp X %, 7] LA W #—A galaxy.png, EimfE (HEEALE) , flagit bl T

galaxy. png X

L s ()

hgame{Wh4t_A Wdnderful Wallpaper}

Word REMASTER



TR R4, H7zZipF] HHfirst.docx (B HEAESUG SR N .ZipFl 1) » fEword H 3% T 177t password.xml, 1] LAEEAE 21 ybrainfuck

\—v

fiehs T H: https:/;www.splitbrain.org/services/ook

o TR BEE BE9 ZEV #30
media
theme passwordxml X
_rels
5/ documentxml| rsion= encodin,
s/ fontTable.xml - 2R ] . <> +4.<4 ++[-> +44<] 4. H[-> -
8l password.xml D T o e e R -+ st LR R LG [

) settings.xml
&) stylesaxml

5] webSettings.xml

%M%E%@Umaimai.docxé‘]T‘Z‘Eéﬁ DOYOUKNOWHIDDEN?
T Hword, /A3 AT R-BEE S0 T, RIL T — B tabfn s g R P2, OB HNE - A - AR, B Ak

@EXE-|BS ~|A A [Aa~ | 8 A = -3 - vt [ £2235 A& 3B | AaBbCeD)|

I U ~ abe
= S == ==
QO ERCTHSSERR H SRR TR BT,

Sx

33 AES TR
= ERENES SR REEEEW
L BB THRAH)
= BENETTRTEERD
=5 -

TS PSRRI

== VI
AT e [ #==0 -
— O =tE©
SR

=) I 4

0 TEER0 =
HEREQ €
[] TESESO @

ETAFEETREA)

FTEmiELR

FTFIE Word SE|EMERR G
O oS S&aREE)

O sTe=mEEr

O 1THEsE== 00

[ #TensiEarE D

O {EsiSiisstii=

+EREIE ) a5
— EE - | (55
© LiEs] A\
+BEIET v | == B
- - e S e R - - st w
FEYF
TR S s i AR T RO THSERU): TRERR0 £550;
e e e L seeeaea e L e e ey == v | @ v = & |
- e e R - e - I w=
R N Y R s a0 [ g0 O r&x5F8Mm)



https://www.splitbrain.org/services/ook

B IR -+ - -+ - - B I e ST
B I - -+ -+ -+ -+ R -+ C
PR F YRR s - -+ - B IR
----- - - - - L B
-+ -+ - o - e - -+ -+ e 4 e e
-+ -+ - -+ YRR - M

[ bRl

O 4@
O FixE
s
BERT N EE ST, SR SRR,

FHRBELEM TEESERIR

fifi Fi} stegsnow T.JLfi# tiflag
hgame{Challen9e Whit3_ P4ND@R4 P4RADOXXX}
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